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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
MAK.02.01 [IporpaMmHoe 00ecrie4eHne KOMILIOTEPHBIX CeTel
Hazeanue OUCYUNIUHbBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[Iporpamma yuebnoit mucummmnasl MJIK.02.01 ITporpammaoe obecriedeHne KOMITBIOTEPHBIX
ceTel SBISETCS YacThiO IPOTPaMMbl  TOATOTOBKH CIEIUAINCTOB CPEJHETO 3BEHA B
coorBercTBHM ¢ DPI'OC "ODenepampHBIH TOCYZapCTBEHHBIH O00pa30BaTEIbHBIN CTaHIAPT
cpemaero mpodeccuonampHOro obpasoBanms mno crenuaidbHocTH 09.02.06 CETEBOE U
CUCTEMHOE AJMUHUCTPUPOBAHUE (cereBoii W CHCTEMHBIN aIMUHUCTPATOP)
(YpoBeHBb MOATOTOBKM KaJIpoB BbICIIEH KBanudukamuu). (mpuka3 MwuuoOprHaykm Poccmm ot
09.12.2016 . Ne 1548)"

1.2. MecTo y4yeOHOM AMCHUILIMHBI B CTPYKTYpe MPOrpaMMbl NOATOTOBKH CHEIHATHCTOB
CpeIHero 3BeHa.

VYuaeonas mucrumuinaa MJIK.02.01 ITporpamMmMHOe oOecriedeHne KOMIBIOTEPHBIX CETeH BXOIUT
B [Ipodeccronanpusiii nukn [podeccnonanbHON TOATOTOBKH.

1.3. Heau u 3agaun — TpeGOBaHUS K Pe3yJIbTATAM OCBOCHHS Y4eOHOM AUCHMIIUHBI.

B pe3yabTaTe ocBOeHHs Y4eOHOM AMCHUILUINHBI CTYIEHT J0JKeH 3HATh:
B pe3yibTaTre ocBOeHHs YU4eOHOM AMCHUILINHBI CTYIEHT J0/’KEH YMETh:

B pesyabrare ocBOeHHS Y4eOHOH IMCHUILIMHBI CTYICHT J0JIKEH HMeTh HABBIKH M (HJIN)
OMBIT AeATEIbHOCTH:

1.4. PexomeHayeMoe KOJIHYECTBO YACOB HA OCBOEHHE MPOrPaAMMBbI Y4eOHOMH THCIIUIJIHHBI:

O6beM mporpaMmBbl 72 4acoB, B TOM YHCIIE:
ayUTOpHON yueOHOI Harpy3ku oOydaromerocs: 60 gyacos;
CaMOCTOsTeNIbHON paboThl oOydaromerocs 12 gacos.

2. CTPYKTYPA U IPUMEPHOE COJEPXXAHUE YYEBHOW JUCIHUIINHBI
2.1. O6beM yueOHOI AMCUMILIMHBI U BH/IbI y4eOHOIH padoThl

Tabnuya 1. Buowsl yuebnoti pabomul no nepuodam oceoerus OOII CIIO ons popmbr 06yuenus -
OUHAsL.



Bux yue6Ho¥ padoThl Beero, Cemectp(-1)
aK. 4.
5 2

KonrTakTHasn (aynuropHas) padora (Bcero) 60 60 34
B TOM YHCIIE: - - - - - - -
JIEKIHUH (€CITN MPEyCMOTPEHO) 24 24 -

B TOM 4YHCIIe B hOPME MPAKTHUCCKON TOATOTOBKI

(eciu mpeIyCMOTPEHO) } } }
JabopaTopHbIe 3aHATHA (C€CITH MPEAYCMOTPEHO) - - ~

B TOM 9HCIIE B POpPME MPAKTHICCKOH TIOATOTOBKH

(ecim IpEyCMOTPEHO) ) ) )
MPaKTUIECKUE 3aHATH (€CITH MPEIyCMOTPEHO) 36 36 34

B TOM 9HCIIE B (pOpME MPAKTUIECKOH TTOATOTOBKH 1 12 i

(ecnm mpexyCcMOTPEHO)
CamocTosnTenbHas padora odyuarnierocs (Bcero) 12 12 4
B TOM YHCJIC: - - - - - - -

B (hopMe IPaKTHYECKOH MOATOTOBKU

(eci IpeyCMOTPEHO) ) ) )
YacoB Ha KOHTPOJIb: - - 18
[MpomesxyTounas arrectanusi B Gopme: (3auer/mud3aqer/ i 320 | Dx
9K3aMEH)
OO01ast TPYI0EMKOCTh qac 72 72 56

2.2. TemaTuueckuii mjian u cogep:xkanne ydednoi qucuuminabl MJIK.02.01
IIporpammHoe oGecrieueHre KOMNBIOTEPHBIX ceTeil

Tabnuya 2. Cooepoicanue oucyuniunwvl/MIK no eéudam yuebnoti pabomoi

HAUMEHOBAHMUE PA3JIEJIA JTUCLHUITIJIMHBI Bupn y4eonoii K
3 0JI-BO 92COB
Conepixanue pasjena (TemMbl) pabors
Tema 1. CucreMbl :KypHAJIHPOBAHUSA 22
Cayxb6a Syslog. Jlex ‘ 2
Oobmwe cBenenus o ciyxoe Syslog. Haznauenus1, pyHknnu u ctanmaptel. MexaHusm padoThI CITy»KOBI.
Peanuzanuu Syslog. ‘ Jlex ‘ 2
Peanuzanuu syslog. Cucremsl )KypHaIUpOBaHUA U aHAIIN3a COOOICHUH.
Pabora cnyx051 Syslog Ha ceTeBoM 000pyJOBaHHH. ‘ Jlex ‘ 2

Hacrpoiika ciyx0bI syslog Ha cereBoM o6opynoBanuu. Konel ypoBHs BakHOCTH cooduieHuit. Kombr

KaTeropuii cyObekToB, GOPMHUPYIOMIMX COOOMICHHUS.

Hacrpoiika Syslog na OC Windows ‘ Ip ‘ 4
Hacrpoiika cnyx051 Syslog Hza OC Windows Server.

Hacrpoiika Syslog na OC Linux. ‘ IIp ‘ 4
Hacrpotika ciayx051 Syslog ra OC Linux

Hactpoiika Syslog Ha cereBoM 000pynoBaHHH. ‘ Ip ‘ 4
Hacrpoiika cimyx051 Syslog Ha ceTeBoM 000pyIOBaHUH.

O6mue cBenenus o ciyxoe Syslog. ‘ CP ‘ 2
IMoaroroeka cooOnIeHA

CucTreMbl )KypHAIUPOBAHUS M aHAH3a COOOIICHUIA. ‘ CP ‘ 2
IToaroroBka npe3eHTauu

Tema 2. IIpoToKo/ibl ynpaBjieHUs CeThIO 14
IIporoxon SNMP. Jlex ‘ 2

Hasnauenue, pyHKIIMU ¥ OCHOBHBIE MOHATHA. Bepcuu nmportokona.




Apxurtextypa SNMP. ‘ Jlex ‘ 2

Kommonentst SNMP. Turisl coobienuii. IToustue 6a3sl qanasix MIB.

Otinagka SNMP. ‘ Jlex ‘ 2

N3zyuenne criocoboB oiagku npotokona SNMP.

Hacrpoiika SNMP arenTa. ‘ Ip ‘ 4

Hacrpotika SNMP arenta Ha ceTeBOM 000pyIOBaHUE.

Ornanka SNMP. M3yuenue cnoco60B OTIIaKH MPOTOKOJIA

SNMP. ¥ 2

IToaroroBka npe3eHTaHN.

TMonsTre 6a3bl nanabx MIB. CP ‘ 2

HOJIFOTOBKB COO6HI€HI/I$I.

Tema 3. CucTreMa MOHHMTOPHHIA 20

Cuctema MoruTOpHHTa Zabbix. Jlex ‘ 2

MouruTtopuHT KOMIBIOTEpHOH ceTH. CpecTBa CeTeBOro MOHHTOPHHTA.

WnTepdetic cucreMbl MOHUTOPUHTA. ‘ Jlex ‘ 2

OsHakomiieHue ¢ nHTepdericom n GyHKIUAME crucTeMbl Zabbix.

Zabbix arent Ha OC Linux. ‘ Jlex ‘ 2

Hacrpotiika Zabbix areHTa B ornepannoHHO# cucteme Linux.

[pousBogutensHOCTH Zabbix. ‘ Jlex ‘ 2

I/ICCHG}IOBaHHC TIPOU3BOAUTCIIBHOCTH Zabbix cHCTEMEL. C60p JAaHHBIX M aHaJIn3 CTaTHUCTHKH.

YcranoBka u 6a30Bast HACTPOITka CHCTEMBI MOHUTOPHHTA. ‘ IIp ‘ 4

‘YcranoBka 1 6a30Bast HACTPOHKA CUCTEMBI MOHHTOPHHTA.

Hacrpotika cuctemsr MoruTopunra Ha OC Windows Server. ‘ Ip ‘ 6

Hactpoiika onoBenieHus B CHICTEME MOHUTOPHHTA.
Hacrpoiika oTopaBKH 5X0-3alIpOCOB B CUCTEME MOHUTOPHUHTA.

Apxurtektypa Zabbix. AnmapaTtHoe

obecnieuenue aus Zabbix cepsepa. o 2

IMoaroroBka cooONIEHHUS.

Tema 4. IIpoxcu-cepsep 16

Iporpammusiii MmexxcereBoi akxpan. Netfilter. MapupyTusaiis

Jlex 2
makeToB cpeacTBaMu Iptables.

OnpeneneHue, Ha3HAUYCHUE U KiIaccupukanuu MexcereBoro akpana. Apxurekrypa Netfilter.
Omnpenenenne u apxutekrypa Iptables. Hactpoiika mapmpytusanuu cpeacreamu Iptables.

[poxcu-cepsep. [Ipokcn-ceprep Ha OC Windows Server. ‘ Jlex ‘ 2
Onpenenenye n HazHaueHue. Bubl mpokcu-cepBepoB.

Hacrpoiika npokcu-cepBepa u MesxcereBoro 3kpana Netfiter. ‘ IIp ‘ 6
Hacrpoiika npokcu-cepepa Ha OC Windows Server.

Zabbix SNMP MOHHTOpPUHT. ‘ Ip ‘ 4

HacTpoiika onoBenieHus: B CUCTEME MOHUTOPHHTA.

Bupryanuszanus Ha ypoBHE ONEPALIUOHHON CUCTEMBI. ‘ CP ‘ 2

IHoaroroBka cooOIEHHS.

* - Jlex — nexyuu,; Ilp — npakmuueckue 3anamus; CP — camocmosmenvuas paboma; JIP —
nabopamopmbsie pabomol.

3. YCJOBUA PEAIM3ALIUU ITPOI'PAMMBI IUCIUITIJIMHBI
3.1. TpeGoBaHusi K MUHMMAJIBHOMY MATEPUATbHO-TEXHUYECKOMY 00ecIe4eHUIO

Jis peanusanuy mporpamMMbl y9eOHOH AUCIHUTILIMHB IIPEyCMOTPEHBI CIICHUaIbHbIE TOMEICHNUS,
MIPUBEICHHBIM B I 6.3 0CHOBHO# 00pa3oBaTeIbHOM MPOTrpaMMBbI CIIEIIHATBHOCTH.




Tabnuya 3. Mamepuanvno-mexnuueckoe obecneuerue OUCYUNIUHbBI

Tun aynuropun

OcHauleHne ay1uTOpUU
Crnenunaan3upoBanHoe yuedHoe o6opyaosanue, [10 u matepuansi
IJI5l OCBOEHHA TUCHUILIHHBI (TIPH HEOOXOAUMOCTH)

VYuaeOHast ayTuTOpus 1Jist
MIPOBEACHUS 3aHATUN
JMIEKIIHOHHOTO THUTIA,
HNpPaKTUYECKHUX 3aHATHH,
BBITIOTHEHUS KYPCOBBIX pador,
IPYNIIOBBIX U HHIWBHYaIbHBIX
KOHCYJBTAlUH, TEKYIETO
KOHTPOJS U MPOMEKYTOTHOH
aTTecTaIuu

KommiekT criennaan3upoBaHHON MeOeH, MapKepHas J0CKa,
Kadeapa; aBTOMaTH3HPOBAHHOE pabouee MECTO MPEroIaBaTels:
kommbioTep AMD Ryzen, moruTop LCD 24" Philips, nHTepakTuBHas
maaens 86", UMeeTcesl BRIXOM B MHTEPHET

IIporpamMmMHoe obecneuenne: Onepanuonnas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mmst
6usHeca - CTaHIapTHBIH

VYuebHas ayquTopus i
MPOBECHUS 3aHATHI
JIEKLIMOHHOIO TUIA,
MPaKTUYECKUX 3aHATHIA,
BBITIOJIHEHUS KYPCOBBIX pador,
TPYIIOBEIX W WHIUBHTYAIEHBIX
KOHCYJIBTAlUH, TEKYIIErO
KOHTPOJISI U IPOMEKYTOUHON
arTecTaluu
(KommproTepHBIit Ki1acc)

KomruiekT cennaau3upoBaHHOW MeOeli; ToCcKa ayTuTOpHas
MeJIOBas, aBTOMaTU3UPOBaHHBIE paboune MecTa (TpoLeccop He HUXKe
Intel Core 15, oneparuBHas namsite 00bemom He Menee 16Gb;(SSD
500 GB HDD 1 TB); nmpoexktop EPSON, npoeKknuoHHEI YKpaH,
HMMEETCS BBIXOJ] B MHTEPHET

ITporpamMmHoe obecniedenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security st
6usneca - CTaHgapTHBII

Aynutopus Uisl CaMOCTOATEIBHOMN
paboTHI 00yHAFOLIIXCS

KommnexT cnermanusupoanaoi mebemn; Tenesuzop LED LG 42"
aBTOMAaTH3UPOBaHHBIC paboure MecTa (mpoieccop He Himke AMD
Ryzen, oneparuBHas namsts ooseMoM He MeHee 8 ['6; SDD 500 GB,
moHoOok Lenovo Intel i3), umeercs BbIXoj] B UHTEPHET
ITporpamMmHoe obecniedenne: Onepanuonnas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security st
6musHeca - CTaHgapTHBII

3.2. Uudopmanuonnoe obecnevyeHne o0yueHust
Ilepeuyenn pexoMeHIyeMbIX YueOHbIX H31aHuil, UHTepHeT-pecypcoB, 10NOJIHUTEIbHOM

JINTepaTyphbl

ﬂOI’lOJZHLH’neJZbele UCMOYHUKU.

Memoouueckue mamepuanst 0.1 00Y4ArOUUXCS




4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IL " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 3aﬂaHHﬁ.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHus:

Amnanus u OLIEHKA BBITTOJTHEHHSI
WHIUBUYaTbHBIX 3aJaHUI, pACUCTHBIX padoT,
OIPOC, TEMAaTUYECKNN IUKTAHT,

KOHTpOJIbHAsT paboTa, MPaKTHYECKUE 3aHATHUS,
JOMAITHHE paboTsl, KOMITHIOTEPHOE
TECTHUPOBAHHUE, B3anMokoHTpOITE u
CAMOKOHTPOJIb ~ CTyaeHTOB. [lomHoTa M
TPaMOTHOCTh  IOATOTOBICHHBIX  JOKIIAIOB,
cOOOIIeHNH, TPe3eHTaIHA.

VYmenus:

HaGmronenne, KOHTpONb mpenojaBarelis 3a
JIESITEIbHOCTRI0  OOYYAIOIIUXCsI, AaHAIM3 U
OIICHKA ONTHMAJIIBHOCTH METO/a PeIICHUS
3amad, Oecena, onpoc, NPaKTHISCKUE 3aHSATHS,

JIOMAIllHHAE paboTsl, KOMITBIOTEPHOE
TECTUPOBAHHE
IIpakTruecknii ONbIT: Halmronenue, KOHTPOJb TpEMojaBaTeNis 3a

JIESITEIBHOCTRI0  OOYYalOIUXCsl, AaHalIu3 |
OIlEHKa ONTHUMAJIBHOCTH METOJa PEeHICHUs
3ajad, BBIIIOJTHCHIE 174 3aIuTa
WHJIUBUIyadbHbIX 3a/IaHUH.




6. ®°OH/I OHEHOYHBIX CPEJICTB

6.1. @oHA OLIEHOYHBIX CPEACTB IS MPOBEJCHNUS NMPOMEKYTOYHON aTTecTaluu
obyuaronuxcst no gucuuniante «llporpamvHoe obdecrneueHne KOMIBIOTEPHBIX ceTel»
ITepedens BOpOCOB [UIsl HOATOTOBKY K 3aHATUAM U IMPOMEXYTOYHOU aTTECTALHH,
KOHTPOJIBHBIX paboT, cofiepKaHne 3aaHnui /ISl BBITOJTHEHUS TPAKTUYESCKUX U
CaMOCTOSITENIFHBIX Pab0T, PEKOMEHIAIINH TI0 BBITIOJIHEHUIO H KPUTEPUH OLCHUBAHUS
MPEJCTaBJICHBI B (JOH/IE OIEHOYHBIX CPEICTB 1Mo aucrumuinHe «[Iporpammaoe obecrieuenne
KOMITBIOTEPHBIX ceTei» B [Ipumoxkennn k Hactosme Pabodel mporpaMme JUCIUATUTHHEL.
OrneHO4HBIE CPECTBA MO3BOJISIIOT MPOBECTH TEKYIIUH KOHTPOIb MO Aucuuiuinge. [lo kaxaomy
CpPEZICTBY OLICHUBAETCS MTOJTHOTA U TIIyOMHA OCBOCHHS, XapaKTEPHU3YIOIIHECs MTOKa3aTesIMKA
KPUTEPUSIMH OL[EHUBAaHUS

Tabnuya 6. Ilokazamenu u kpumepuu oYeHUBaHUs.

[lokasarens Kpurepnii
. 3nHaeT: 0a30BbIe OOIIME 3HAHUS,
[Toporossrii v .
MeeT: OCHOBHBIC YMEHUsI, TpeOyeMbIe [UTsl BBITIOJIHEHHUS TPOCTHIX
(y3HaBaHue) )
3a/1a4,
«3» B .
naneer: paboTaeT mpu MpsiMOM HaOJTFOIEHHUH.
3uaeT: (paKThl, IPUHIIAIIBL, TPOIECCHI, OOITUE MOHATHUS B MpeaeIax
00acTH MCCIIEeI0BaHUS,
Ba3oBbIit YMeeT: Auana3oH NPaKTHIECKUX YMEHUH, TPeOyeMBbIX JJIsi PeIICHUs
(Bocmpon3BeicHHe) |ONPEIETEHHBIX IPOOIEM B 0OIaCTH MCCIIEN0BAHMS;

«4» Brnageer: GepeT OTBETCTBEHHOCTH 3a 3aBEpIICHUE 33129 B
WCCIIeIOBAaHUH, MPUCTIOCA0IMBAET CBOE TIOBEJCHIE K 00CTOSTEIHCTBAM B
pemIeHu: mpoodIemM
3Haet: akTHUECKOE U TEOPETUIECKOE 3HAHKE B MpeesiaXx 00IacTu

Beicoxuii HCCIICIOBAHUS C IOHUMAHUEM TPaHUIl TPUMEHUMOCTH;
(KOMIETeHTHOCTh) |YMEET: IHaNa3oH NPaKTUYECKUX YMEHUH, TPeOyeMbIX 1y Pa3BUTHSL
«5» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs MPooOIeM;
max 6asut Brnaneer: koHTponupyet paboTy, MPOBOAUT OLIEHKY, COBEPIIEHCTBYET
JercTBUSL pabOTHI

MakcumanbHOE KOTMYECTBO OaIIIOB MO KaXKIOMY OIIEHOYHOMY CPEJCTBY COOTBETCTBYET
BepOaTbHOMY KPUTEPHIO «BBICOKHII.

7. AHBIE CBEJAEHUSA U (MJIN) MATEPUAJIBI

7.1 Ilepevennb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, MCI0JIb3YEMbIX NPH OCYIIECTBJICHHH
0o0pa30BaTe/IbHOTO MPoNecca M0 JHCHHIIJIMHE

B mpomecce oOydeHus WCIONB3YIOTCS AaKTHBHBIE M WHTEPAaKTHUBHBIE 00pa30BaTeIbHBIC
TexHONMOruM ((HopMBbI MPOBEACHUS 3AHATHIA):

-JIeKuH, (ppOHTATBHBIE ONPOCH], IPE3CHTAUH U 3aIUTa MUHU-TIPOCKTOB;

-Kelc-cTaan (pa300p KOHKPETHBIX CUTYallni),

-MMUTAllMOHHBIE KOMIIBIOTEPHBIE MOJIEIIH;

-OpraHu3ali CaMOCTOSTENIbHONW y4eOHO-TTO3HABATEIbHON AEATENbHOCTH (WHIMBHTyaTbHBIC
JIOMAIlTHUE 3aaHHs).



