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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
MAK.02.01 [IporpaMmHoe 00ecrie4eHne KOMILIOTEPHBIX CeTel
Hazeanue OUCYUNIUHbBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[Iporpamma yuebnoit mucummmnasl MJIK.02.01 ITporpammaoe obecriedeHne KOMITBIOTEPHBIX
ceTel SBISETCS YacThiO IPOTPaMMbl  TOATOTOBKH CIEIUAINCTOB CPEJHETO 3BEHA B
coorBercTBHM ¢ DPI'OC "ODenepampHBIH TOCYZapCTBEHHBIH O00pa30BaTEIbHBIN CTaHIAPT
cpemaero mpodeccuonampHOro obpasoBanms mno crenuaidbHocTH 09.02.06 CETEBOE U
CUCTEMHOE AJMUHUCTPUPOBAHUE (cereBoii W CHCTEMHBIN aIMUHUCTPATOP)
(YpoBeHBb MOATOTOBKM KaJIpoB BbICIIEH KBanudukamuu). (mpuka3 MwuuoOprHaykm Poccmm ot
09.12.2016 . Ne 1548)"

1.2. MecTo y4yeOHOM AMCHUILIMHBI B CTPYKTYpe MPOrpaMMbl NOATOTOBKH CHEIHATHCTOB
CpeIHero 3BeHa.

VYuaeonas mucrumuinaa MJIK.02.01 ITporpamMmMHOe oOecriedeHne KOMIBIOTEPHBIX CETeH BXOIUT
B [Ipodeccronanpusiii nukn [podeccnonanbHON TOATOTOBKH.

1.3. Heau u 3agaun — TpeGOBaHUS K Pe3yJIbTATAM OCBOCHHS Y4eOHOM AUCHMIIUHBI.

B pe3yabTaTe ocBOeHHs Y4eOHOM AMCHUILUINHBI CTYIEHT J0JKeH 3HATh:
B pe3yibTaTre ocBOeHHs YU4eOHOM AMCHUILINHBI CTYIEHT J0/’KEH YMETh:

B pesyabrare ocBOeHHS Y4eOHOH IMCHUILIMHBI CTYICHT J0JIKEH HMeTh HABBIKH M (HJIN)
OMBIT AeATEIbHOCTH:

1.4. PexomeHayeMoe KOJIHYECTBO YACOB HA OCBOEHHE MPOrPaAMMBbI Y4eOHOMH THCIIUIJIHHBI:

O6beM mporpaMmBbl 72 4acoB, B TOM YHCIIE:
ayUTOpHON yueOHOI Harpy3ku oOydaromerocs: 60 gyacos;
CaMOCTOsTeNIbHON paboThl oOydaromerocs 12 gacos.

2. CTPYKTYPA U IPUMEPHOE COJEPXXAHUE YYEBHOW JUCIHUIINHBI
2.1. O6beM yueOHOI AMCUMILIMHBI U BH/IbI y4eOHOIH padoThl

Tabnuya 1. Buowsl yuebnoti pabomul no nepuodam oceoerus OOII CIIO ons popmbr 06yuenus -
OUHAsL.



Bux yae6Hoii paGoTsI ljuc(erl:), Cemectp(-br)
S -
KonrakTnas (ayiuropHasi) padora (Bcero) 60 60
B TOM YHCIIE: - - - - - - -
JIEKIUH (€CIU MPEyCMOTPEHO) 24 24
B TOM YHCIIe B JOpMe MTPAKTHUECKON TTOATOTOBKH
(ecnm mpexycMOTPEHO) B B
nmabopaTopHbIe 3aHATHA (ECIU MPETYCMOTPEHO) - -
B TOM 4HCIIE B pOpME MPAKTUIECKOU TTOATOTOBKI
(ecu mpeayCcMOTPEHO) B B
MPaKTHYECKNE 3aHATHsI (€CIIN MPETYCMOTPEHO) 36 36
B TOM uncie B (POpME MPAKTHIESCKOH MOTOTOBKH
(ecnu IpeLyCMOTPEHO) 12 12
CamocTosiTebHas padoTa 00y4aromerocs (Bcero) 12 12
B TOM YHCIIE: - - - - - - -
B (hopMe MPaKTUYECKOH MOATOTOBKH
(ecu mpexyCMOTPEHO) ) )
YacoB Ha KOHTPOJIb: - -
IIpomeskyTounas arrectanus B popme: (3auet/audzauer/ i 320
9K3aMCH)
OO61mast TPYI0EeMKOCTh qac 72 72

2.2. TemaTuueckuii mjian u cogep:xkanne ydednoi qucuuminabl MJIK.02.01
IIporpammHoe oGecrieueHre KOMNBIOTEPHBIX ceTeil

Tabnuya 2. Cooepoicanue oucyuniunwvl/MIK no eéudam yuebnoti pabomoi

HAUMEHOBAHUE PA3IEJIA JUCHHUIIJIMHBI Bun yueGuoii
6 2 KoJu1-Bo yacoB
Copep:xanue pa3aeia (TeMbl) PaooThI
Tema 1. CucTeMbl JKypHAJTHPOBAHUSA 22
Cnyxb0a Syslog. Jlex | 2

Oobmme cBenenus o ciyxoe Syslog. Haznauenus1, pyHkunu u ctanmaptel. MexaHusm padoThI CITy»KOBI.

Peannsanuu Syslog. | Jlex | 2

Peanuzanuy syslog. Cucremsl )KypHaIUPOBAHUS M aHAIIN3a COOOLICHUH.

Pabora ciyx05! Syslog Ha ceTeBoM 000pYJOBaHHH. | Jlex | 2

Hacrpoiika cinyx05l syslog Ha ceTeBoM 000opynoBannu. Koabl ypoBHs BaxkHOCTH cooOmeHuid. Kozpl
KaTeropuii cyObeKkToB, POPMHUPYIOLIHX COOOIICHNUSI.

Hacrpoiika Syslog nra OC Windows | IIp | 4
Hactpoiika cnyx0s1 Syslog Ha OC Windows Server.

Hacrpoiika Syslog na OC Linux. | IIp | 4
Hacrpotika cayx651 Syslog Ha OC Linux

Hactpoiika Syslog Ha cereBoM 000pynoBaHHM. | Ip | 4
Hacrpoiika ciyx051 Syslog Ha ceTeBoM 000pyJOBaHHH.

O6ume cBeenus o ciryxoe Syslog. | CP | 2
IMoaroroBka coobIEeHHS

CucTeMbl )KyPHAIMPOBAHUS M aHAH3a COOOIICHUI. | CP | 2
[MoaroToBka npe3eHTauu

Tema 2. IIpoToKoibl ynpaBjieHHs CeThbI0 14
ITporoxon SNMP. Jlek | 2
Hasnauenue, GpyHKINN B OCHOBHBIC TTOHTHA. Bepcruu nmpoTtokona.

Apxurextypa SNMP. | Jlex | 2

Kommonentst SNMP. Tunsl coobmiennii. [Toasitue 6a3sl qanasix MIB.




Otnagka SNMP. | Jlek | 2
W3zydenne cioco6oB otnaky mporokona SNMP.

Hactpoiika SNMP arenra. | IIp | 4
Hactpoiika SNMP arenta Ha cereBoM 000pyIOBaHKE.

Ornanka SNMP. H3yuenue cnoco60B OTIIAKH MPOTOKOJIA

SNMP, o .
IToaroroBka npe3eHTaLNH.

Ionsatue 6a3sl nanHbIX MIB. | CP | 2
IMoaroroBka cooONIEHHUS.

Tema 3. CucreMa MOHUTOPHHIA 20
Cuctema MoauTOpHHTa Zabbix. Jlex | 2
MOHUTOPUHT KOMITbIOTepHOH ceTr. CpeicTBa CETeBOro MOHUTOPHHTA.

WuTepdetic cucteMbl MOHUTOPHHTA. | Jlex | 2
OsnakomsieHue ¢ HHTEpdericoM u GyHKIMsAMHE crcTeMbl Zabbix.

Zabbix arent Ha OC Linux. | Jlex | 2
Hactpoiika Zabbix arenTta B onepannoHHoO# cucreme Linux.

IpousBogurensHOCTh Zabbix. | Jlek | 2

HUccnenoBanue npousBoautenbHocTh Zabbix cuctemsl. COOp JaHHBIX U aHAIU3 CTATUCTHKH.

YcranoBKka u 6a30Bast HACTPOIKA CHCTEMbl MOHUTOPHHTA. | IIp | 4
VYeranoBka u 6a30Basi HACTPOIKA CHCTEMbI MOHUTOPHHTA.
Hacrpoiika cuctembsl Monntopuara Ha OC Windows Server. | IIp | 6

Hacrpoiika onoBenicHus: B CHCTEME MOHUTOPHUHTA.
Hactpoiika oTrpaBku 5X0-3alpOCOB B CUCTEME MOHUTOPUHTA.

Apxutektypa Zabbix. AnmnaparHoe
obecnieuenue i Zabbix cepepa.

CP 2

ITogroroBka coobmeHus.

Tewma 4. IIpokcu-cepsep

16

IIporpaMMHBIIl MEXCETEBOH SKPaH.

IaKeTOB cpeacTBaMu Iptables.

Netfilter. Mapumpytuzarust ek )

Onpenenenne, Ha3HaUECHHE U KiIaccH(UKAIIMH MEKCETEBOT0 3KkpaHa. Apxutekrypa Netfilter.
Onpenenenue u apxutekrypa Iptables. Hacrpoiika mapiupytuszamnuu cpeacrsamu Iptables.

Ipoxcu-ceprep. [Ipokcn-ceprep Ha OC Windows Server. | Jlex | 2

Onpenenenue u HazHauYeHUE. BUIBI TPOKCH-CEPBEPOB.

Hacrpolika npokcu-cepBepa u MeskceTeBoro skpana Netfiter. | IIp | 6

Hacrpoiika mpokcu-cepsepa Ha OC

Windows Server.

Zabbix SNMP MOHUTOpUHT. | Ip | 4
Hacrpoiika omoBemieHus B CHCTEME MOHUTOPUHTA.
Bupryanuszanus Ha ypoBHE ONEpallUOHHON CUCTEMBI. | CP | 2

IMTogroroBka coobmeHus.

* - Jlex — nexyuu,; Ilp — npaxmuueckue 3anamus; CP — camocmosmenvuas paboma; JIP —

nabopamopmbvie pabomul.

3. YCJIOBUA PEAIM3ALIUU ITPOI'PAMMBI IUCIHUITIJIMHBI
3.1. TpeGoBanusl K MUHHMAJIBHOMY MATEPHATbHO-TEXHUYECKOMY 00ecne4eHUI0

Jis peanu3anuy mporpamMMbl y9eOHOH AUCIHUTILTMHB IIPEyCMOTPEHBI CIICHUaIBHbIE TOMEICHNUS,
MIPUBEICHHBIM B I 6.3 OCHOBHO# 00pa3oBaTeIbHOM MPOTrpaMMBbI CIIEIIHATIBHOCTH.

Tabnuya 3. Mamepuanvro-mexnuueckoe obecnevenue OUCYUNIUHbl

Tun aynuropuu

OcHallleHne ayTHTOPHHU
CneunaausupoBanHoe yuedHoe o6opynoBanue, [1O n marepuaibt
JJIS1 OCBOCHUS IMCHUIIMHBI (TPU HE0OX0AUMOCTH)




Y4aebuast ayTuTopus 1is
MPOBEJCHUS 3aHATHI
JIEKLIHOHHOIO TUIIA,
MPaKTUYECKHUX 3aHATHH,
BBITIOTHEHUA KyPCOBBIX pabor,
TPYNIIOBBIX ¥ HHINBHyaTbHBIX
KOHCYNBTalM, TEKYIIETO
KOHTPOJIS ¥ IPOMEKYTOYHOM
aTTecTaluu

KommuiekT cnenuaau3supoBaHHON MeOelH, MapKkepHast 0CKa,
kadenpa; aBTOMaTU3UPOBAHHOE pabouee MECTO MPEOIaBaTEeIs:
komnbioTep AMD Ryzen, monntop LCD 24" Philips, uHTepakTuBHas
rmaHens 86", MMeeTcs BRIXOl B HHTEPHET

IIporpammuoe obecnieuenne: OneparonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mms
6usHeca - CTanmapTHBINA

VYdeOHast ayquTopus 1ist
IIPOBEICHHUS 3aHATUI
JIEKLIMOHHOTO TUIA,
MPaKTUYECKHUX 3aHATHH,
BBITMIOTHEHHA KyPCOBBIX pador,
CPYIIOBBIX U UHIUBUYAIbHBIX
KOHCYNbTALHUH, TEKYILEro
KOHTPOJISI U IPOMEKYTOIHOM
aTTecTanun
(KoMmproTepHsIii Kitace)

KomrurekT ciennmanu3npoBaHHONM MeOeln; 10CKa ayTuTOpHas
MEJIOBasi, aBTOMaTH3HPOBaHHBIC paboune MecTa (Ipoueccop He HUKe
Intel Core i5, oneparuBHas namsite 00bemMoM He Menee 16Gb;(SSD
500 GB HDD 1 TB); npoexktop EPSON, npoeKioHHEIH YKpaH,
MUMEETCsI BBIXOJI B MUHTEPHET

[IporpamMmHoe obecneuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mmst
6usHeca - CTaHIapTHBIH

AynuTopHs U1 CaMOCTOATENEHOM
paboThl O0YYAIOIUXCS

KommnexT cnenmanusuposanHoi Mmebenmu; Tenesusop LED LG 42"
ABTOMATH3MPOBaHHbBIC paboune MecTa (mpoieccop He Hinke AMD
Ryzen, oneparusHas namste oosemMoM He MeHee 8 ['0; SDD 500 GB,
MoHOO0K Lenovo Intel 13), umeercs BbIXo/] B UHTEPHET
IIporpammHoe obecnieuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security ms
ousneca - CTaHIapTHEIHA

Y4eOHO-TPEHUPOBOYHBIH
xoMmIuieke «Ilonoca npensaTcTBuid
«tOnmop» (3-37(mosnoca
TIPEMATCTBHH ))

[IpensarcrBust: «PoBy» 1 mt., «JlabupuaT» 2 mTt., «3a00p ¢ HAKIOHHOH
JIOCKOI» 2 mT., «Pa3zpyrmennsiit MocT» 2 mr., «PaspymenHas
nmectHUa» 2 mWrt., «CTeHKa ¢ ABYMs ITpojIoMaMmy 2 mT., O MHHOIHBIH
OKOII /1715 CTPENBOBI M METaHUs TPaHar 2 IIT.

OO0O CrniopTUBHBIN KOMIUTEKC
"FOnocts" (8-Crannon)

KpriThie OeroBbie JOPOXKKH (TUL. 675 KB.M.), OTKpBITasi CIOPTapeHa
(. 21330.1 xB.M.), pyTOOIBEHOE ITOTIE C CHHTETHIECKUM MOKPBITHEM
marep LXTII (. 7512.6 xB. M.), pyTOOIBHOE NONE C CHHTETHYECKUM
nokpeiTieM autep LXIV (. 7756.1 kB.M.), BKITIO9ast TpEHaXXEPHI,
TpeHaKEPHbIE KOMILICKCHI (TPeHAKEPHBIH 3ai1 001Iehu3nuecko
MOJITOTOBKN ), CHOPTUBHBIN KOMIUIEKC (CTOPTHBHBIN 3a1 1. 1468
KB.M.)

3.2. Uudopmanuonnoe obecrieuenne o0yueHnst
Ilepeyensb pexoMeHIyeMbIX Y4eOHBIX H31aHuil, NUHTepHeT-pecypcoB, 10N0JHUTEIbHON

JINTEPaTypbl

,ZZOI’lOleul’nefleble UCNMIOYHUKU.

Memoouueckue mamepuanvt 051 00y4AOUUXCS




4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IL " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 3aﬂaHHﬁ.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHUA:

Ananmmz n OILICHKAa BBITTOJIHCHHU A
WHIWBHUya bHBIX 33[aHUW, PaCYEeTHBIX paldoT,
Ooripoc, TEeMaTUYeCKUI JUKTAHT,

KOHTPOJIbHAsT paboTa, MPAKTHISCKUE 3aHATHUS,
JOMaIITHHEC pa6OTLI, KOMIIBIOTECPHOC
TECTUPOBAHUC, BBaI/IMOKOHTPOHB Hu
CaMOKOHTPOJIb CTYACHTOB. ITomaOTA Hu
T'paMOTHOCTDb IIOATOTOBJICHHBIX JOKIaao0B,
cOOOMIeHN, TPE3CHTAIHH.

VYmenus:

HabOnronenne, KOHTpONIb TIpemojaBaTenst 3a
JeSITETbHOCTRI0  OOyJaroIuXcsl, aHalu3 W
OLICHKa ONTHUMAJIbHOCTH METO/a pEeLICHUS
3ama4, Oecena, ompoc, MPaKTHYECKUE 3aHATHA,

JIOMaIIHue paboTsl, KOMIIBIOTEPHOE
TECTUPOBAHHE
IIpakTruecknii OMbIT: HalOmonenue, KOHTPOJIb TpEMojiaBaTeNis 3a

JIESITEIBHOCTRI0  OOYYalOIUXCsl, AaHalIu3 |
OIlEHKa ONTUMAJIBHOCTA METOJa PEeHICHUs
3ajad, BBIIIOJTHCHIE 174 3aIuTa
WHIUBUIyadbHbIX 3a/IaHUH.




6. ®°OH/I OHEHOYHBIX CPEJICTB

6.1. @oHA OLIEHOYHBIX CPEACTB IS MPOBEJCHNUS NMPOMEKYTOYHON aTTecTaluu
obyuaronuxcst no gucuuniante «llporpamvHoe obdecrneueHne KOMIBIOTEPHBIX ceTel»
ITepedens BOpOCOB [UIsl HOATOTOBKY K 3aHATUAM U IMPOMEXYTOYHOU aTTECTALHH,
KOHTPOJIBHBIX paboT, cofiepKaHne 3aaHnui /ISl BBITOJTHEHUS TPAKTUYESCKUX U
CaMOCTOSITENIFHBIX Pab0T, PEKOMEHIAIINH TI0 BBITIOJIHEHUIO H KPUTEPUH OLCHUBAHUS
MPEJCTaBJICHBI B (JOH/IE OIEHOYHBIX CPEICTB 1Mo aucrumuinHe «[Iporpammaoe obecrieuenne
KOMITBIOTEPHBIX ceTei» B [Ipumoxkennn k Hactosme Pabodel mporpaMme JUCIUATUTHHEL.
OrneHO4HBIE CPECTBA MO3BOJISIIOT MPOBECTH TEKYIIUH KOHTPOIb MO Aucuuiuinge. [lo kaxaomy
CpPEZICTBY OLICHUBAETCS MTOJTHOTA U TIIyOMHA OCBOCHHS, XapaKTEPHU3YIOIIHECs MTOKa3aTesIMKA
KPUTEPUSIMH OL[EHUBAaHUS

Tabnuya 6. Ilokazamenu u kpumepuu oYeHUBaHUs.

Ilokasarens Kputepnii
. 3HaeT: 0a30BbIe OOIIME 3HAHUS,
[Toporossiii v .
MEEeT: OCHOBHbBIC YMEHHSI, TPeOyeMbIe JIIsl BBIMIOJHEHHUS IPOCTHIX
(y3HaBaHue) .
3azag;
«3» B .
naneeT: paboraeT mpu npsiMoM HaOITIOIEHUH.
3nHaet: GaKThl, IPUHIIMIIG, TIPOIECCHI, OOIINE MOHATHS B MpeaeIax
00J1aCTH MCCIIEI0OBAHUS,
BasoBblit YMeeT: Auana3oH NPaKTHYECKUX YMEHUH, TPeOyeMbIX JJIsl PeIICHUS
(Bocmpou3BeieHHe) |OMPEACTICHHbIX mpo0iieM B 00JIaCTH MCCIICIOBAHMS;

«» Bnageer: Geper 0TBETCTBEHHOCTH 3a 3aBEpPILICHUE 33124 B
WCCIICIOBAaHHH, IPUCTIOCA0IMBACT CBOE MOBEJCHUE K OOCTOSTEILCTBAM B
peleHnu npoodiem
3HaeT: (paKTHIECKOe U TEOPETUICCKOE 3HAHUE B Mpeiesiax 00macTu

Bricokuii UCCJICIOBAHUSI C TOHUMAHHEM TPAHUI] IPUMEHUMOCTH;
(KOMIIETEHTHOCTB) |YMEET: IMana3oH NPaKTHIECKUX YMEHHM, TPeOYEeMbIX JUlsl pa3BUTHS
«5» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs IPOOIEM;
max 6an Brageer: koHTpoMupyeT padboTy, POBOJUT OLEHKY, COBEPIICHCTBYET
necTBrs paboTh

MaxkcumanbHOE KOIMYeCTBO 0aioB MO Ka)kKIOMY OLIEHOUHOMY CPEJICTBY COOTBETCTBYET
BepOaIbHOMY KPUTEPHUIO «BBICOKHIT.

7. AHBIE CBEJAEHUSA U (MWJIN) MATEPUAJIBI

7.1 Ilepedyennb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, HCI0JIb3YEMbIX NP OCYLIECTBICHHUH
o0pa3oBaTe/IbHOTO MpoLecca MO0 JUCHHUIIIMHE

B mpomecce oO0ydeHHs HCIONB3YIOTCS AKTUBHBIE M WHTCPAKTHUBHBIE 00pa30BaTeIbHBIC
TeXHOIOTUH ((POpPMBI TPOBEICHHUS 3aHATHI):

-JIEKIUH, PPOHTATBHBIE ONPOCH], MPE3EHTAINH U 3al[UTa MUHH-TIPOEKTOB;

-Kelic-cTaan (pa300p KOHKPETHBIX CHUTYaLlHi),

-MMHUTAllMOHHBIE KOMIIBIOTEPHBIE MOJIEIIN;

-OpraHu3alil CaMOCTOSTEIFHON y4eOHO-TI03HABATEIBHON AEATEIBHOCTH (WHIWBHyaIbHBIC
JIOMaNTHUE 3aJIaHMs ).



