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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
1IM.01.01 KomubroTepHbie CETH
HA368aHUE OUCYUNTIUHDBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[Iporpamma yueOnO# mucnumummabl [IM.01.01 KommbioTepHbIE ceTH SBISETCS YacThIO
IIpOrpaMMbl TIOJTOTOBKM CIENHAJINCTOB cpeaHero 3BeHa B coorBercTBUM ¢ DPI'OC
"denepaabHBIN TOCYIAPCTBEHHBIH 00pa30BaTEIbHbIN CTAaHAAPT CPEAHETrO MPO(eCcCHOHATHHOTO
obpazoBanus no crerpanbHocTh 09.02.06 CeteBoe 1 CHCTEMHOE aJMHHUCTPUPOBaHHUE (ITPHUKa3
Muno6puayku Poccun ot 10.07.2023 1. Ne 519)"

1.2. Mecto yueOHOIl TMCHUIJINHBI B CTPYKTYpe NPOrpaMMbl MOATOTOBKH CHEIHATHCTOB
CpeIHEero 3BeHa.

Vuebnas mucunmumaa [IM.01.01 Kommeroteprsie cetn Bxoaut B IlpodeccnonanbHbI UK
[MpodeccronanbHON MOATOTOBKH.

1.3. LHeau u 3agauu — TpeGOBaHUS K Pe3yJIbTATAM OCBOCHMS YUeOHOH AUCHHMIIIHHBI.

OcHOBHast 1enmp — CHOCOOCTBOBAaTH (POPMUPOBAHHIO OOIMUX W NPOPECCHOHAIBHBIX
KOMIICTEHIIUN TTOCPEACTBOM MPUOOPETEHHsI 3HAHHI, YMEHHH M HABBIKOB B COOTBETCTBUH C
BUJIOM TPO(eCCHOHATBHON AEATEIbHOCTH.

B pesyabrare ocBoeHHs Y4eOHOM AMCHMIUIMHBI CTYIEHT J0/I2KeH 3HATh:

- oOmIMe TMPUHIIUIBI MOCTPOSHUSI CETEeH, CETeBBIX TOIMOJIOTHI, MHOTOciHonHoN Momenu OSI,
TpeOOBaHUI K KOMITBIOTEPHBIM CETSIM;

- apXUTEKTypy IPOTOKOJOB, CTAaHJAPTH3alUM CETEH, 3TaloB TMPOEKTUPOBAHUS CETEBOU
MH(pPACTPYKTypBI;

- 0a30BBIC MPOTOKOJIBI U TEXHOJIOTHUHN JIOKAJIBHBIX CETEH;

- IPUHIUIBI TOCTPOEHUSI BBICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;

- CTaHAApTHI Kabemneil, OCHOBHBIC BUIbI KOMMYHUKAIMOHHBIX YCTPOUCTB, TEPMUHOB, MTOHSITHH,
CTaH/IAPTOB M THITIOBHIX 3JIEMEHTOB CTPYKTYPHPOBAHHOM KaOEITbHON CUCTEMBL.

B pe3yabrare ocBoOeHHSs YUeOHOI IMCHUIJIMHBI CTYIEHT J0/KeH YMeTh:

- POEKTUPOBATH JIOKATLHYIO CETh, BRIONPATH CETEBBIC TOTIOIOTHH;

- HCIONIb30BaTh MHOTO(YHKIIMOHAJIBHBIC MPUOOPBI MOHHTOPUHTA, MPOTPAMMHO-AIAPATHBIC
CpE/ICTBA TEXHUYECKOTO KOHTPOJIS IOKATbHOM CETH.

B pe3ynbrare ocBoeHHsI y4eOHOH AMCHMILUIMHBI CTYIEHT /I0JI’KeH UMeTh HABBIKU U (WJIN)
ONBIT AeSTEeJIbHOCTH:

- IPOEKTHPOBAHUH aPXUTEKTYPBI JJOKATBHON CETH B COOTBETCTBUHU C MOCTABICHHON 3a/1a4eii;

- YCTaHOBKE W HACTPOUKE CETEBBIX MPOTOKOJIOB W CETEBOTO OOOPY/IOBaHUS B COOTBETCTBHH C
KOHKPETHOM 3a/1a4ei;

- BBIOOPE TEXHOJIOTHH, MHCTPYMEHTAIIBHBIX CPECTB IPU OPTAHHU3AIUH ITPOLIeCCa UCCIICIOBAHHUS
00BEKTOB ceTeBOW MHPPACTPYKTYPHI,

- obecmieueHNH 0€30MTACHOTO XpaHEHHUs U Tepeadi HHPOPMAIIHH B JIOKATHHOU CETH;

- HWCIONB30BAaHWUHU  CIICHAIFHOTO TPOTPAMMHOTO OOCCIICYCHHS] Ui  MOJICIIHPOBAHHS,
MPOEKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

1.4. Pexomenayemoe KOJIMYECTBO YACOB HA OCBOEHHE NMPOrPaMMbl YUeOHOM ANCHUIINHBI:

O6bem mporpammsl 180 gacos, B ToM 4yucre:
ayMTOPHON yueOHOI Harpy3ku oOydatomierocs 150 qacos;



caMoCTOsTeNbHOM paboTsl oOygaromerocs 30 gacos.

2. CTPYKTYPA U IPUMEPHOE COJEPXKAHUE YYEBHOM JUCIUATIINHBI
2.1. O6beM yueOHOM JMCHUILINHBI U BUABI y4eOHOH padoThI

Tabnuya 1. Buowl yuebnoi pabomul no nepuooam oceoenuss OOII CIIO ons popmwbl 0b6yuenus -
OuHasL.

Bun yueoHoit padoThI Beery, Cemectp(-1)
aK. 4.
4
KonrakTnas (ayiuropHasi) padora (Bcero) 150 | 150
B TOM YHCIIC: = = - - . = =
JIEKIHH (€CIU MPEIyCMOTPEHO) 60 60
B TOM 4YHCJIe B (DOpPME MPAKTHUYCCKON MOIOTOBKH
(ecn: IpexyCMOTPEHO) ) )
naboparopHble 3aHATHA (€CITH NPELYCMOTPEHO) - -
B TOM 4Hrcie B (hOpMe MPaAKTHIECKOM MOITOTOBKU
(ecnu mpeayCMOTPEHO) B B
MPAKTUYCCKUE 3aHATH (€CIH MPEIyCMOTPEHO) 90 90
B TOM 4ncie B (POpME MPAKTHIESCKOH MOTOTOBKH
(ecnu IpeayCMOTPEHO) 30 30
CamocrosnTebHas pa6oTa o0y4uaroiierocs (Bcero) 30 30
B TOM YHCIIE: - - - - - - -
B (hopMe MpaKTUYECKOH MOATOTOBKH
(ecm: mpegyCcMOTPEHO) B B
YacoB Ha KOHTPOIIb: = =
[IpomeskyTounas arrectanms B popme: (3auet/audzauer/ i 320
9K3aMEH)
OO61mas TPYI0EeMKOCTh qac 180 | 180

2.2. Temaruuyeckuii njiaH u coaep:kanue yuednoi gucuumimusl [1IM.01.01
KoMmnbioTepHbie ceTH

Tabnuya 2. Cooeporcanue oucyunaunvl/MJIK no suoam yuebnotl

HAMMEHOBAHMUE PA3JEJIA JUCHHUIIJIMHBI Bu yueGHoii
Ko1-Bo yacos

*
Conep:xanue pa3aesa (TeMbl) paboTsI

Tema 1. BBeienue B cereBbie
TEXHOJIOIrHH

22

KomnbrorepHble ceTu Jlex | 2

CosmecTHas pabora, UHTEpHET ¥ COBPEMEHHBIE CETEBBIE TEXHOJIOTHHA — 00J1aCTh IPUMEHEHUS U
Ha3HauYeHUE. BUIbI KOMITBIOTEPHBIX ceTel. [T100aTbHBIC U JIOKATEHEBIC CCTH.

OmHOpaHTOBEIE B KIIHCHT-CEPBEPHBIC apXUTEKTYphl. OCHOBHEIE KOMIIOHEHTHI CETEH, CeTeBas cpena 1
ceTeBbIe ycTpoiicTBa. Texronoruu nonkmodeaus kK Matepruer. KonBepreHnTHsie ceTH.

KauecTBo 1 Hage:xkHOCTE ceTeil. OCHOBHBIC TOHATHUS CETCBOM 0€30MTacHOCTH. TeHICHIINH Pa3BUTHS
CETeH.

CeTteBbIe TPOTOKOIBI 1 KOMMYHUKAIIAA | Jlex | 2

KopupoBanue u nmapamerpsl coodmenns. CeTeBbie POTOKONIBL. B3anMoelicTBre MPOTOKOIIOB.
Ha6op nporokonos TCP/IP u nponecc ooMeHa nanabiMA. OpraHu3anyiy M0 CTaHaapTU3AINH:
ISOC, 1AB, IETF, IEEE, ISO. Muoroyposuessie moaeiau OSI u TCP/IP. Mukancynsnust JaHHBIX.
IIporoxonsasle Onoku manubX (PDU). Hoctymn k nokansHBIM pecypcam. CeTeBas agpecanysl.
MAC- u IP- anpeca. [loctyn k ynanéaasiM pecypcam. LImio3 o ymomganuro.




IP-appecanus | Jlek | 4

Crpyxkrypa IPv4-agpecos. Cereas u y3ioBas yacTh [P-agpeca. [IpeoOpasoBanue aapecoB Mex iy
JIBOUYHBIM U JACCATCPUIHBIM npeacTaBicaneM. Macka nonceru [Pv4. CeteBoit agpec, anpec y3ia u
IITPOKOBEINATENbHEIN aapec cetu IPv4.

IIpucBoenue y3ny crarndeckoro u auHamudeckoro IPv4-anpeca. MuoroaapecHnas nepengada.
Ily6mranasie u wactHbie [Pv4-anpeca. [Pv4-anpeca cnenmansHOT0 Ha3HaueHUsA. [IpucBoenue [P-ampecos.
CoBmecTHOE Henonb30BaHue MpoTokoioB IPv4 u [Pv6: 1BoiHOI cTek, TYyHHETUPOBaHHE,
npeobpazoBanue. [Ipeacrasienue [Pv6-anpecos. [IpaBuna cokpamenns 3amucu [Pv6-agpecos.
WnauBuayanbHbIH, TPYTIITOBOH, TPOM3BOILHEIA THIIEI [Pv6-anpecoB. CTpyKTypsI JIOKaJIbHOTO U
00aIbHOTO

nHANBUAYyanbHBIX IPv6-anpecos. Cratuueckas M [uHaAMHYecKas KOH(UTYpamiy I100aIbHOTO
nHIIBHAyanbpHOTO anpeca. [Iponecc EUI-64 n cirydaiiHo creHeprpOBaHHBIN HACHTH(PHKATOP
nHTepdeiica.

ICMP-cepBuchl. Otmmaus 1t mpotokosioB IPv4 u IPv6. Coobmenns ICMPvI6 «3ampoc k
MapmpyTu3aropy», «OObsBICHHE OT MapIIPyTH3aTOPa», «3arpoc cocenHero yana» u «O0bsaBieHne
COCeqHEero y3ia». TecTupoBaHUE CETH C TOMOIIBIO HX0-3ampocoB. TpaccupoBka MapmpyTa. Bpems
MPOXOXKICHHUS CUTHAlIA B IpsiMoM 1 oOparHoM HanpasieHusx (RTT). Bpems sxxuzuu (TTL) IPv4 u
npezen nepexonos IPvo.

Pasnenenue IP-ceTelt Ha mozceTH | Jlek | 4

Cermenranus [P-cereit. OOMeH naHHBIME MKy MOACETIMH. [LnaHUpOBaHHE apecaliui B MOACETIX.
Pacuernbie Gpopmyiibl Uit cerMmeHTaliu ceti. Pa3OueHue Ha mojiceT Ha OCHOBE TPeOOBAaHUH Y3II0B U
ceTeil, B COOTBETCTBUU C TpeboBanusamu cereit. Onpeenenne Macku nojaceru. Pasouenue

Ha MOJICETH C HCIOIb30BaHNEM Macku nepemenHon bl (VLSM). basoBas Monens i Ha3HaAUYCHUE
6nokoB anpecoB VLSM. [Tnanuposanue agpecanuu cetu. OcobeHHOCTH npoekTHpoBaHus [Pv6-ceTn.
Pas0Ouenue Ha MOZICETH C HCMOJIb30BaHKeM UeHTUBrKaTopa uHTepdeiica.

[onkroueHHe KOMITBIOTEPOB K CETH C TIOMOIIBIO Kabesei u

IIp 4
OecCIpPOBOIHBIX AIaIITEPOB

Onpenenenne CeTeBbIX YCTPOUCTB U KaHAIIOB cBsi3u. O0xHM ceTeBoro kabens. [I[pocMoTp naHHBIX O
OecrpoBOTHBIX ¥ MPOBOAHBIX CETEBBIX aAaNTEPax.

Hacrpoiika [P-agpecanmm | IIp | 6

Kouseprauus IPv4-agpecos B nBonunyto cuctemy cuucienus. Onpeneneaue [Pv4/[Pv6-anpecos.
Hactpoiika [Pv6-anpecoB Ha ceTeBBIX ycTpoiicTBax. TecTUpOBaHNE CETEBOTO MOJKITIOYCHIS C TIOMOIIBIO
KOMaHJI «ping» u «traceroute».

Tewma 2. IlpuHIMNIBbI MAPIIPYTH3AUUH U KOMMYTALUU 72

BBezneHue B KOMMYTHPYEMBIE CETH Jlex | 2

Oo0bequuénHbIe ceTH. Mepapxus B KOMMyTHpyeMoid ceTd. Poiib KOMMYTHPYEMBIX CETeii.
KommyTrnpyemas cpena. [JJunamudeckoe 3anonaenue Tabmus MAC-agpecoB komMmyTaropa. MeTozs
MIepPECHUIKH Ha KomMyTaTope. KomMyTamust ¢ mpomexxyTodHbM XpaHeHHeM. CKBO3HAsE KOMMYTaIAs.
KommyTtanuonusie fomeHbl. CHIDKEHUE TIEPETPY30K CETH.

OCHOBHBIE KOHIIEIIUH U HACTPOWKA KOMMYTallHH | Jlex ‘ 4

OcHOBHBIE KOHIIEIIMH U HAaCTpoHKa kKoMMyTanuH. [lepBoHavanbHas HacTpoika KOMMYyTaTopa u
BOCCTaHOBJIEHUE ITOCIIE CUCTEMHOTO0 c6os1. HacTpoiika qocTymna asst 6a30BOro ynpasieHus
koMMyTaropoM ¢ IPv4. JlynnexcHas cBsi3b. HacTpoiika mopToB KOMMyTaropa Ha (PU3MIECKOM YPOBHE.
OyHKOMA aBTOMAaTHYECKOTO onpeaeneHus Tnna kaoens (Auto-MDIX). [Iposepka HacTpoek mopra
kommyTaropa. ITouck u ycTpaneHue npodieM Ha ypOBHE TOCTYIA K CETH.

BbesomacHocTh KOMMyTaTOpa. 3amMIIEHHBIN yran¢Hubi noctyn. Hacrpoiika SSH. Pactipocrpanénnbie
yrpo3el 6e3onacHocTu: nepenonsenne Tadmunsl MAC-aapecos, DHCP-cniy¢guHr, Henonb3oBanue
ysisBuMocTeid porokona CDP, Araku Telnet u ap. AyauT U pakTHYeCKUe PEKOMEHAINH 10
obecrieueHHI0 Oe30macHOCTH ceTh. be3onacHoCTh mopTa KOMMyTaTopa.

OrcnexuBanre DHCP cooOmienunii. @ynkius 6e3onacHoctu mopra. Bumsl 3amutet MAC-agpecos.
PexxuMebl pearnpoBaHus Ha HapyleHne OezomacHoctu. [IpoBepka u HacTpoiika nmoptoB. [IpoTokon
cereBoro BpemeHn (NTP).




Bupryansabie nokanbable cetd (VLAN) | Jlek | 4

Bupryansusie nokansubie ceti (VLAN) — kimaccuukaims 1 OCHOBHBIC XapaKTePUCTUKH. TpaHKu
BHUPTyalbHbIX ceTel. KoHTpons mmpokoBenarenbHbIX JoMeHOB B ceTsix VLAN. TernpoBanue xanpos
Ethernet s unenruduxanuu cetu VLAN. Ceru native VLAN u teruposanue cragaapra 8§02.1Q.
Teruporanue ronocooit VLAN. Peanmu3auu BUPTyaTbHOM JTOKATBEHOM CETH.

Hasnagenne nopros cetsim VLAN. HacTtpoiika TpaHKoBBIX KaHa0B. [IpoTokon quHaMudeckoro
co3manus TpankoBoro kaHana (DTP). [louck n ycTpaneHre HEMonag0K B BUPTYaIbHBIX JIOKaJIbHBIX
CeTsX U TPaHKOBbIX KaHanax. [Ipobnemst ¢ [P-aapecanueii cetn VLAN. HecoBnagenus pexxuMoB
TpaHkoBoii cBsi3u. [IpoekTupoBanue u odecrnieueHne oesonacaoctn VLAN: hopping, cnypuHr
KOMMYTAaTOpa, aTaka ¢ ABOMHbIM TerupoBanueM, Cetb PVLAN nepumerpa. IIpaktuyeckue
PEKOMEHIAllUU 10 IPOEKTUPOBAHUIO BUPTYyaIbHON JTOKaIbHOM CETHU.

Mapmpytusanusa Mmexay VLAN | Jlek | 4

puniwmer pabotsr Mappytusanuu Mmesxxay VLAN. Hacrpoiika mapuipytusanunu Ha Oa3e
MapIIpyTH3aTOPOB ¢ HECKOIBKUMH (pr3maeckuMu HHTep(delicaMu, ¢ UCIIOIb30BaHNEM KOH(PUTYpanuu
router-on-a-stick, yepe3 MHOTOypOBHEBBIH KOMMYTATOP.

[pobnemsr mapmpyTusanuu Mmexay VLAN. [IpoBepka koHGUTYpaui KOMMYTaTopa U HaCTPOEK
MapuipyTu3aropa. Henmomagku B pabore unrepgeiica. Ommbku B [P-agpecax u Mackax moacerH.
Hacrpoiika u pabota kommyTanuu Ha 3-M yposHe. Mapuipytuzanus Mexxay VLAN uepes BUpTyanbHbIE
nHTEep(Pelchl KOMMYTaTopa,

MapIIpyTH3HUpyeMble TopThl. Hermomaakw B HacTpoiikax KoMMyTaropa 3-ro ypoBHsI.

ITporoxon DHCP | Jlex | 4

Iporokornr DHCP. DHCPv4: 6a3oBas onepaitusi, popMar cooOIeHui, COOOIIeHIHs 00HAPYKESHUS 1
npemioxenns. Hactpoiika, mposepka u perpancisanus npoctoro DHCPv4-cepsepa.

Hactpoiika mapmpyrtusaropa B kadectBe DHCPv4-knmenta. Hactpoiika mapmpyTusaropa kiacca
SOHO.

Iowuck u ycrpanenue Henonanok B pabore mapupytusaropa DHCPv4. [Iporokon DHCPvG6.
ABTromaTHueckas HacTpoiika aapeca 0e3 orcnexuanus coctosHus (SLAAC).

Hpunnun padorer SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnesxxuBanust coctossHus. [Iporecchl
DHCPv6. Hactpoiika mapmpytu3aropa B kadectBe DHCPv6-cepBepa m DHCPv6-kmmenTa. [Tonck u
ycTpaHeHHe Heronaiok B pabore DHCPv6.

Hacrpoiika komMmyTaTopa | IIp | 4
bazoBas HacTpoiika kommyTtaropa. Hactpoiika mapameTpoB 6€300aCHOCTH KOMMYTATOPA.
Hacrpoiika 0e301macHOCTH KOMMyTaTopa | IIp | 6

Hacrpoiika npotokona SSH. Hacrpoiika pynkmun Switch Port Security. [Touck u ycrpanenue
HETOJIa/I0K B CHCTeMe 0E30IIacHOCTH TOPTOB KoMMyTaTopa. OTpaboTka KOMITIIEKCHBIX MPAKTHYSCKUX
HaBBIKOB.

Kou¢wurypanus cereit VLAN | Ip | 6

Kou¢urypamus cereit VLAN u TpaHkoBbIX KaHanoB. [Touck 1 ycTpaHeHHe HEMONaA0K B KOHQUTYpanuu
VLAN. Peasmzauus cucreMsl 6ezonacHoctu cetd VLAN. Peanmusanus cereiit VLAN 11 cerMeHTalnuu
ceTel MpeanpuATHIA MaJIOro ¥ CpeHero Ou3Heca.

Hactpoiika mapurpytusaropa | IIp | 6

Hcnons3oBanne koMaHabI traceroute st oOHapy>keHus cetu. JJokymenTupoBanue cetu. Hactpoiika
nnTepdeiicos IPv4 u IPv6. Hactpoiika u mposepka HeOonbmoi ceTu. VccmenoBanne MapupyToB C
MIPSIMBIM TIOKITIOICHHEM.

Mapmpytuszammst Mexay VLAN | IIp | 6

Hacrpotika mapmpyTtuzamyn Mexxay VLAN g kaxporo uarepdetica. Hacrpoiika mapmpyTusaunn
Mexnay VLAN na ocHoBe crangapta 802.1Q u TpankoBoro kaHama. [louck u ycTpaHeHue HEONAI0K B
MapuipyTH3anuu Mexay cetamMu VLAN.

Hactpoiika cTarnueckoil Mapupy TH3allH | IIp | 6

Hacrpoiika cratnuecknx mapupytos [Pv4/IPv6 mo ymonuanuro. Pa3spaborka u peann3anns cXeMbl
anpecaruu [Pv4 ¢ ncnons3oBarnem VLSM. Pacuér cymmapasix mapmpyTtoB IPv4 n IPv6. Ilonck n
yCTpaHEHHE HEMOIaI0K cTaTHIecKux MapmpyToB IPv4 u IPv6.

Hacrpoiika MapmpyTH3alHHl MKy BUPTYaJIbHbIMH CETAMH | CP | 4

IToaroroBka coo0IEHUS




DKOHOMHYECKHW aHAJIM3 U ONTUMHU3AIIHSL COCTaBa 000PYIOBAHUS U
[IPOrPaMMHOTO 00ECIIEUEHUS MPHU MPOSKTHPOBAHIH KOMITBIOTEPHBIX CP 4
cerer

IMoxroroBka cOOOIIEHNUS

Pacnmpennast HacTpoiika nmponpuerapHoro nporokoiaa EIGRP.

CP 4
HccnenoBanme npuHIUIA pabOTHI

IToaroroBka coo0IEHUS

Hacrpoiika ci1y’k0 MOHUTOPHHTA COCTOSIHHS CETH | CP | 4

[Tpon3sBecTn HACTPOIKY CITyKO MOHHTOPHHTA COCTOSHHS CETH

Kondurypupopanue cinyx0bl TUHAMHYECKON HACTPOWKH y3J10B Ha

6ase cepsepHoit OC CP 4

IMoxroroBka coOOIIEHU

Tema 3. MacuitabupoBaHue 68

IIpoekTHpOBaHKE TOKAIBHBIX CETEH Jlex | 4

BBezneHue B IPOEKTUPOBAHKE JTOKAIbHOU ceTH. IIpoeKThl MpOBOAHBIX TOKaIBHBIX ceTell. Pacmmpenue
cetn. IlmannpoBanmne pe3epBUPOBAHHE. YBEIHMUEHUE ITPOITYCKHOHM CITOCOOHOCTH.

Bri6op cereBbix yerpoiict. KomMyTanuonHoe o6opynoBaHue. AnmnapaTrHoe odecriedeHne
MapIIpyTH3aTopa.

MacmtabupoBanue BUPTYadbHBIX JTOKAIBHBIX ceTel. [IpOTOKOIIBI

VTP u DTP JleK 4

Pacimpenue BUPTyallbHBIX JTOKATBHBIX ceTeil. Konnenus u pabora mporokona VTP.
Hacrpotiika nporokxomna VTP. 3nakomcrso ¢ DTP. Hactpoiixa mporoxona DTP. Ilouck u yctpanenune
Henomnanok B HeckompKuX ceTsix VLAN. KommyTarus TpeTsero ypoBHs.

W36s1Tounoctes LAN. I[Ipotokon ocHoBHOTO nepesa (STP) | Jlex | 4

[NonsTHe mpotokona spanning-tree. [IpennazHadenne npotokoina spanning-tree. [Tpuamun pabotst
nporokona STP. Anroputm nporokona spanning-tree. Ponu mopros. Kopresoii moct. CTonumMocTh
kopHeBoro nmytu. ®opmar kagpa BPDU 802.1D.

Arperarus kananoB Etherchannel. [Iporokon PAgP u LACP | Jlex ‘ 4

OcHoBHBIC TOHATHUS arperupoBanus kaHanos. [Ipeumymectsa EtherChannel. [Tpuanun paGotsr
EtherChannel. [Tpotokon arperuposanust PAgP. [Tpotokon LACP. Hactpoiika EtherChannel.
TIposepka, mouck u ycrpanenue Hemonaaok B padbore EtherChannel.

IIpoexT KOpmopaTuBHOI CETH ¢ yIETOM MAaCIITAOMPOBAHU | Jlex | 4

Wuannuanuzanus obopynosanus. Hactpoiika obopynoBanuns. Bueaperne mapmpytusaun VLAN.
Hactpoiika arperanuu kananos. Hactpoiika HSRP. Hacrpolika mpoTOKOIOB MapiipyTH3auu

PasBepThiBaHHE KOMMYTHPYEMOU CETH | IIp | 6
Pa3BepThIBaHHE KOMMYTHPYEMOU CETH C PE3EPBHBIMH KaHAIaMH

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard | IIp | 4
Hactpoiika Rapid PVST+, PortFast u BPDU Guard

Hactpoiika nporoxona GLBP | IIp | 4
Hactpoiika nporoxona GLBP

Omnpenenenne THNOBBIX omnO0K KoHurypauuu STP | IIp | 4
Onpepenenue TUMOBBIX omOoK koHburypamuu STP

Hactpoiika EtherChannel | Ilp | 4
Hactpoiika EtherChannel

TMouck u ycrpanenue Henonanok B padore EtherChannel | IIp | 4
IMowuck u ycrpanenne Hernonaok B pabore EtherChannel

ATrpernpoBaHie KaHAJIOB | Ilp | 4

ArperupoBaHuie KaHaJIOB

Hacrpoiika 6ecipoBogHOTO MapIIPyTH3ATOPA U KITUEHTA | Ilp | 4

Hacrpoiika OecripoBOJHOTO MapUIpyTH3aTopa U KIIMEHTa

Hacrpoiika 6asoBoro nporokorna OSPFv2 s ogHoit obnactu | IIp | 4

Hactpoiika 6azosoro npotokosia OSPFv2 st ogHoM oOnacti

[ToxGop ceTeBoro 060OpymOBaHUS AT TPOCSKTHPOBAHUS JTOKAIBHON
CETH OpraHH3aIHH

CP 4

IToaroroBka cooOIEHUS




VYBenudeHne 30HbI OKPHITHSI OECIIPOBOIHON KOPIIOPATHBHOM CETH | CP | 4
[Toxrororka cooOmmeHus

Hccenenoanne npo6ieM H30bITOYHOCTH KaHAJIOB | CP | 2
[NoaroroBka cooOmeHMs

Tema 4. Coegunenne cerei 18
IIpoexTHpoBaHUE UEPAPXUIECKON CETH Jlex | 4

O030p METOHOB MPOSKTHPOBAHUS HEepapXUiecKuX ceTei. [IpoekT KopropaTHBHOM CETH s KOMIUIEKCa
snanuii. [IpuHIUIBL CTPpyKTypUpOBaHHOTO IpoekTa. KopriopaTtuBHbie apXxuTeKTyphl. MoiybHOE
npoekTupoBanue cereil. HoBble ceTeBble apXUTEKTYpbl. PazBUBarouecs ceTeBble apXUTEKTYPBhI.

CoenuHenue “Touka-Touka’

| Jlek | 2

0O0630p mocnenoBaTENFHOIO COEMHEHHS “ToUKa-TouKa” . CBA3b IO MOCIENOBATEIFHOMY KaHAITY.
Nukancymsiust HDLC. TDM. DTE-DCE. TlocrnenoBarenbHbie Kabesu.

CoennHenne GpHIManoB KOPIIOPATHBHOMN CETH |

Jlex | 2

Pacnmpennast HacTpoiika ceTeBbiX ycTpoicTB. Kondurypanms PPP. Hactpoitka ACL-crimckoB st
TpaHcnanuu ceTeBbIX aapecoB. Kondurypamms PPPoE. Hactpoiika VPN-TyrHENA. MoHHTOPHHT

CCTH.

[IpoTroxon MapmpyTr3anuu BHenHero nuro3a BGP

| Jlex | 2

IIpoTokomns! BHYTpeHHEN 1 BHeIHEH Mapuipytusanuu. [Ipumenenne npotokona BGP. [Tapamerpst
nportokoia BGP. Tepmunonorus BGP. Ctpykrypa BGP. Dtanst nactpoiixku BGP. Ilposepka BGP.

Hacrpotika mapupyTtusaropa B kauectBe knuenta PPPoE niis

noxkmrodenust DSL

IIp 4

Hacrpoiika mapmpytnsaropa B kagectse kmeHta PPPoE st monkmouenus DSL

Pa3paboTka TEXHHYECKOTO 0OCITY)KHBAHUSA CETH

| Tlp | 4

Pa3pa60T1<a TCXHHUYICCKOI'O 06CIIy)KI/IBaHI/I$I CCTHU

* - Jlex — nexyuu,; Ilp — npakmuueckue 3ansmus, CP — camocmosmenvuas paboma; JIP —

nabopamopHvie pabomul.

3. YCJIOBUS PEAJIM3ALIMU ITPOT'PAMMBI IUCHUITJIMHBI
3.1. TpeGoBanusi K MUHHMAJIBLHOMY MAaTePHATbHO-TEXHHYECKOMY 00ecrnedeHHIo

s peanu3anuu nporpaMMbl y4eOHOM AUCIUILIMHBL IPETyCMOTPEHBI CIICHUaIbHbIC TIOMEICHHUS,
MPUBEIEHHBIM B I 6.3 OCHOBHO# 00pa30oBaTeNIbHOI MPOrpaMMBI CIIEIUATHHOCTH.

Tabnuya 3. Mamepuanvro-mexnuuecxkoe obecneyerue OUCYUNIUHDL

Tun aynuropnu

OcHauleHune ay1uTOpUU
Cneunaan3npoBanHoe yuedHoe oGopyroBanue, [1O n maTtepuasbi
ISl OCBOEHHSI IUCHUILUINHBI (IPH HEOOXOIMMOCTH)

VYuebHas ayquTopus i
MPOBEICHHS 3aHATHN
JICKIUOHHOTO THIIA, 3aHATHH
CEeMHMHApPCKOTO TUIIA, KYPCOBOTO
MPOCKTHPOBAHUSI (BBITOTHCHU
KYPCOBBIX PaboT), TPYIIOBBIX 1
WHAWBUIYaJIbHBIX KOHCYJIBTAlNH,
TEKYIEro KOHTPOJIS U
MPOMEXYTOYHOM aTTecTaluu
(KOMIIBIOTEPHEIH Ki1acc)

KoMmmiekT cienmanu3upoBaHHON MeOenn; JocKa ayquTOpHas
MeJIOBasi, TEXHUYECKUE CPEICTBA: aBTOMAaTH3HPOBAaHHBIE paboune
Mmecta (mpoueccop ue Huxe Intel Core 13, onepaTuBHas MaMATh
00bemoM He MeHee 8Gb, SSD namsats 00bemoM He MeHee 240 GB/
HDD namsarte oosemom He menee 500 GB, Buneoxapra NVIDIA
1050TI 4G) B xomugectse 11 mrtyx, mpoektop EPSON EB-WO0S5,
MPOCKIMOHHBIN 5kpaH Lumen Master Picture. iMeetcst BeIxo/ B
WHTEPHET.

[IporpammHoe obecnieuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security ms
ousneca - CTaHIapTHBIN

3.2. UadopmanuonHoe obecriedeHne o0yUeHnst
ITepeuenb pexkoMeHayeMbIX y4eOHbIX U3gaHN, IHTepHeT-pecypcoB, JONOJIHUTEIbHOM

JIHTEePaTyphI




Ocnosuble UCIMOYHUKU:

1. Makcumos H. B., ITonoB N.1. KommstotepHble ceTH [NeKTpoHHBIN pecypc]:YdaeOHnoe
nocobue. - Mocksa: U3marensctBo "@OPYM", 2022. - 464 c. — Pexxum nocryma: https://
znanium.com/catalog/document?1d=379310

2. Au6por M. B. KomnbroTepHBIe CeTH U TeneKOMMyHUKauu. Mapmpytusanus B [P-cersix B 2
4. Yacte 1 [Dnextponnstii pecypc]:Yueonnk u npakruxkym st CIIO. - Mocksa: FOpaiit, 2022.
- 333 ¢ — Pexxum nocryma: https://urait.ru/bcode/491456

3. Au6por M. B. KomnbroTepHBIe ceTH U TeneKOMMyHUKauu. Mapmpytusanus B [P-cersix B 2
9. Yactp 2 [Dnextponnstii pecypc]: Yueonnk u npakruxkym st CIIO. - Mocksa: FOpaiit, 2022.
- 351 ¢ — Pexxum nocryma: https://urait.ru/bcode/491951

ﬂOI’lO]ZHLH’)l@JZbele UCMOYHUKU.

Pecypcol ungpopmayuonno-menexommyHuxayuoHuou cemu « umepnemy:

1. 9bC PYJIH u ctoponnue 9bC, Kk KOTOPBIM CTYAECHTHI YHUBEPCUTETA UMEIOT JOCTYI HA
OCHOBAHUH 3aKIJIFOYEHHBIX JIOTOBOPOB:

- O6pasoBarensHast mwiatgopma KOpaiit https://urait.ru

- OBC «YHuBepcurerckas oubmuoreka onaie» http://biblioclub.ru

- OBC Znanium.com http://znanium.com

- DnektporHo-6ubmotednas cucrema PY/IH — ObC PY/IH http://lib.rudn.ru/MegaPro/Web

2. ba3bl MaHHBIX ¥ TIOUCKOBBIE CHCTEMBI:
- YueOnslit mopran uactutyTa https://portal.rudn-sochi.ru/
Memoouueckue mamepuanst 0151 00YUAIOUJUXCSL

CamocrosTenbHas paboTa CTyICHTa SBISIETCS KITFOYEBOM COCTABISIONIEH yueOHOTO Tporecca,
KOTOpast ompeaensieT (JOpMHPOBAHNE HABBIKOB, YMEHUH M 3HAHWN, IPUEMOB IT03HABATEIIBHOM
JeSITEIBHOCTH B 00eCreuynBaeT HHTEPEC K TBOPUYECKOM pabore.

[TpaBuIBPHO CIUTAHMPOBAHHAS M OPraHU30BaHHAs CAMOCTOSTEIbHAs paboTa CTyIeHTOB
MO3BOJISIET:

-crenarbh 0Opa3oBaTeIbHBIN Mpolece Ooiee KaYeCTBEHHBIM U HHTEHCHBHBIM;

-CII0COOCTBYET CO3/IaHUI0 MHTEpeca K N30paHHOM MpodeCCuu 1 OBIAJICHUIO €€ 0COOCHHOCTSIMU;
-IPHOOIIUTE CTYACHTA K TBOPYECKOH IESATETHHOCTH;

-TIPOBONIUTH B JKU3HB TU(PPEpEeHIIMPOBAHHBIA MOIXOA K 00yUSHHIO.

[Tpu opraHn3anyy caMOCTOSATENIFHOW PAOOTHI CTYICHTOB B Ka4€CTBE METOIOIOTHUECKON
OCHOBBI JIOJDKEH NMMPUMEHSATHCS IeATEIBHBIA MOX0/, KorJa 00ydeHre OpueHTHPOBAaHO Ha
(dopMHpOBaHUE YMEHH pemaTh HE TOJBKO THIIOBEIE, HO W HETHITOBBIE 3aJja4H, KOT/J[a CTY/ICHT
JIOJDKEH TPOSIBUTH TBOPYECKYIO aKTUBHOCTH, HHUIIMATHBY, 3HAHHSI, YMEHUS U HaBBIKH,
MOJYYCHHBIE TIPH U3Y4YEHUH KOHKPETHOW JHCLIUTUIHHEL.

Y4eOHO-MeTOoAHYECKUE MaTepHAIIbl [UISI CAMOCTOSTEIBHON paOoThI 00yYaOIIHXCS
pa3MemarTcs B COOTBETCTBUH C JICHCTBYIOIIUM TOPSIIKOM Ha CTPAHUIE TUCIHILIHHBI Ha
VYuaebHOM mopTaire.



4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IB " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6y‘-IaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 3aﬂaHHﬁ.

Tabnuya 4. Konmpons u oyeHka pe3yiomamos 0C80eHUs: OUCYUNTUHDL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHUS:

- O0IIHe TPUHITUITBI TOCTPOCHUS CETeH,
CETEBBIX TONOJIOTHH, MHOTOCIOMHON MOJEIIH
OSI, TpeboBaHUI1 K KOMITBIOTEPHBIM CETSIM;

- AQPXUTEKTYpPy MPOTOKOJIOB, CTAHAAPTHU3AIHHI
CeTel, ITaroB MPOSKTUPOBAHUS CETEBOM
HH(PACTPYKTYPHI;

- 0a30BBIE MMPOTOKOJIBI M TEXHOJIOTHH
JIOKAJIbHBIX CETEH;

- IPUHITUTIBI TIOCTPOEHUS BBICOKOCKOPOCTHBIX
JIOKAJIbHBIX CETEH;

- CTaH/apTHI Kabelel, OCHOBHBIC BUJIbI
KOMMYHHUKAIIHOHHBIX YCTPOMCTB, TEPMHUHOB,
MOHSATHN, CTAHJIAPTOB U TUIIOBBIX 3JIEMEHTOB
CTPYKTYPHPOBAHHOW KaOEITBHON CUCTEMBI.

Ananmmz u OIICHKA BBITTOJTHCHUS
WHUBUYaTbHBIX 3aJJaHWI, PACUeTHBIX padoT,
Onpoc, TEMaTUYECKUN TUKTAHT,

KOHTPOJIbHAsT paboTa, MPAKTHISCKUE 3aHATHUS,

JOMAIITHUEC pa6OTLI 5 KOMIIBIOTECPHOC
TECTUPOBAHUC, BBaI/IMOKOHTPOHB u
CaMOKOHTPOJIb CTYACHTOB. ITomaOTA Hu
T'paMOTHOCTDb IIOATOTOBJICHHBIX JOKIaao0B,

coOoOIIeHNH, TPE3EeHTAIHH.

YMenus:

- POEKTUPOBATH JIOKATLHYIO CETh, BRIOUPATH
CETEBBIC TOTIOJIOTHH;

- HCTIOJIB30BaTh MHOTO()YHKIINOHATEHBIE

HaOmronerne, KOHTpOJIb TIperojiaBaTeis 3a
JIESITEIbHOCTRI0  OOYYAIOIIUXCSI, aHAM3 U
OIICHKa ONTHUMAaJbHOCTH METO/A PEIICHHS
3ama4, Oecena, onpoc, MPaKTHISCKUE 3aHSATHS,

MPUOOPHI MOHUTOPHHTA, TPOTPAMMHO- JIOMAIITHUE paboThl, KOMITBIOTEPHOE
anmapaTHbIe CPECTBA TEXHUICCKOTO KOHTPOILI |TecTHpOBaHUE

JIOKaJIbHOM CETH.

IIpakTrueckuii OMNbIT: HaOmronenre, KOHTpOJIb TIperojaaBaTelis 3a

- IPOEKTUPOBAHUH APXUTEKTYPbI JTOKATbHOMN
CETH B COOTBETCTBUU C MOCTABICHHOM 3a/1aueii;
- YCTaHOBKE M HACTPOMKE CETEBBIX IPOTOKOJIOB
U CETeBOr0 000PYAOBaHUS B COOTBETCTBUH C
KOHKPETHOM 3a/1a4eit;

- BBIOOpE TEXHOJIOTHH, HHCTPYMEHTAIBHBIX
CPEeJICTB MPH OPTaHU3aLHUH MpoIecca
HCCIIeIOBaHHS OOBEKTOB CETEBOM
HH(PACTPYKTYPBI;

- obecrieueHNH 0€30MTaCHOTO XPaHEHUS U
nepenadd HHGOPMAIUH B JIOKAJIbHOH CETH;

- UCTIOJIb30BaHHUH CIICIIHATIBLHOTO
MIPOTPaMMHOTO 00eCIIeUeHUs TSt
MOJICITHPOBAHUS, TIPOCKTUPOBAHUS U
TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

JACATCIIBHOCTBIO 06yqa10mﬂxc;1, aHalIu3 U
OIlICHKa OITHUMAaJIbHOCTU MCETOAAa PCIICHUSA
3aaa4, BBIITOJIHCHHUEC 151 3almuTa
HUHIUBUAYAJIbHbIX BaﬂaI{Hﬁ.




5. KOMIIETEHIIUA OBYYAIOHWEI'OCS, ®OPMUPYEMBIE B PE3YJIBTATE
OCBOEHMSA JUCHUIIJIMHBI

Tabnuya 5. llepeuenv komnemernyutl

Ind Pe3ysibTaThl (KOMIIETEHIINH)
P OcHOBHBIE MOKA3aTeU Pe3yJIbTATOB MOAT0TOBKH

K 1.1 JloKyMeHTHPOBATH COCTOSIHUS HH(POKOMMYHHKANMOHHBIX CHCTEM U MX
o COCTABJISIIOIIUX B Mpolecce HAJAAKH M IKCILIyaTaluu

3HaTs:

MpaBuia ¥ MPOLEAypPhl IPOBEACHUS HHBEHTAPU3AIIHH;

IpaBuia MapKUPOBKU YCTPOUCTB H 3JIEMEHTOB MH(POKOMMYHHKALIMOHHOMN CUCTEMBL;
OCHOBBI JICJIONPOU3BO/ICTBA;

MPOLEIYPBI CIIUCAHHS TEXHHYECKIX CPEJICTB;

MpOrpaMMHBIE CPEICTBA MHBEHTAPH3ALHN;

MPHHLUIBI KITacCH(PUKALUT U KOAUPOBaHH UH(POPMAIIIH;

THUIOBBIC BAPUAHTHI B3aHMO3aMEHICMOCTH;

MIPHHLUIIBI OPTaHU3alUN HH(POKOMMYHHKAIIMOHHBIX CHCTEM 10 YIPABICHUIO PEMOHTOM H
o0ciTy)KHBaHHEM;

THIIOBBIE CPOKH MPOBEICHHS NPOPIITIAKTHICCKIX PEMOHTOB;

TEPMHUHOJIOTHS U TIPABUIIA YTCHUS TEXHHYECKOM JOKYMCHTALIUH;

npaBuia opopMIIEHHUS TEXHUIECKOH TOKYMEHTAIMH T10 PE3yIbTaTaM IPOBEPKH PaboTOCIIOCOOHOCTH
YCTPOHCTB HHYOKOMMYHHKAIIMOHHBIX CHCTEM.

YmeTs:

TI0JIb30BAThCsI HOPMATHBHO-TEXHHYECKON JIOKyMEHTAIUEH B 001acTH HH(POKOMMYHUKAI[HOHHBIX
TEXHOJIOTHH;

COIPOBOXK/ATh TEXHUYECKYIO JOKYMEHTAIIHIO TT0 00BbeKTaM MH()DOKOMMYHHUKAIIHOHHBIX CHCTEM;
KOHTPOJIMPOBATh HAIMYHE U IBHKEHUE allllapaTHbIX, POrpaMMHO-aNapaTHbIX U MPOrPaMMHbIX
CPEACTB;

paboTaTh ¢ HHPOPMAITMOHHON CHCTEMOI 0 YIPABIICHUIO 3allacaMi U PEMOHTOM;

0OPMIIATE 3asBKH HA MATEPHAIIBI M KOMIUICKTYIOMNE NH()OKOMMYHHAKAITHOHHBIX CHCTEM.

Bnaners:

COCTABJICHUS PETJIAMEHTHBIX OTUETOB O 3aMEUEHHBIX OTKJIOHEHUAX OT IITATHOTO PEXUMAa
(GYHKIIHOHUPOBAHUS NHPOKOMMYHHUKALIMOHHBIX CHCTEM;

JIOKYMEHTHPOBaHUsI 0a30BOH KOH(QHUTYpaIHK U IPOTPAMMHOT0 00ECIIEICHHS YCTPOHCTB
WH(POKOMMYHHUKAITUOHHEBIX CUCTEM.

IIK 1.3. |YchaHﬂTb HEHCIPABHOCTH B padoTe HHPOKOMMYHUKAIHOHHBIX CHCTEM.

3HAaTh:

JIMIIEH3HOHHbIE TPEOOBAHMSA 110 HACTPOMKE U SKCILIyaTalluy YCTaHABIMBAEMOTO MPOrPAMMHOTO
obecneueHus;

OCHOBBI APXUTEKTYPHI, YCTPOUCTBA ¥ (PYHKITMOHMPOBAHUS BHIYUCIIUTEIHHBIX CHCTEM,

TpeOOBaHMS OXPaHBI TPyZA MTPH PabOTE C aNmapaTHBIMK, TIPOTrPAMMHO-AITTAPATHBIMA M TPOTPAMMHBIMA
Cpe/ICTBAMH aIMAHACTPUPYEMOH HH(POPMATHOHHO-KOMMYHHKAITHOHHON CHCTEMEL.

YMeTn:

UACHTH(UIMPOBATH HHITHACHTHI, BOSHUKAIOIIUE IPU YCTAHOBKE MPOrPaMMHOTO 00eCneueH s, U
MIPHHUMATH PellieHne 00 N3MEHEHUH TPOIEIyPbl YCTAHOBKH;

OIICHHBATH CTEICHb KPUTUIHOCTH MHIIMICHTOB IIpH paboTe MPUKIAJHOTO MPOrPaMMHOTO 00eCIeUeHHS;
YCTPAHATH BOSHUKAOIINE MHITUICHTHL,

MIPOM3BONUTH MOHUTOPHHT aJIMHHHUCTPHPYEMOI HH()OPMAHOHHO-KOMMYHUKAIIHOHHONW CHCTEMBIL,
JIOKYMEHTHPOBATh YYETHYIO HH(POPMALIHIO 00 UCIIOIB30BAHUH CETEBBIX PECYPCOB COIIACHO
YTBEPXKICHHOMY TpaduKy.




Bnaners:

BBISIBJICHHSI COOEB M OTKA30B CETEBBIX YCTPOUCTB U ONEPAIMOHHBIX CUCTEM;

omnpeneneHns cO0eB M OTKA30B CETEBBIX YCTPOMCTB M ONMEPANIOHHBIX CHCTEM;

YCTPaHEHUs MOCIEACTBUH COOEB M OTKAa30B CETEBBIX YCTPOMCTB U OMEPAIIMOHHBIX CHCTEM;
OTpe/CIeHHs IPUYNH BOSHUKHOBCHHSI KPUTHUYESCKUX HHIIHICHTOB IIPH PaboTe MPUKIAHOTO
MPOrPaMMHOT0 00eCIIedeHUsI.

IIpoBoaUTH NPHEMO-CAATOYHBIE HCIIBITAHNSA KOMIIBIOTEPHBIX CeTel 1 CeTeBoro
IIK 1.4. o0opynoBaHNs pa3IMIHOI0 YPOBHA M OLCHKY Ka4eCTBA CeTeBOH TOMOJIOTHH B
paMKax cBOell 0TBeTCTBEHHOCTH.

3HaTk:!

o0Iye MPUHIUIBI (PYHKIIMOHUPOBAHHS allllapaTHBIX, TPOrPAaMMHBIX H MIPOTrPaMMHO-aNapaTHBIX
CPEICTB aAMHUHUCTPUPYEMOIT CETH;

apXUTEKTypa alnapaTHbIX, IPOTPAMMHBIX U IPOrPaMMHO-AIIaPaTHBIX CPEACTB aAMUHUCTPUPYEMOU
MH()OPMAITMOHHO-KOMMYHHKAIIUOHHON CHCTEMBI,

TpebOoBaHMS K KOMITBIOTEPHBIM CETSAM;

apXUTEKTypa MPOTOKOJIOB;

CTaHIapTU3allus CeTeH;

9Tanbl IPOSKTUPOBAHUS CETEBONH HH(PACTPYKTYPHL;

opraau3anys paboT 0 BBOIY B IKCILTyaTaI[Mi0 0ObEKTOB H CErMEHTOB KOMIIBIOTEPHBIX CETEH;
CTaHAApTHI Kabenel, OCHOBHBIE BB KOMMYHHKAIIMOHHBIX YCTPOWCTB, TEPMHUHBI, TOHATHS, CTAHIAPTHI U
THUIIOBBIE AJIEMEHTHI CTPYKTYPUPOBAHHOH KaOEIbHON CHCTEMBI: MOHTAK, TECTHPOBAHHE;

CpeJICTBa TECTHPOBAHUA U aHAIM3a;

OpOrpaMMHO-ANMAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJISL.

YMeTh:

UICHTH(OHUINPOBATH HHIUACHTHI, BO3HUKAOIINE TPH MPOBEACHIH MPEIBAPUTEIFHBIX HCITBITAHUIN;
HCIIONTh30BATh MPOIETyPHl BOCCTAHOBICHUS JaHHBIX;

OTIPEICIATh TOYKA BOCCTAHOBIICHHS TAHHBIX;

OIICHUBATH PUCKH IIEPEPHIBOB B TIPEIOCTABICHUU CEPBUCOB TIPU MPOBEACHUH UCTIBITAHMUI;
MIOJIB30BAaThCA HOPMATHBHO-TEXHHUECKOM TOKyMEHTAIUEH B 00macTd WH()POKOMMYHHKAITMOHHBIX
TEXHOIOTHH.

Bnagers:

TTOATOTOBKH K MPOBEICHUIO MPEABAPUTEIHHBIX UCITBITAHUH;

coCTaBJIeHUS TpaduKa MPEABAPUTEIBHBIX UCITBITAaHUIH;

ONOBEIICHNUA MOIb30BaTeNei 0 BO3MOXKHBIX IIepephiBax B MPEI0CTABICHUN CEPBUCOB;
BBITOJHEHUS TIPEABAPUTENBHBIX UCTTBITAHUMA.

MK 1.5 OcyniecTBJIATH pe3epBHOE KONMUPOBAHHE U BOCCTAHOBJIEHHE KOH(PUTYPALIMH
o ceTeBOro 060pyroBaHUs HH(POPMAIMOHHO-KOMMYHHKAIIMOHHBIX CHCTEM.

3HaTh!

o0rmme npuHIAIEL (PYHKINOHUPOBAHHUS allllapaTHBIX, MPOrPaMMHBIX M TPOTPaMMHO-aIapaTHBIX
CPEACTB aIMUHUCTPUPYEMON HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHOH CHCTEMBI;

ApXHUTEKTYpa aIrmapaTHbIX, IPOTPAMMHBIX U TIPOTPaMMHO-ANTIaPaTHBIX CPEICTB aIMHHHUCTPUPYEMOM
MH(OPMAITUOHHO-KOMMYHHUKAIIHOHHOMN CHCTEMBI;

HHCTPYKIIUH 110 YCTAaHOBKE aJIMUHUCTPHPYEMBIX CETEBBIX YCTPOUCTB UH(OPMALIUOHHO-
KOMMYHHUKAIIHOHHON CHCTEMBI,

TpeOoBaHM OXpaHbI TPyZa MPH PaboTe C CETEBOM ammapaTypoi aIMIHICTPHPYeMOil HH(OPMALIMOHHO-
KOMMYHUKAITHOHHOH CHCTEMBL.

YmerTs:

HCIIONB30BATh MPOIECIYyPEl BOCCTAHOBICHUS JaHHBIX;

OTIPENCIATh TOYKA BOCCTAHOBJICHHS TAHHBIX;

paboTath ¢ cepBepaMi apXUBHPOBAHUS U CPEACTBAMHE YITPABICHHS OTICPAIHOHHBIX CHCTEM;
TI0JIb30BAThCsI HOPMATHBHO-TEXHHYECKON JIOKyMEHTAIUeEH B 0071acTH HHPOKOMMYHUKAI[HOHHBIX
TEXHOJIOTH;

BBITIOTHSATH [JITAHOBOE apXUBUPOBAHUE MPOTPAMMHOI0 00€CIIEUeHNMs TIOIh30BATEILCKUX YCTPOHCTB
COIIaCHO TpaduKy.




Brangers:

BOCCTAHOBJIEHUS [MAPAMETPOB MO YMOIYAHUIO COMJIACHO JOKYMEHTALMU OMEPALIMOHHBIX CHCTEM;
BOCCTaHOBJIEHUS ITAPaMETPOB MPH MOMOIIY CEPBEPOB aPXUBUPOBAHHUS;

BOCCTaHOBJIEHUS MMAPaMETPOB MPH MOMOILLU CPEACTB YINPABICHUS ClIELHATU3UPOBAHHBIX ONEPALlMOHHBIX
CHCTEM CETEBOT0 000PYIOBAHHUS;

IUTAaHUPOBAHUS PACIIUCAHUs apXUBUPOBAHUS U apXUBUPOBAHUE MTAPAMETPOB I0JIb30BATEIILCKUX
YCTPOWUCTB;

COIPOBOK/ICHHSI CEPBEPOB apXUBHPOBAHHKS ITPOTPAMMHOTO oOecreueH st HH(POPMAHOHHO-
KOMMYHHUKATHOHHOH CHCTEMBI;

MOHHMTOPHUHIA IPOBEAEHHOIO MIJIAHOBOI'O apXUBUPOBAHHUS MTOJIb30BATEIbCKUX YCTPOMCTB.

OCyHleCTBJIHTb HHBCHTAPU3ALUI0O TEXHUICCKHX CPEACTB ceTeBoO

IIK 1.6.
HHQPACTPYKTYPHI, KOHTPOJIb 000PYI0BAHHUS TOCJIE TIPOBEIeHHOT0 PEMOHTA.

3HAaTh:

MpaBUJIa M MPOLIEYPHI IPOBEICHUS HHBEHTAPU3ALINH;

MpaBUJIa MAPKUPOBKHU YCTPOUCTB H 3JIEMEHTOB HH(POPMAIIMOHHO-KOMMYHHKAIIHOHHON CUCTEMBI;
OCHOBBI JICIIOMTPOH3BOJICTBA;

MpoTIeaypa CIUCAHUS TEXHUICCKHAX CPEICTB;

OTpaciieBbIe HOPMAaTUBHBIC TIPABOBEIC AKTHI,

TpeOOBaHMS OXpaHbI TPyAa MPHU paboTe C armapaTHBIMKA, TPOTPAMMHO-ANIAPATHRIMU U TIPOTPAMMHBIMHA
CpencTBaMU aAMUHUCTPUPYEMOU WH(POPMATTHOHHO-KOMMYHHKAITHOHHOW CHCTEMEI;

TIPOTPaMMHBIE CPEICTBa MHBCHTAPU3AIIHH.

YMeTh:

BECTH TeXHI/I‘-IeCKyIO JAOKYMCHTAIIUIO 110 06'I:CKTEIM HH(I)OpMaLII/IOHHO-KOMMYHHKaHI/IOHHOﬁ CHCTCMBI;
KOHTpOHHpOBaTL HAJIM4YUC U IBUKXCHHUC armapaTHbe, HpOFpaMMHO-aHHapaTHLIX n HpOFpaMMHbIX
CpEIICTB;

ITOJIB30BaThCA HOpMﬂTHBHO-TCXHH‘IeCKOﬁ HOKYMCHTaHHCﬁ B 06HaCTH I/IHq)OKOMMYHI/IKaHI/IOHHI:IX
TEXHOJIOTHH.

Brnagers:

MPOBE/ICHUs] HHBEHTapU3alluH;

MPOBEPKH OTYETOB I10 pe3yJIbTaTaM HHBEHTapHU3alMU U CIUCAHUIO allllapaTHbIX, IPOrPaMMHO-
anmnaparHbIX ¥ IPOrPaMMHBIX CPEACTB;

(hMKCHPOBAHUS B JKypHAJIC HHBEHTAPHBIX HOMEPOB TEXHUICCKHX CPEICTB aIMHUHUCTPHPYEMOM CETH;
(bUKCHPOBAHUS B KypHAJIE MECTOPACIIONIOKECHHS TEXHHYECKHUX CPEJICTB A AMIUHHUCTPHPYEMOI CETH;
MapKUPOBKH TEXHUYECKUX CPEACTB aIMUHUCTPHUPYEMOI CETH.

OcyniecTBISITH perjiaMeHTHOe 00CIy;)KUBAHUE H 3aMeHY PACXOIAHBIX
IIK 1.7. MaTepHajioB nepudepuiiHOro, CETeBOro H CepBEPHOro 000py10BaAHUS
HH(OKOMMYHHKAIIMOHHBIX CHCTEM.

3HaTh:

THTIOBBIC CPOKH 3aKTIOUCHUA U ICUCTBUS IOTOBOPOB Ha 0OCITy >KUBaHNE WH()OPMATIOHHO-
KOMMYHHKAI[THOHHOI CHCTEMBI;

JICHCTBYIOIINE B OPraHU3allMH JIOKAJIbHBIC aKThl Ha 0OpPMIICHIE 3aBOK HA MaTepHaIIbl U
KOMILICKTYIOIIIHE;

MIPUHITUITBL OPraHU3aluK HH()OPMAIIHOHHBIX CHCTEM YIIPABJICHUS PEMOHTOM U O0CITy>KHBAHHEM;
THIIOBBIC CPOKH TTPOBEICHUS MPOPUIAKTHICCKOTO PEMOHTA;

TpaBUJIa ¥ MPOIEAYPHI MPOBEICHUA HHBCHTAPHU3ALIHH;

MIpaBUJIa MAPKAPOBKHU YCTPOMCTB H SIEMEHTOB HH(POPMAITMOHHO-KOMMYHHKAITUOHHOW CHCTEMBI,
OCHOBBI JICIIOMTPON3BOJICTBA;

MPOLEAypa CITUCAHHS TEXHHYECKUX CPEJICTB;

OTpacieBblc HOPMATUBHBIC TIPABOBHIC aKTHI.

YMmeTs:

paboraTh ¢ JOTOBOPHOI M OTYETHOH JOKyMEHTalKel Ha 00CTy)KHBaeMyto HH(OPMaHOHHO-
KOMMYHHKAIIHOHHYIO CHCTEMY;

MOJIH30BaThCsl HOPMATUBHO-TEXHHUCSCKOM JOKyMeHTanuei B o0acTn HH()OKOMMYHHKALIMOHHBIX
TEXHOJIOTHIA;

pabotarh ¢ HUHPOPMAITHOHHOW CHCTEMOH yIIpaBlICHHA 3allacaMi U PEMOHTOM,;

oopMIIATE 3agBKH Ha MaTePUasbl M KOMIUICKTYIOIHE HHPOPMAIMOHHO-KOMMYHHKAIIHOHHOH CHCTEMBI.




Bnagers:

KOHTPOJISI OCTATKOB 3aMIaCHBIX YacTeil 1 000pyIOBAHHSI [TO]T 3aMCHY;

KOHTPOJIs1 COOTroeH s rpaduka npoduiakTHaeckoro o0CyKuBaHus 000pyI0BaHHUS,

BHECCHHS JaHHBIX O MPOBEACHHBIX PaboTax B HH(OPMAIIMOHHYIO CHCTEMY YIIPABIICHHUS 3amlacaMy U
PEMOHTOM;

BHECCHHS JAHHBIX 00 MCIIOJIb30BAHHBIX 3AMACHBIX YaCTIX B HH(GOPMAIHMOHHYIO CUCTEMY YITPABICHHUS
3aracaMu U pEMOHTOM.

HonpepxxuBars padoTOCNOCOOHOCTH ANMAPATHO-NPOTPAMMHBIX CPE/ICTB

IIK 1.2. >
YCTPOiicTB HHPOKOMMYHUKAIHOHHBIX CHCTEM.

3HaTE:

OCHOBBI APXHUTEKTYPHI alllIAPATHBIX CPEJICTB;

NPUHIHAIE QYHKIHXOHUPOBAHUS AlIAPAaTHBIX CPEICTB BEIYUCIUTCIFHOW TEXHUKH,

THUIIOBBIC PETTIAMEHTHI 00CTY)KUBAHUS allIIAPATHBIX CPEICTB;

Croco0bl 0OOHAPYKEHUSI MEXaHUIECKHX HETOIA0K B paboTe yCTpOHCTB MH(POKOMMYHHKAITHOHHBIX
CUCTEM, IPUINH X BOZHAKHOBCHUS U IIPUEMOB YCTPAHCHHS,;

TpeOOBaHU OXPaHbI TPY/IA MPU paboTe ¢ MPOTPaMMHO-ANITAPATHBIME CPECTBAMU
WH()OKOMMYHHUKAITMOHHBIX CHCTEM.

YMeTn:

MPUMEHSITh HHCTPYKIIUH 110 YCTAHOBKE M SKCILTyaTaIllH MepUPEpUunHOro 000pyI0BaHUS;

BBITIOJHATH 3aMEHY PACcXOIHBIX MATEPHAIIOB H KOMITICKTYIONIMX MepU(EPHITHOTO 000PY/I0BaHHS;
HCIIOJIB30BaTh KOHTPOJIBHO-M3MEPUTENIbHOE 000PYI0BaHIE TS IPOBEPKH IIEKTPUICCKIX COCAMHEHUI
YCTPOHUCTB HHPOKOMMYHUKAIIMOHHBIX CHCTEM;

BBIABIATH U YCTPAHATH MEXaHHYECKUE MOBPEXKACHUS U Ie(DEKTHI yCTPOHCTB MH()OKOMMYHHKAITMOHHBIX
CHCTEM.

Branerts:

3

YCTaHOBKH MH()OKOMMYHHUKAIIMOHHBIX CHCTEM Ha Pa00YHMX MECTaxX CONTACHO TPYAOBOMY 3a/IaHHUIO;
BBITIOJTHEHHSI TUATHOCTHKH allapaTHBIX OMIMOOK YCTPOHCTB HH()OKOMMYHHUKAITMOHHBIX CHCTEM;
JIEMOHTaKa W 3aMCHBI y3JIOB U AIEMECHTOB OTACIBHEIX YCTPOUCTB HH(POKOMMYHHUKAITHOHHEIX CHCTEM, B
TOM YHCIIe TepudepuitHOT0 000pPYyIOBaAHMS.




6. ®°OH/I OHEHOYHBIX CPEJICTB

6.1. @oHA OLIEHOYHBIX CPEACTB IS MPOBEJCHNUS NMPOMEKYTOYHON aTTecTaluu
obyuaronuxcst no gucuuninte « Komnsworepubie ceTm»

ITepedens BOpOCOB [UIsl HOATOTOBKY K 3aHATUAM U IMPOMEXYTOYHOU aTTECTALHH,
KOHTPOJIBHBIX paboT, cofiepKaHne 3aaHnui /ISl BBITOJTHEHUS TPAKTUYESCKUX U
CaMOCTOSITENIFHBIX Pab0T, PEKOMEHIAIINH TI0 BBITIOJIHEHUIO H KPUTEPUH OLCHUBAHUS
MPEJCTaBICHBI B (JOH/IE OLIEHOYHBIX CPENICTB MO AucHUIuInHe « KoMIbroTepHbIe CeTH» B
[Tpunoxennn x Hacrosuier Pabodell mporpaMMe JUCIUTUIHHEL.

OrneHO4HBIE CPECTBA MO3BOJISIIOT MPOBECTH TEKYIIUH KOHTPOIb MO Aucuuiuinge. [lo kaxaomy
CpPEZICTBY OLICHUBAETCS MTOJTHOTA U TIIyOMHA OCBOCHHS, XapaKTEPHU3YIOIIHECs MTOKa3aTesIMKA
KPUTEPUSIMH OL[EHUBAaHUS

Tabnuya 6. Ilokazamenu u kpumepuu OYeHUBAHUS

Ilokasarens Kputepnii
. 3HaeT: 0a30BbIe OOIIME 3HAHUS,
[Toporossiii v .
MEEeT: OCHOBHbBIC YMEHHSI, TPeOyeMbIe JIIsl BBIMIOJHEHHUS IPOCTHIX
(y3HaBaHue) .
3azag;
«3» B .
naneeT: paboraeT mpu npsiMoM HaOITIOIEHUH.
3nHaet: GaKThl, IPUHIIMIIG, TIPOIECCHI, OOIINE MOHATHS B MpeaeIax
00J1aCTH MCCIIEI0OBAHUS,
BasoBblit YMeeT: Auana3oH NPaKTHYECKUX YMEHUH, TPeOyeMbIX JJIsl PeIICHUS
(Bocmpou3BeieHHe) |OMPEACTICHHbIX mpo0iieM B 00JIaCTH MCCIICIOBAHMS;

«» Bnageer: Geper 0TBETCTBEHHOCTH 3a 3aBEpPILICHUE 33124 B
WCCIICIOBAaHHH, IPUCTIOCA0IMBACT CBOE MOBEJCHUE K OOCTOSTEILCTBAM B
peleHnu npoodiem
3HaeT: (paKTHIECKOe U TEOPETUICCKOE 3HAHUE B Mpeiesiax 00macTu

Bricokuii UCCJICIOBAHUSI C TOHUMAHHEM TPAHUI] IPUMEHUMOCTH;
(KOMIIETEHTHOCTB) |YMEET: IMana3oH NPaKTHIECKUX YMEHHM, TPeOYEeMbIX JUlsl pa3BUTHS
«5» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs IPOOIEM;
max 6an Brageer: koHTpoMupyeT padboTy, POBOJUT OLEHKY, COBEPIICHCTBYET
necTBrs paboTh

MaxkcumanbHOE KOIMYeCTBO 0aioB MO Ka)kKIOMY OLIEHOUHOMY CPEJICTBY COOTBETCTBYET
BepOaIbHOMY KPUTEPHUIO «BBICOKHIT.

7. AHBIE CBEJAEHUSA U (MWJIN) MATEPUAJIBI

7.1 Ilepedyennb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, HCI0JIb3YEMbIX NP OCYLIECTBICHHUH
o0pa3oBaTe/IbHOTO MpoLecca MO0 JUCHHUIIIMHE

B mpomecce oO0ydeHHs HCIONB3YIOTCS AKTUBHBIE M WHTCPAKTHUBHBIE 00pa30BaTeIbHBIC
TeXHOIOTUH ((POpPMBI TPOBEICHHUS 3aHATHI):

-JIEKIUH, PPOHTATBHBIE ONPOCH], MPE3EHTAINH U 3al[UTa MUHH-TIPOEKTOB;

-Kelic-cTaan (pa300p KOHKPETHBIX CHUTYaLlHi),

-MMHUTAllMOHHBIE KOMIIBIOTEPHBIE MOJIEIIN;

-OpraHu3alil CaMOCTOSTEIFHON y4eOHO-TI03HABATEIBHON AEATEIBHOCTH (WHIWBHyaIbHBIC
JIOMaNTHUE 3aJIaHMs ).



