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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
1IM.01.01 KomubroTepHbie CETH
Hazeanue OUCYUNIUHbBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[Iporpamma yueOnO# mucnumummabl [IM.01.01 KommbioTepHbIE ceTH SBISETCS YacThIO
IIpOrpaMMbl TIOJTOTOBKM CIENHAJINCTOB cpeaHero 3BeHa B coorBercTBUM ¢ DPI'OC
"denepaabHBIN TOCYIAPCTBEHHBIH 00pa30BaTEIbHbIN CTAaHAAPT CPEAHETrO MPO(eCcCHOHATHHOTO
obpazoBanus no crerpanbHocTh 09.02.06 CeteBoe 1 CHCTEMHOE aJMHHUCTPUPOBaHHUE (ITPHUKa3
Muno6puayku Poccun ot 10.07.2023 1. Ne 519)"

1.2. Mecto yueOHOIl TMCHUIJINHBI B CTPYKTYpe NPOrpaMMbl MOATOTOBKH CHEIHATHCTOB
CpeIHEero 3BeHa.

Vuebnas mucunmumaa [IM.01.01 Kommeroteprsie cetn Bxoaut B IlpodeccnonanbHbI UK
[MpodeccronanbHON MOATOTOBKH.

1.3. LHeau u 3agauu — TpeGOBaHUS K Pe3yJIbTATAM OCBOCHMS YUeOHOH AUCHHMIIIHHBI.

OcHOBHast 1enmp — CHOCOOCTBOBAaTH (POPMUPOBAHHIO OOIMUX W NPOPECCHOHAIBHBIX
KOMIICTEHIIUN TTOCPEACTBOM MPUOOPETEHHsI 3HAHHI, YMEHHH M HABBIKOB B COOTBETCTBUH C
BUJIOM TPO(eCCHOHATBHON AEATEIbHOCTH.

B pesyabrare ocBoeHHs Y4eOHOM AMCHMIUIMHBI CTYIEHT J0/I2KeH 3HATh:

- oOmIMe TMPUHIIUIBI MOCTPOSHUSI CETEeH, CETeBBIX TOIMOJIOTHI, MHOTOciHonHoN Momenu OSI,
TpeOOBaHUI K KOMITBIOTEPHBIM CETSIM;

- apXUTEKTypy IPOTOKOJOB, CTAaHJAPTH3alUM CETEH, 3TaloB TMPOEKTUPOBAHUS CETEBOU
MH(pPACTPYKTypBI;

- 0a30BBIC MPOTOKOJIBI U TEXHOJIOTHUHN JIOKAJIBHBIX CETEH;

- IPUHIUIBI TOCTPOEHUSI BBICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;

- CTaHAApTHI Kabemneil, OCHOBHBIC BUIbI KOMMYHUKAIMOHHBIX YCTPOUCTB, TEPMUHOB, MTOHSITHH,
CTaH/IAPTOB M THITIOBHIX 3JIEMEHTOB CTPYKTYPHPOBAHHOM KaOEITbHON CUCTEMBL.

B pe3yabrare ocBoOeHHSs YUeOHOI IMCHUIJIMHBI CTYIEHT J0/KeH YMeTh:

- POEKTUPOBATH JIOKATLHYIO CETh, BRIONPATH CETEBBIC TOTIOIOTHH;

- HCIONIb30BaTh MHOTO(YHKIIMOHAJIBHBIC MPUOOPBI MOHHTOPUHTA, MPOTPAMMHO-AIAPATHBIC
CpE/ICTBA TEXHUYECKOTO KOHTPOJIS IOKATbHOM CETH.

B pe3ynbrare ocBoeHHsI y4eOHOH AMCHMILUIMHBI CTYIEHT /I0JI’KeH UMeTh HABBIKU U (WJIN)
ONBIT AeSTEeJIbHOCTH:

- IPOEKTHPOBAHUH aPXUTEKTYPBI JJOKATBHON CETH B COOTBETCTBUHU C MOCTABICHHON 3a/1a4eii;

- YCTaHOBKE W HACTPOUKE CETEBBIX MPOTOKOJIOB W CETEBOTO OOOPY/IOBaHUS B COOTBETCTBHH C
KOHKPETHOM 3a/1a4ei;

- BBIOOPE TEXHOJIOTHH, MHCTPYMEHTAIIBHBIX CPECTB IPU OPTAHHU3AIUH ITPOLIeCCa UCCIICIOBAHHUS
00BEKTOB ceTeBOW MHPPACTPYKTYPHI,

- obecmieueHNH 0€30MTACHOTO XpaHEHHUs U Tepeadi HHPOPMAIIHH B JIOKATHHOU CETH;

- HWCIONB30BAaHWUHU  CIICHAIFHOTO TPOTPAMMHOTO OOCCIICYCHHS] Ui  MOJICIIHPOBAHHS,
MPOEKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

1.4. Pexomenayemoe KOJIMYECTBO YACOB HA OCBOEHHE NMPOrPaMMbl YUeOHOM ANCHUIINHBI:

O6bem mporpammsl 180 gacos, B ToM 4yucre:
ayMTOPHON yueOHOI Harpy3ku oOydatomierocs 150 qacos;



CaMOCTOSITENIbHON paboTsl oOy4aromerocs 30 9acos.
2. CTPYKTYPA U IPUMEPHOE COJEP)KAHUE YUYEBHOM JJUCIHUIIJIUHBI

2.1. O6beM yueOHOM JMCHUILINHBI U BUABI y4eOHOH padoThI

Tabnuya 1. Budwsl yuebnoti pabomul no nepuooam oceoerus OOII CIIO ons popmbi 06yuenus -
OuHas.

Buj yueGHoii padoThI Beery, Cemectp(-1)
aK. 4.
4 2

KonrakTnas (aynutopHasi) padora (Bcero) 150 | 150 | 34
B TOM YHCIIE: - - - - - - -
JeKIuH (€CH MPEAYCMOTPEHO) 60 60 -

B TOM uucie B (POpMe MPAKTHICCKOH MOITOTOBKH

(eci IpeTyCMOTPEHO) ) ) )
1abopaTopHEIe 3aHATHA (SCIIH IPEAYCMOTPEHO) - - -

B TOM YHCIIEe B JOpME MPAKTHUECKON TTOATOTOBKH

(ecim IPEMYCMOTPEHO) ) ) )
MIPAKTHICCKAE 3aHITH (€CIU TPEyCMOTPEHO) 90 90 34

B TOM 4HCIe B (POpPME MPAKTHUCCKON MOIOTOBKH

(ecim IpEMyCMOTPEHO) 0 30 )
CamocTosnTebHas padora o0y4uamnierocs (Bcero) 30 30 4
B TOM YHCIIE: - - - - - - -

B (hopMe MpaKTUIECKOM MOATOTOBKH

(ecu mpeyCMOTPEHO) ) ) )
YacoB Ha KOHTPOJIb: - - 18
IIpomesxyrounas arrecraiius B popme: (3ader/aud3ager/ ) 340 | Dx
9K3aMEH)
OO011ast TPyT0EMKOCTh qac 180 180 [ 56

2.2. Temaruuyeckuii njiaH u coaep:kanue yuednoi gucuumimusl [1IM.01.01
KoMmnbioTepHbie ceTH

Tabnuya 2. Cooepoicanue oucyuniunvl/MIK no eudam yueonotl pabomoi

HAUMEHOBAHMUME PA3JEJIA IUCHUITIJINHBI Bux y4e6Hoii
SoTHI* KoJ1-Bo yacos
Conep:xanue pa3aesa (TeMbl) padoTh!
Tema 1. BBeneHnue B cereBbie 2
TeXHOJIOr Ul
Kommerorepusle cetn Jlex 2

CoBmecTHas pabota, IHTEepHET 1 COBPEMEHHEBIE CETEBBIC TEXHOJIOTHH — 00JIaCTh IPUMEHEHHS U
HasHaveHne. Buibl KoMIblOTepHBIX ceTeil. [TTo0anbHbIC U JTOKAIbHBIC CETH.

OnHOpaHTOBBIE M KIIHEHT-CEPBEPHBIC apXUTEKTYphl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas cpena u
ceTeBsble ycTpoiicTBa. Texnomoruu noaxmodeHns k areprer. KonseprentHsie ceTy.

KagectBo u HagexHOCTH ceTeil. OCHOBHBIEC MOHATHS CETEBOM Oe30macHOCTH. TeHISHIINH pa3BUTHS
ceTei.

CereBble TPOTOKOJIBI 1 KOMMYHHUKAITIH Jlex 2

KommpoBanue n napameTpsl coobmmeHus. CeTeBbie MPOTOKOJbL. B3anMoneiicTBie TPOTOKOIOB.
Ha6op nporokomnos TCP/IP u nponecc o6MeHa nanHbMHA. OpraHu3anyy 10 CTaHIapTH3AIH:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposHessie mogenu OSI u TCP/IP. Unkarncyisius JaHHbIX.
Iporoxonsueie 61oku nanHbX (PDU). Joctyn k nokansHBIM pecypcam. CeteBasi agpecanusi.
MAC- u IP- agpeca. loctyn k ynan€aasm pecypcam. 1103 mo ymondanuto.




IP-agpecanust Jlex 4

Crpyxrypa IPv4-anpecos. Cereas u y3mnoBas gactb [P-anpeca. [Ipeobpa3zoBanue aapecoB MEXIy
JIBOMYHBIM U JACCIATCpUIHBIM npeacraBieanem. Macka moacetu IPv4. CereBoit aapec, anpec y3ina i
MMPOKOBEIATENbHEIN aapec cetu IPv4.

[IpucBoenue y3imy crarudgeckoro u auHamudeckoro [IPv4-anpeca. MHoroanpecHas nepeaada.
ITy6nuansie u yactabie IPv4-agpeca. IPv4-agpeca cnennansroro HazHaueHus. [IpucBoenue IP-anpecos.
CoBmecTHOE Henonb30BaHue PoTokoioB IPv4 u IPv6: nBoiHOI cTek, TyHHEMUPOBaHUE,
npeobpazoBanwme. [Ipencrasnenne [Pvo-anpecos. [IpaBuna coxpamienns 3anucu IPv6-anpecos.
MummBuayansHEIH, TPYIIIOBOM, TPOU3BONIBHEIN TUITEI [PVv6-agpecoB. CTpyKTyphl JOKaIBHOTO U
I00aIBHOTO

MHIUBUAYyaTbHBIX [Pv6-anpecos. Cratnyueckas M [UHAMHYECKas KOHQUTYpauy III00aIbHOTO
uHAUBHAyanbHOTO anpeca. [Ipouecc EUI-64 u cny4aiiHO creHeprpOBaHHBINA HACHTH(UKATOP
unrepdeiica.

ICMP-cepBucel. Otnnaus mis npotokonos IPv4 u [Pv6. Coobmenus ICMPvI6 «3ampoc
MapHIpyTH3aropy», «O0bsABICHUE OT MapIIPyTU3ATOPay, «3apOC COCEOHETO y3i1a» U «OObsIBICHHE
coceqHero ysia». TecTupoBaHUE CETH ¢ IOMOIIBIO HX0-3anpocoB. TpaccupoBka MapipyTa. Bpems
MPOXOXKJCHUS CUTHAJIA B pAMoM 1 oOparHoM HanpasieHusx (RTT). Bpems xuzuu (TTL) IPv4 u
npenen nepexonos [Pv6.

Pasnenenue IP-cetel Ha moaceTu ‘ Jlex ‘ 4

Cermenrarus [P-cereit. OOMeH naHHBIMU MKy TofceTaMu. [TaHupoBaHHE aapecalu B MOJICETSIX.
Pacuernbie popmyibl st cerMeHTaIiu ceti. PasOnerue Ha MojiceT# Ha OCHOBE TPEOOBAaHUH Y3JI0B
ceTeil, B COOTBETCTBUU ¢ TpeboBanusmu ceteit. OnpeencHue Macku mojcetu. Pasouenue

Ha TOJICETH C HCIONh30BaHUEM Macku niepemennon mmHb (VLSM). bazoBas monens u Ha3HaUYCHME
6noxoB anpecoB VLSM. IInarupoBanue anpecanuu cetu. OcoberHocTr npoektupopanus [Pvo-ceru.
Pas3Ouenue Ha MOACETH ¢ UCTIONB30BaHHEM UACHTU(UKAaTOpa nHTepdetica.

HOIIKJHO‘-I@HI/IC KOMIIBHOTCPOB K CETHU C MOMOIILIO Kabenei u

IIp 4
OecrpoBOIHBIX a1aNITEPOB

Ormpenenenne CETEBbIX YCTPOUCTB U KaHANIOB cBsi3u. OOxHM ceTeBoro kabens. [I[pocMoTp 1aHHBIX O
0eCIpOBOHBIX U MPOBOIHBIX CETEBEIX aganTepax.

Hacrpoiika [P-agpecammm IIp 6

Kongepranmus IPv4-anpecoB B agBonuHyto cucremy cuucienus. Onpenenenue [Pv4/IPv6-anpecos.
Hactpoiika [Pv6-anpecoB Ha ceTeBBIX ycTpolicTBax. TecTHpoBaHUE CETEBOTO MOIKIIOUCHIS C TIOMOIIBIO
KOMaH/ «ping» u «traceroutey.

Tema 2. IIpyHIMIBI MAPIIPYTH3ANUU U KOMMYTAIUN 72

BBenenune B KOMMyTHpPYEMbIE CETH Jlex 2

O0nenunénnubie cetr. Mepapxusi B KOMMYyTHPYeMOii ceTi. Pojib KOMMYTHPYEMBIX CETEH.
KommyTrpyemas cpena. Jlnnamudeckoe 3arnonnenune Tadmunsl MAC-anpecoB komMmyTaropa. Metozsl
IIepPEChUIKH Ha KomMyTaTope. KomMmyTamnus ¢ mpomMexyTodHbIM XpaHeHneM. CKBO3HAs KOMMYTAIHs.
KommyTtannonusie noMeHbl. CHIKEHHE TEPETPY30K CETH.

OCHOBHBIE KOHIIETIUH U HACTPOWKA KOMMYTallHH ‘ Jlex ‘ 4

OcHOBHBIE KOHIIENIIMH U HACTpOiKa KOMMyTanuH. [lepBoHadanbHas HacTpoiika KOMMyTaropa
BOCCTaHOBJICHHE MOCIe CHCTeMHOTo c¢6os. HacTpoiika nocTyrma ams 6a30BOro ynpasieHHs
kommyTaropom ¢ [Pv4. [lynnekcHas cBsa3b. HacTpoiika mopToB KoMMyTaTopa Ha (PHU3AIECKOM ypOBHE.
@DyHKIMA aBTOMAaTHYECKOro onpeaeieHus tuna xabdemns (Auto-MDIX). [Tpoepka HacTpoek nmopta
komMmyTatopa. ITouck u ycTpaHeHue npobiaeM Ha ypoBHE IOCTYIA K CETH.

besomacHocTh KOMMyTaTOpa. 3amMIEHHBIN yrnan€Hnblil noctyn. Hactpoiika SSH. PacnipocTpanénnsie
yrpo3bl 6e3omacHocTH: nepenonnenne Tabmunsl MAC-anpecos, DHCP-ciiyduHr, ncnons3oBanue
ysisBuMocted mporokoia CDP, Ataku Telnet u np. AyauT U pakTU4eCKUe peKOMEHAAaHH 10
obecrieueHmIo 6e30macHOCTH ceTd. besonacHOCTh mopTa KOMMyTaTOpa.

OtcnexuBanre DHCP coobmienunii. @ynkius 0e3onacaoctu mopta. Buast 3amutet MAC-anpecos.
Pexxumbl pearupoBanusi Ha HapylleHue 0e3omnacHocTh. [IpoBepka u HacTpoiika moptos. [IpoTokosn
cereBoro Bpemenu (NTP).




Bupryansusie noxansubie ceta (VLAN) Jlex ‘ 4

Bupryansnsie noxansubie ceTi (VLAN) — knaccuukanys 1 OCHOBHBIE XapaKTEPUCTHKH. TpaHku
BUPTyaJbHBIX ceTeil. KoHTpob mrpokoBemareapbHbiX JoMeHOB B ceTsix VLAN. TerupoBaHue kagpos
Ethernet qnsa uneatndukanuu cetn VLAN. Cetn native VLAN u TerupoBanue crargapta 802.1Q.
Terupopanue ronocooit VLAN. Peanusainuu BUpPTyaaIbHON JOKaIbHOM CETH.

Hasnauenne nmopros cersim VLAN. HacTpoiika TpankoBbIX kaHasoB. [Iporokon auramMugeckoro
co3nanus TpankoBoro kanana (DTP). [Touck u ycTpaneHre HENOIAI0K B BUPTYAIbHBIX JIOKAJIbHBIX
CeTAX U TPAHKOBBIX KaHanax. [Ipobnemsl ¢ IP-anpecanmeii cetn VLAN. HecoBnageHus: pe:xxuMoB
TpaHkoBoii cBs3u. [IpoekTrpoBanue u odecrnedenue 6ezonacaoctu VLAN: hopping, cnydunr
KOMMYyTaropa, araka ¢ IBoiHbIM TerupoBanueM, Cets PVLAN nepumerpa. [Ipaktuaeckue
PEKOMEHIallUY 110 TPOEKTUPOBAHUIO BUPTYaIbHOM JIOKAJbHOU CETH.

Mapmpyruzanmst mexxy VLAN Jlex ‘ 4

[Mpuanumns! paboter MappyTuzanuu mexay VLAN. Hacrpoiika Mapuipyti3anun Ha 6ase
MapUIPyTH3aTOPOB C HECKOJBKUMHU (HU3HIeCKUMHU HHTepdelicaMu, ¢ HCIOIb30BaHUEM KOH(UTYpaLHHI
router-on-a-stick, yepe3 MHOTOYpOBHEBBII KOMMYTaTOpP.

[pobnemer MmapmipyTusanun Mexay VLAN. IlpoBepka koHUTypariin KOMMyTaTopa i HaCTPOEK
MappyTu3aropa. Henonanku B pabore unrepgeiica. Ommbku B [P-agpecax u Mackax moaceTH.
Hacrpoiika u pabora koMmMmyTaiuu Ha 3-M ypoBHe. MapmpyTtu3zanust mexxay VLAN depe3 BUPTyaIbHEIE
nHTepderck KoMMyTaropa,

MapuIpyTH3HpyeMbie TopThl. Hemonmaaku B HacTpoiikax KOMMyTaTopa 3-ro ypoBHsL.

IIporoxon DHCP Jlex 4

ITporoxon DHCP. DHCPv4: 6a3oBast onepauusi, popMar coodUIeHu i, cooOIIeH s 00HapyKEHUs U
npemnoxenus. Hacrpoiika, mposepka u perpancisinus npocroro DHCPv4-cepsepa.

Hactpoiika mapmpyrusaropa B kadectBe DHCPv4-knuenra. Hacrpoiika mapmpyTn3aropa Kiacca
SOHO.

Iouck u ycrpanenne Henmonagok B padbore mapmpyruzaropa DHCPv4. [Iporokoar DHCPv6.
ABTOoMarudeckas HacTpoiika aapeca 6e3 orcnexuBanus coctossaus (SLAAC).

[puanun pabotsr SLAAC ¢ DHCPv6. DHCPv6 ¢ 1 6e3 otcnexxuBanus coctostars. [Iponecchr
DHCPv6. Hacrpoiixa mapmpytusaropa B kagectse DHCPv6-cepsepa 1 DHCPv6-kimmenTa. [lonck u
ycTpaHeHue Henonatok B padore DHCPv6.

Hacrpoiika koMMyTaTopa ‘ Ilp ‘ 4

BazoBast HacTpoiika koMmyTaTopa. HacTpoiika mapaMeTpoB 0€301aCHOCTH KOMMYTAaTOpA.

Hacrpoiika 6e3omacHOCTH KOMMYTaTOpa ‘ IIp ‘ 6

Hacrpoiika npotokona SSH. Hacrpoiika pynkiun Switch Port Security. [Touck u ycrpanenue
HETOJIAZI0K B CUCTEME OE30MacHOCTH OPTOB KoMMyTaTtopa. OTpaboTKa KOMILICKCHBIX MPAKTHYECKHX
HaBBIKOB.

Koudurypanus cereit VLAN | IIp ‘ 6

Kouguryparus cereit VLAN u TpaHkoBbIX kKaHanoB. [Touck 1 ycTpaHeHHe HEMONaA0K B KOHQUTYpanuu
VLAN. Peasmzauus cucreMsl 0ezonacHocti cetd VLAN. Peanmusanus cereiit VLAN 11 cerMeHTalnuu
ceTel MpeapuATHIA MaJIOro ¥ CpPeHEro Ou3Heca.

Hacrpoiika mapuipytusaropa ‘ IIp ‘ 6

Hcnonb3oBanue KoMaHab! traceroute st oOHapykeHust ceTh. JJokymeHTHpoBanue ceTH. Hactpoiika
nntepdericos IPv4 u IPv6. Hactpoiika i mposepka HeOombmoi cetu. VccnenoBanue MapupyToB C
MPSIMBIM TIOKITIOYEHHEM.

Mapmpytrzanmst mexxy VLAN ‘ IIp ‘ 6

Hacrpoiika mapmpytuzamuu mexay VLAN s kaxmoro uarepdetrica. Hactpoiika MapmpyTa3aunu
mexay VLAN na ocroBe cranmapra 802.1Q u TpankoBoro kaHana. [louck 1 ycTpaneHue HEMONAI0K B
MapmpyTH3anus Mexay cersima VLAN.

Hacrpolika craruueckoil MapupyTH3aluU ‘ IIp ‘ 6

Hacrpotika crarndeckux MapuipytoB [Pv4/IPv6 o ymonuanuto. PazpaboTka u peanuzanus cXeMbl
aapecanuu IPv4 ¢ ncnonszoBaanem VLSM. Pacuér cymmapubix mapuipytos [Pv4 u IPv6. [ouck n
YCTpaHEHHUE HETOoNaA0K cTaTndecKkinx MapuipyTos [Pv4 u IPv6.

Hacrpoiika MapmpyTH3alud MKy BHPTYATbHBEIMHI CETAMH ‘ CpP ‘ 4

IMoxroroBka cooOIIeHAS




DKOHOMHYECKUI aHAIN3 U ONITUMHU3AIIHs COCTaBa 000PYI0BaHUS 1
MPOrpPaMMHOTO 00ECIICUYeH s P MPOCKTHPOBAHHH KOMITBIOTEPHBIX CP 4
cerent

IMogroroBka coobmenus

Pacimpennas nactpoiika nponpueraproro mporokona EIGRP.
HccnenoBanue npuHLIKNa paboTh

CP 4

IMoaroroeka coobnIeHUSA

Hactpoiika coy»0 MOHUTOPHUHTA COCTOSHUSA CETH CP 4

[Ipon3BecTn HaCTPOHKY CITy’kKO MOHHTOPHHTA COCTOSTHHS CETH

Kouurypuposanue ciyx0bl JTUHAMWYIECKONH HACTPOWKH y3JI0B Ha

6a3e ceprepHoit OC cP 4

HO)IFOTOBKa COOGHICHI/ISI

Tema 3. MacmrabupoBanue 68

IIpoekTupoBaHHE TOKAIbHBIX CETEH Jlex 4

BBezneHue B IpoeKTUPOBAHUE JOKAIbHOU ceTh. [IpoeKThl MpOBOAHBIX JTOKaNbHBIX ceTeil. Pacimpenue
cern. [itannpoBanue pesepBUpOBaHHE. YBEIHUEHUE IPOITYCKHOM CITIOCOOHOCTH.

Br16op cereBrix ycTpoiicTB. KommyrannonHoe obopynoBanue. AnmaparHoe obecredeHne
MapIIpyTHA3aTopA.

MacmtabupoBanue BUPTYadbHBIX JIOKAIBHBIX ceTel. [IpOTOKOIBI

VTP u DTP Jlex 4

Pacmmpenne BUPTyallbHBIX JTIOKATBHBIX cereil. Konuenmus u padora nporokona VTP.
Hactpoiika mporoxona VTP. 3nakomerBo ¢ DTP. Hactpoiika nmporokoma DTP. [Touck u ycrpanenue
HEMNoaJoK B HecKoiabKuX ceTsiXx VLAN. KommyTalus TpeTbero ypoBHs.

U3z6eITounoctes LAN. ITpoTtokon ocHoBHOTO fepesa (STP) ‘ Jlex ‘ 4

[NorsaTne mpotokomna spanning-tree. [Ipennaznadenne nporTokona spanning-tree. [IpuHIMI padoTs!
nporokona STP. Anroputm nporokosna spanning-tree. Ponu mopros. Kopresoit moct. CTtonmMocTh
xopHeBoro nmytu. ®opmar kagpa BPDU 802.1D.

Arperanus kananoB Etherchannel. [Ipotoxon PAgP u LACP ‘ Jlex ‘ 4

OcHOBHBIC MTOHATHS arperupoBanus kaHanos. [Ipenmymtectsa EtherChannel. [TpuHnun pabotsr
EtherChannel. [Tpotokon arperuposanust PAgP. [Tpotokon LACP. Hactpoiika EtherChannel.
[posepka, mouck u ycrpaneHue Heronanok B pabore EtherChannel.

TIpoekT KOPIOPATHBHOM CETH € YYETOM MaCIITa0OMPOBAHUS ‘ Jlex ‘ 4

Wuunuanusamus obopynosanus. Hactpoiika obopymosanus. Bueapenue mapupytusamun VLAN.
Hactpoiika arperannu kananos. Hactpoiika HSRP. Hactpolika mpoTokoinoB MapuipyTH3aliuu

Pa3BepTeiBaHHE KOMMYTHPYEMON CETH ‘ IIp ‘ 6
Pa3BepThIBaHHE KOMMYTHPYEMOU CETH C PE3EPBHBIMH KaHAIaMH

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard | Tp | 4
Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hactpoiika mporoxona GLBP ‘ ITp ‘ 4
Hacrpoiika nporokona GLBP

Omnpenenenye THMOBBIX omMO0K KoHpurypauun STP | IIp ‘ 4
Omnpenenenne THIOBBIX onMOOK KoHpurypamun STP

Hacrpoiika EtherChannel ‘ Ip ‘ 4
Hacrpoiika EtherChannel

TMouck u ycrpanenue Henonanok B padore EtherChannel | IIp ‘ 4

[Mouck u ycrpanenue Henonaaok B pabore EtherChannel

ArperupoBaHue KaHaJIOB ‘ IIp ‘ 4

ArperupoBanne KaHaJIOB

Hacrpoiika GecipoBoIHOTO MapIIpyTH3aTopa U KIIMCHTA | IIp ‘ 4

Hacrpotiika OecripoBOJHOTO MapUIpyTH3aTopa U KIIMEHTa




Hacrpoiika 6azoBoro nporokoina OSPFv2 mist onHoit obnacTu IIp 4

Hactpoiika 6azosoro nporokosia OSPFv2 st ogHoM oOnactu

Ioxbop cereBoro 06OpyAOBaHMS AJIs TPOSKTHPOBAHS JIOKATBHOI
CETHU OpraHu3aluu

Cp 4

IMogroroBka coobmenus

VYBenudeHne 30Hbl MOKPHITHSI OECIIPOBOIHOM KOPIIOPATHBHOM CETH ‘ CP ‘ 4

HO}IFOTOBKB COO6HI€HI/UI

Hccnenopanue npobieM H30BITOYHOCTH KaHAJIOB ‘ Cp ‘ 2

TTogroroBka coobmenus

Tema 4. Coequnenue cereu 18

IIpoexTupoBaHHE HEPAPXUIECKON CETU Jlex ‘ 4

O030p METOIOB NMPOEKTUPOBAHUS HEPAPXUUCCKUX ceTel. [IpoeKT KOpIopaTUBHOM CETH ISl KOMILIEKCa
3naHuil. [IpuHIMNEI CTPYKTYpHPOBAaHHOrO IpoekTa. KoprnoparuBHsie apXuTeKkTypbl. MogyinbHOE
npoekTupoBanue cereil. HoBble ceTeBble apXUTEKTYpbl. PazBUBaromuecs ceTeBble apXUTEKTYPBI.

Coemurenue “Ttouka-toyka’” ‘ Jlex ‘ 2

00630p MoCIIe0BATENLHOTO COeqUHEHMS “TOUKa-TO4Ka” . CBA3b 110 MMOCIIE0BATEILHOMY KaHAITY.
Huxancymimus HDLC. TDM. DTE-DCE. IlocnenoBarenpHbie KaOem.

Coennnenne (puaranoB KOPIOPATHBHOM CETH ‘ Jlex ‘ 2

Pacimmpennas HacTpoiika ceTeBbix ycTpoiicT. Kongpurypanus PPP. Hacrpoiika ACL-criuckoB s
TpaHcAnuu ceTeBbIX aapeco. Konguryparms PPPoE. Hactpoiika VPN-TyHHENA. MOHUTOPHUHT
CeTH.

IIporoxon mapmpyTH3anuu BHemHero nutto3a BGP ‘ Jlex ‘ 2

IIpoTtokomns! BHyTpeHHEH 1 BHemHEH MapuipyTtusanui. [Ipumenerne npotokona BGP. [Tapamerpst
npotokoia BGP. Tepmunonorus BGP. Ctpykrypa BGP. Otanst Hactpoiixu BGP. Ilposepka BGP.

Hactpoiika mapupytusaropa B kadecte kieHTa PPPoE ns

noakmrouenust DSL Ilp 4

Hacrpoiika mapmpytusaropa B kauectse kimeHTa PPPoE st monkmouenus DSL

Pa3paboTka TEXHHUECKOTO 00CITYKHBAHUS CETH ITp ‘ 4

PaspaboTka TeXHUYECKOTO OOCITy)KHUBaHUS CETH

* - Jlex — nexyuu,; Ilp — npakmuueckue 3anamus,; CP — camocmosmenvuas paboma, JIP —
nabopamopmbsie pabomul.

3. YCJOBUSA PEAIM3ALIVUU ITPOT'PAMMBI IUCIHHUITJINHBI
3.1. TpeGoBanuss K MUHHMAJILHOMY MATePHATbHO-TeXHHYECKOMY 00ecneyeHn 0

Jts peanu3anuy nporpaMMbl yaeOHOM AMCHUILTUHEL TIPElyCMOTPEHBI CTIeHaTbHbIE TIOMEIICHNU,
MIPUBEACHHBIM B I 6.3 0CHOBHOI1 00pa30BaTeIbHOMH NPOTrPaMMBbI CIICHATEHOCTH.

Tabnuya 3. MamepuanvHo-mexnuueckoe obecneyernue OUCYUNIUHb

Tun aynuropun OcHauleHne ayTuTOPUU
CrnenuanusnpoBanHoe yueoHoe ooopynoBanue, [10 u matepunasbi
JJI5l OCBOEHHS TUCHUILUIHHBI (TIPH HEOOX0TUMOCTH)




VYueOHas ayquTopus uis
MPOBEICHHS 3aHATHN
JICKITUOHHOTO THIIA, 3aHATHI
CEMHHApPCKOTO THIIA, KypCOBOTO
MPOEKTUPOBAHUSA (BBITOTHCHII
KYPCOBBIX paboT), FPYIIIOBBIX U
WHAWBUIYaJIbHBIX KOHCYIIBTAlNH,
TEKYIIEro KOHTPOJIA 1
MIPOMEXKYTOYHOU aTTECTalluU
(KOMITBIOTEPHBIN KJIace)

KoMmmekT cenmanu3upoBaHHON MeOenn; JocKa ayquTOpHas
MEJIOBasl, TEXHIYECKUE CPEICTBA: aBTOMAaTH3HPOBAHHEIE paboure
Mecta (mpoueccop ue Huxe Intel Core 13, onepaTuBHas MaMsATh
obonemoMm He Meree 8Gb, SSD mamsTe 00seMom He meree 240 GB/
HDD namsarte oosemom He menee 500 GB, Buneokxapra NVIDIA
1050TI 4G) B xomuuectse 11 mryxk, mpoektop EPSON EB-WO0S5,
MPOCKIMOHHBIN 5kpaH Lumen Master Picture. iMeercst BeIxos B
WHTEPHET.

IporpammHoe obecnieuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mst
ousneca - CTaHJapTHEIA

Y4aebnast ayTuTopus s
MPOBEJCHHUS 3aHATHI
JICKITMOHHOTO THIIA, 3aHATHI
CEMHMHAPCKOTO TUIIA, KypPCOBOTO
MIPOEKTUPOBAHUS (BBITOTHEHHUS
KYPCOBBIX paboT), FPYIIOBBIX H
WHIMBALYaTbHBIX KOHCYIBTAIIHH,
TEKYILEr0 KOHTPOIA 1
HNPOMEXYTOYHOM aTTecTaluu
(KOMIIBIOTEPHBIN KIIacc)

Wmeercs Beixoa B uHTepHET. [IporpamMmmuoe odecredeHue:
Onepaunonnas cuctema Windows 10 Pro; Office Professional 2007,
Kaspersky Endpoint security asst Ousneca - CranaapTHbINH

Y4aebuast ayTuTopus I
MPOBEJCHUS 3aHATHI
JEKIIMOHHOTO THIIA, 3aHATHH
CEMHHApPCKOTO THIA, KypCOBOTO
MIPOEKTUPOBAHUS (BBITOTHEHHUS
KYpPCOBBIX paboT), FPYIIOBBIX 1
WHIMBALYaTbHBIX KOHCYIBTAIHH,
TEKYILEro KOHTPOIS 1
HNPOMEXKYTOYHOM aTTeCcTalluu
(MacTepckas MOHTaXa U
HACTPOUKH OOBEKTOB CETEBOI

HH(PacTPyKTypHI)

KommekT crerpanusupoBaHHOi MeOen, cToika
TeneKkoMMyHHKarmonHas apyxpamaas CT-24U-2M-K, cromst
aHTHCTAaTHYECKHE, TEIEKOMMYHHMKAIIMOHHBIN nikad HarmomHeH NT
BASIC MP24-810, mika¢p TTPAKTUK CB-14, mkad
TEJICKOMMYHUKALIMOHHBIN HAOJIbHBIN, MEJIOBasi 10CKA.
Texnnueckune cpencra: ammapar cBapounsit Fujikura 80S+ KIT A;
UBIT Ippon Smart Winner 2000N, HCTOYHUK BHANMOTO H3JTy4CHHS
BOB-VFL650-5; xommyTarop SNR-S2985G-24TC, xommyTaTop
SNR-S2985G-8T-RPS, mapupytuzarop Cisco ISR 1921500002,
mMapmpyTu3zarop Juniper SRX100H2350002, onTryeckuii Tectep
BHOCHMBIX rorepb Grandway FHM2A02, cereBoii Tectep NET cat
Pro NC-500; mepeHOCHOM 3KpaH A7 MPOESKITHOHHOMN TEXHUKH,
npoekTop EPSON EB-S12, nHoytOyk ASUS F6A, TeneBusop.
Wmeercs Beixox B uHTepHET. [IporpaMmmHuoe obecnedeHune:
Omnepanuonnas cuctema Windows 10 Pro; Office Professional 2007,
Kaspersky Endpoint security mist 6usneca - CrangapTHBIN

AyIuTopus Ui CAMOCTOATEIBHON
paboThI 00yHarOIIIXCS

KommrekT cnennanusupoanHoi meoenu; Texnesusop LED LG 42",
aBTOMaTU3UPOBAHHbIE paboune MecTta (mporeccop He Hike AMD
Quad-Core, oneparuBHas namsth 00beMoM He MeHee 41°0;
HD500gb), uMeeTcst BBIXOI B HHTEPHET

[Iporpammuoe obecneuenue: OneparuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mst
ousHeca - CraHgapTHBIA

3.2. Uudopmanuonnoe obecrnieyeHne o0yueHnst
Ilepeuens pexoMeHayeMbIX y4eOHBIX U3JaHnii, UHTepHeT-pecypcoB, J0NOJHUTEIbHOMN

JINTEPaTypbl

Ocnosuble UCMOYHUKL!

1. MakcumoB H. B., Ilomos M.M. KomnbioTepHsie ceTH :

VyebHoe mocobue. - Mocksa:

WznarensctBo "OOPYM", 2022. - 464 c. - Teker : anekrpoHHsid. - URL: https://znanium.com/

catalog/document?1d=379310




2. lubpos M. B. KommbroTepHbIe ceTH U TelleKOMMYHUKanuu. Mapmpytusanus B [P-ceTsx B 2
9. Yacte 1 : Yuebnuk u npakrtukym s CITIO. - Mocksa: FOpaiit, 2022. - 333 ¢ - Teker :
anekrponHbid. - URL: https://urait.ru/bcode/491456
3. lubpor M. B. KommproTepHbIe CeTH U TeneKOMMYHUKauu. Mapmpyrtu3samnus B [P-cersix B 2
9. Yacte 2 : Yuebnuk u npaktukym s CITIO. - Mocksa: FOpaiit, 2022. - 351 ¢ - Teker :
snektpoHHbIi. - URL: https://urait.ru/bcode/491951

ﬂOI’lO]lHunle,fleble UCMOYHUKU.

Pecypcol ungpopmayuonno-menexommyHuKayuoHHou cemu « Mnmepnemy:

1. 9BC PYJIH u ctoponnue 9BC, Kk KOTOPBIM CTy[€HTHI YHUBEPCUTETA UMEIOT JIOCTYI Ha
OCHOBaHHUU 3aKJIFOYEHHBIX IOTOBOPOB:

- O6pasoBarenbHas wiathopma FOpaiit https://urait.ru
- OBC «YHuBepcurerckas oubmuoreka oraite» http://biblioclub.ru
- OBC Znanium https://znanium.ru

- DnektporHo-6ubmotednas cucrema PY/IH — 5bC PY/IH http://mega.rudn.ru/MegaPro/Web
2. ba3bl TaHHBIX U TOUCKOBBIE CUCTEMBI:

- YueOnblit mopran uactutyTa https://portal.rudn-sochi.ru/

Memoouueckue mamepuanvt 015 00y4aAOUUXCS

CamocrosiTennbHas paboTa CTy[ICHTa SBISIETCS KIIFOYEBOM COCTABIAIONIEH yueOHOTo Tporecca,
KOTOpas omnpesernseT ((OpMUPOBAHUE HABBIKOB, YMEHHI W 3HAHUH, IPUEMOB MTO3HABATEIILHOM
JeSITeTPHOCTH B 00ecreuynBaeT HHTEpEC K TBOPUYECKOM pabdore.

[IpaBHIBHO CIUTAHUPOBAHHAS U OPTaHU30BAHHASI CAMOCTOSITENIbHAsE paboTa CTyACHTOB
TTO3BOJISIET:

-crienarbh 00pa3oBaTeIbHBIN Mpolece Oolee Ka9eCTBEHHBIM U HHTEHCHUBHBIM;

-CIIOCOOCTBYET CO3JaHMIO MHTEepeca K N30paHHOH MPo(ecCchuu 1 OBIAJCHAIO e¢ 0COOCHHOCTSIMH;
-TIPHOOIIUTE CTYACHTA K TBOPYECKOM JEATETBbHOCTH;

-TIPOBOJIUTH B JKU3HB TP PEPEeHIIMPOBAHHBINA MOIXOA K 00yUSHHIO.

[Ipu opraam3amuy caMOCTOATENBHOM pabOTHI CTY/IEHTOB B KaU€CTBE METOIOIOTHIECKON
OCHOBBI JIOJDKEH MMPUMEHSATHCS 1A TENbHBIA MOIX0, KOTJa 00y4eHre OpUEeHTHPOBAHO HA
(opMHupOBaHUE YMEHHI peIaTh HE TOJBKO THIIOBBIE, HO M HETHIIOBBIE 3a/ja4H, KOT/J[a CTY/ICHT
JIOJDKEH MPOSBUTH TBOPUYECKYIO aKTUBHOCTH, MHUIIMATUBY, 3HAHHSI, YMEHUS 1 HABBIKH,
MTOJTyYeHHBIE TIPH U3YYCHUN KOHKPETHOW JUCIUTUIAHEL.

VY4aeOHO-MeToqMYeCKHe MaTepHallbl JUIsi CAMOCTOSITEIBHON paboThI 00yJatOIIIXCSt

pasMENIaroTCsa B COOTBETCTBUU C HeﬁCTBYIOHIHM HOopAAKOM Ha CTpaHUIC JUCIIUILIMHBI HA
VYaebHOM mopTae.



4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IL " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 3aﬂaHHﬁ.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHMS:

- 00mIe MPUHIIATIBI IIOCTPOCHHUS CETEeH,
CETEBBIX TOIOJOIMM, MHOTOCIOMHON MOJIEIH
OSI, TpeboBaHUii K KOMIIBIOTEPHBIM CETSIM;

- ApXUTEKTYpPY MPOTOKOJIOB, CTaHAAPTH3ALUI
ceTel, HTaroB IPOCKTUPOBAHUS CETEBON
HH(PACTPYKTYPBI;

- 0a30BbIE MPOTOKOJBI U TEXHOJIOTUU
JIOKAJIbHBIX CETEH;

- IPUHLUIIBI IIOCTPOEHHUS BBICOKOCKOPOCTHBIX
JIOKAJIbHBIX CETEH;

- cTaH/IapThl Kabeneil, OCHOBHBIE BH/IBI
KOMMYHUKALIUOHHBIX YCTPOUCTB, TEPMHUHOB,
MOHSTHH, CTAHJAPTOB U TUITOBBIX JIEMEHTOB
CTPYKTYpPHUPOBAHHOI KaOEIBbHOM CHCTEMBI.

Ananus u OIICHKA BBITIOJTHCHH S
WHIUBUYaTbHBIX 3aJaHUI, pACUCTHBIX padoT,
OIPOC, TEMAaTUYECKNN IUKTAHT,

KOHTpOJIbHAsT paboTa, MPaKTHYECKUE 3aHATHUS,

JIOMAaIIHKUe paboTsl, KOMIIBIOTEPHOE
TECTUPOBAHUE, B3aumoxoHTpoIIb u
CaMOKOHTpPOJIb ~ CTyZeHTOB. IlomHota ™
TpaMOTHOCTb ~ IOATOTOBIIEHHBIX  JOKIAJIOB,

cooOIIeHNH, Tpe3eHTaIHA.

VYMmenus:

- IPOEKTHUPOBATH JIOKAJIBHYIO CETh, BRIOUPATh
CETEBBIE TOITOIOTHH;

- HCTIOJIB30BaTh MHOTO(YHKITMOHAJIbHEIE

HaGmonenue, KOHTpONb TpernojaBarelis 3a
JIeATEIIbHOCTRIO  OOyYaromIMXcs, aHadu3 |
OIICHKAa ONTUMAJbHOCTH METO/a PEIICHHS
3amad, Oecena, ompoc, MPAKTHICCKUE 3aHATHS,

IpHOOPBI MOHUTOPHHTA, IPOTPAMMHO- JOMaIIHHE paboTsl, KOMITBIOTEPHOE
arapaTHble CPEICTBA TEXHUIECKOTO KOHTPOIS |TeCTUPOBAHKE

JIOKAJIbHOM CETH.

IIpakTrueckuii OMNbIT: HaOmronenne, KOHTpOJIb TIperojaaBaTelis 3a

- TPOEKTUPOBAHUHN APXUTEKTYPbI JTOKAJIbHOU
CETH B COOTBETCTBHH C ITOCTABJICHHON 3aJadycH;
- YCTaHOBKE M HACTPOMKE CETEBBIX MPOTOKOIOB
U CETEeBOr0 000PYAOBaHUS B COOTBETCTBUH C
KOHKPETHOM 3a/1a4eit;

- BBIOOpE TEXHOJIOTHH, HHCTPYMEHTAIBHBIX
CPEACTB IPH OpraHU3aLMM ITpouecca
HACCIEN0BaHNA OOBEKTOB CETEBOM
MH(DPACTPYKTYpBI;

- obecrieueHNH 0€30MTaCHOTO XPAaHEHUS U
nepenadd HHGOPMAIUH B JIOKAJIbHOH CETH;

- ICIIOTB30BAaHUH CIICIIHAIBHOTO
MIPOTPAMMHOTO 00ECTICUCHUS IS
MOJEIUPOBaHNUs, IPOCKTUPOBAHUS U
TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

JACATCIIBHOCTBIO 06yqa10mﬂxc;1, aHalIu3 U
OIICHKa OITHUMAJIbHOCTU METOAA PCIICHUSA
3aaa4, BBIITOJIHCHHUEC 151 3almuTa
HUHIWBUAYAJIbHbIX 3aﬂaI{Hﬁ.




5. KOMIIETEHIIUA OBYYAIOHWEI'OCS, ®OPMUPYEMBIE B PE3YJIBTATE
OCBOEHMSA JUCHUIIJIMHBI

Tabnuya 5. llepeuenv komnemenyuii

Ind Pe3yabrarsl (KOMIeTEeHIHH)
p OcHOBHBbIE T0KA3aTeJ TN Pe3yJIbTATOB MOATOTOBKH

K 1.1 JIOKyMeHTHPOBATh COCTOSIHHSI HH(POKOMMYHHKANMOHHBIX CHCTEM U MX
o COCTABJISIIONIUX B TMPOIECCE HATAIKH M IKCILTYaTAIHH

3HaTh:

MpaBUiIa ¥ MPOLEAYPHI IIPOBEACHNS HHBEHTAPU3ALIHH;

MpaBuiIa MApKUPOBKU YCTPOHUCTB H SJIEMEHTOB HH(POKOMMYHHKAIIHOHHOMN CHCTEMBL;
OCHOBBI JICJIOTIPOU3BOJICTBA;

MPOLEIyPhl CIIHCAHUS TEXHUUECKUX CPEJICTB;

IIPOrpaMMHBIE CPEICTBA HHBEHTAPH3ALIHN;

MIPUHIAITBL KiIacCH(UKAIINKA U KOIUPOBAHUS HH(POPMAITHH;

THIIOBBIC BApUAHTHI B3aHMO3aMEHICMOCTH;

MPUHLUIIBI OPraHU3anuy HH(POKOMMYHHUKAIIMOHHBIX CHCTEM I10 YIPABICHHIO PEMOHTOM H
o0CcTy)KNBaHUEM;

THUIIOBBIE CPOKH MTPOBEICHHS NPOPHIAKTHYCCKHX PEMOHTOB;

TEPMHIHOJIOTHS U NIPAaBUIIA YTCHUS TEXHHYECKOM JOKYMEHTALIUU;

npaBuiia 0(hOpMIICHHS TEXHHYECKOH TOKYMEHTAIMH 110 Pe3yJbTaTaM MPOBEPKU pabOTOCIOCOOHOCTH
YCTpOHCTB HH(POKOMMYHHKALIMOHHBIX CHCTEM.

YMeTh:

MOJIB30BATHCA HOPMAaTHBHO-TEXHUYIECKOH TOKyMEHTAIuel B 001acT WH()OKOMMYHHUKAITHOHHBIX
TEXHOJIOTHIA;

COIPOBOXKIATh TEXHUYECKYIO JOKYMEHTAIHIO 10 00beKTaM HH()OKOMMYHHKAIIHOHHBIX CHCTEM;
KOHTPOIHPOBATH HATHYINE U ABIKCHHE alllIapaTHBIX, TPOTPAMMHO-AIMTAPATHBIX U MPOTPAMMHBIX
CPENCTB;

pabotars ¢ HH(OPMAITMOHHON CUCTEMON TI0 YIPABICHHUIO 3allacaMH U PEMOHTOM;

oopMIISATE 3asIBKM HA MaTePHAJIbl B KOMILICKTYIOIINE HH(OKOMMYHHUKAIIMOHHBIX CHCTEM.

Brnagers:

COCTAaBJICHHSI PETVIAMEHTHBIX OTYETOB O 3aMEYEHHBIX OTKJIOHEHUAX OT IITaTHOTO PeXHMa
(YHKIIMOHUPOBAaHUSA NH(POKOMMYHUKAIIMOHHBIX CHCTEM;

JOKYMEHTHPOBaHHs 6a30B0i KOH(GUTYpaLHHi U IPOTPAMMHOT0 00ECIICYEeHUs YCTPOUCTB
MH(})OKOMMYHHUKAITHOHHBIX CHCTEM.

IIK 1.3. ‘YCTpaHHTb HEHCHPABHOCTH B padoTe HHPOKOMMYHHKALMOHHbBIX CHCTEM.

3HaTh:

JIUIEH3NOHHBIE TPEOOBAHIS 110 HACTPOHKE M SKCIUTYaTalliy YCTAHABIMBAEMOTO TIPOrPAMMHOTO
obecnievycHU;

OCHOBBI apXHTEKTYPBI, YCTPOUCTBA U ((yHKIHOHAPOBAHUS BEIYUCITHTEIIPHBIX CHCTEM;

TpeboBaHHs OXpaHbl TPyIa MPU paboTe ¢ armapaTHbIMHE, IIPOTPAMMHO-ANAPATHBIMK U TPOTPAMMHBIMU
Cpe/ICTBaMH aIMHHUCTPUPYEMON HHPOPMAIIHOHHO-KOMMYHHUKAI[HOHHOM CHCTEMBI.

YMeTh:

UACHTH()HUIMPOBATH MHITHICHTHI, BOSHUKAIOIIUE MPU YCTAHOBKE MPOrPaMMHOT0 00eCieueH s, U
MPUHUMATH PElICHUE 00 H3MEHEHUH TPOIIEyPhl YCTAHOBKH;

OIICHUBATh CTEIEHh KPUTHYHOCTH MHIUICHTOB IPU paboTe MPUKIATHOTO IPOrPAMMHOI0 00CCIICUCHHUS,
YCTPaHATh BOZHUKAIOIINE UHIIU/ICHTHI;

MPOU3BOAUTH MOHUTOPUHT aJIMUHUCTPHPYEMOH MH()OPMAITHOHHO-KOMMYHUKAITHOHHON CUCTEMBI,
JIOKYMEHTHPOBATh YYETHYIO HH(POPMAIIHIO 00 UCIIOIB30BAHUN CETEBBIX PECYPCOB COIIACHO

YTBEP)KICHHOMY Tpa(uKy.




Brnanerts:

BBISIBJICHUS COOEB M OTKA30B CETEBBIX YCTPONCTB U OTMICPAIHOHHBIX CHCTEM;

ompejeeHus COOEB U OTKA30B CETEBLIX YCTPONCTB M OINEPAIHOHHBIX CHCTEM;

yCTpaHEHHs MOCIEACTBHI COOEB M OTKA30B CETEBBIX YCTPOWUCTB U OMEPAMOHHBIX CHCTEM;
OIIpEIEICHUS IPUIUH BOSHUKHOBCHHUS KPUTHICCKUX HHITHACHTOB IIPH pabOTE MPUKIIATHOTO
MIPOTPAMMHOTO 00CCIICICHUSI.

IIpoBoanTh MpHEMO-CAATOYHbIE HCIIBITAHNS KOMIIBIOTEPHBIX CeTeH U CeTeBOr0
IIK 1.4. 00opynoBaHNs Pa3JIMIHOI0 YPOBHSA M OLICHKY KayecTBA CceTeBOi TOMOJIOITHH B
PaMKax cBoeil 0TBeTCTBEHHOCTH.

3HaTk:!

o0Iye MPUHIUIBI (PYHKIIMOHUPOBAHHS allllapaTHBIX, TPOrPAaMMHBIX H MIPOTrPaMMHO-aNapaTHBIX
CPEICTB aMHUHUCTPUPYEMOIT CETH;

apXUTEKTypa alnapaTHbIX, IPOTPAMMHBIX U IPOrPaMMHO-AIIaPaTHBIX CPEACTB aAMUHUCTPUPYEMOU
MH()OPMAITMOHHO-KOMMYHHKAIIUOHHON CHCTEMBI,

TpebOoBaHMS K KOMITBIOTEPHBIM CETSAM;

apXUTEKTypa MPOTOKOJIOB;

CTaHIapTU3allus CeTeH;

9Tanbl IPOSKTUPOBAHUS CETEBONH HH(PACTPYKTYPHL;

opraam3anys paboT 0 BBOIY B IKCILTyaTaIMi0 0ObEKTOB H CErMEHTOB KOMIIBIOTEPHBIX CETEH;
CTaHAApTHI Kabenel, OCHOBHBIE BB KOMMYHHKAIIMOHHBIX YCTPOWCTB, TEPMHUHBI, TOHATHS, CTAHIAPTHI U
THUIIOBBIE AJIEMEHTHI CTPYKTYPUPOBAHHOH KaOEIbHON CHCTEMBI: MOHTAXX, TECTHPOBAHHE;

CpeJICTBa TECTHPOBAHUA U aHAIM3a;

OpOrpaMMHO-ANMAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJISL.

YMeTh:

AICHTU(OHUIIMPOBATH HHITUACHTHI, BOSHUKAIOIINE TIPH MPOBEACHUH MPEIBAPUTEIEHBIX UCTIHITAHUN;
HCTIONB30BaTh MPOLEAYPhl BOCCTAHOBJICHUS IaHHBIX;

ONPEAEATh TOUKH BOCCTAHOBIICHHUS JaHHBIX;

OLICHUBATh PUCKU MEPEPHIBOB B MIPEIOCTABIECHUH CEPBHCOB MPU MPOBEJIEHUH HCIIBITAHUM;
TI0JIb30BAThCsI HOPMATHBHO-TEXHHYECKON JIOKyMEHTAIUEH B 001acTH HH(POKOMMYHUKAI[HOHHBIX
TEXHOJIOTHH.

Brnagers:

MOATOTOBKHU K MPOBEICHUIO IPEABAPUTEIBHBIX HCIIBITAHUM;

cocTaBieHU rpaduKa MpeABAPUTETHHBIX UCTIBITAHUN;

ONOBELICHHUs MOJIb30BaTeIeH 0 BO3MOXKHBIX IIEpEphIBaxX B MPEI0CTABICHUN CEPBUCOB;
BBIMOJIHEHHUS IIPEABAPUTENbHBIX UCIIBITAHUMN.

OcymecTBIsITH pe3epBHOE KONMPOBAHNE U BOCCTAHOBJIEHHE KOH(PUTYpaliun

IIK 1.5.
ceTeBOro 000py10BaHUs HH(POPMALMOHHO-KOMMYHHKALMOHHBIX CHCTEM.

3HaTh!

o0rmme npuHIAIEL (PYHKIHOHUPOBAHHUS allllapaTHBIX, MPOrPaMMHBIX M TPOTPaMMHO-aIapaTHBIX
CPEACTB aIMUHUCTPUPYEMON HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHOH CHCTEMBI;

ApXHUTEKTYpa armnapaTHbIX, IPOTPAMMHBIX U TIPOTPaMMHO-AMNTIaPaTHBIX CPEICTB aIMHHHUCTPUPYEMOM
MH(OPMAITUOHHO-KOMMYHHUKAIIHOHHOMN CHCTEMBI;

HHCTPYKIIUH 110 YCTAaHOBKE aJIMUHHCTPHPYEMBIX CETEBBIX YCTPOUCTB UH(OPMALIUOHHO-
KOMMYHHUKAIIHOHHON CHCTEMBI,

TpeOOBaHM OXpaHbI TPyZa MPH PaboTe C CETEBOM anmapaTypoi aIMAHICTPHPYeMOi HH(OPMAaLIMOHHO-
KOMMYHUKAITHOHHOH CHCTEMBL.

VMmeTn:

HCITONIH30BATh MTPOLEIyPHl BOCCTAHOBIICHUS JAaHHBIX;

OTIPENIENATh TOYKHA BOCCTAHOBIICHUS TaHHBIX;

paborars ¢ cepBepamMu apXUBUPOBAHUS U CPEICTBAMHE YIIPABJICHHS OTICPAI[HOHHBIX CUCTEM;
MOJIB30BATHCA HOPMAaTHBHO-TEXHUYIECKOH TOKyMEHTAIuel B 001acT WH()OKOMMYHHUKAITHOHHBIX
TEXHOJIOTHIA;

BBITIOJHATH [IJIAHOBOE apXHBUPOBAaHHE MPOTPAMMHOI0 00€CIIedeH s T0Ih30BATEIbCKUX YCTPOMCTB
CoracHO rpaduKy.




Bmaners:

BOCCTaHOBJICHIS TAPAMETPOB IO YMOIYAHHIO CONTACHO JOKYMEHTAIIUN OTICPAIHOHHEBIX CHCTEM;
BOCCTaHOBJICHHS TAPAMETPOB TIPH ITOMOIIIN CEPBEPOB APXUBUPOBAHUS;

BOCCTaHOBJICHHS ITAPaMETPOB TIPH IMOMOIIH CPEICTB YIPABICHHUS CICIIHATH3HPOBAHHBIX OMEPAITHOHHEIX
CHCTEM CETEBOTO 000PYI0BaAHUS;

MJIAHUPOBAHWS PACITACAHWSI APXUBUPOBAHIS H apXUBUPOBAHKE TAPAMETPOB TOIH30BATEITHCKHAX
YCTpOMCTB;

COTIPOBOK/ICHIS CEPBEPOB aPXUBHPOBAHUS ITPOTPAMMHOTO oOecneueHust HHPOPMAIMOHHO-
KOMMYHHUKAITHOHHOW CHCTEMBI;

MOHHUTOPHHTA MPOBEICHHOTO MJIAHOBOIO apXHUBUPOBAHHUS TOJI30BATEIBCKAX YCTPOMCTB.

OCYIIIeCTBJISlTb HHBCHTAPU3ANUI0O TEXHUYCCKHX CPEICTB ceTeBoil

IIK 1.6.
HHPPACTPYKTYPHI, KOHTPOJIb 060PYI10BAHUS TOC/IE MPOBEIEHHOT0 PEMOHTA.

3HAaTh:

MpaBUJIa M MPOLIEYPHI IPOBEICHUS HHBSHTAPU3AIINH;

MpaBUJIa MAPKUPOBKHU YCTPOUCTB H 3JIEMEHTOB HH(POPMAIIMOHHO-KOMMYHHKAIIHOHHON CUCTEMBI;
OCHOBBI JICIIOMTPOH3BOJICTBA;

MpoTIeaypa CIUCAHUS TEXHUICCKHAX CPEICTB;

OTpaciieBbie HOPMAaTHUBHBIC TIPABOBEIC AKTHI,

TpeOOBaHUS OXpaHbI TPyAa MPHU paboTe C armapaTHBIMKA, TPOTPAMMHO-ANTIAPATHRIMU U TIPOTPAMMHBIMHA
CpencTBaMU aAMUHUCTPUPYEMOU WH(POPMATTHOHHO-KOMMYHHKAITHOHHOW CHCTEMEI;

TIPOTPaMMHBIE CPEICTBa MHBCHTAPU3AIIHH.

YMeTh:

BECTH TEXHUYECKYIO JIOKYMEHTAIUIO 110 00bekTaM HH(GOPMAIIMOHHO-KOMMYHUKAITMOHHON CHCTEMBI;
KOHTPOIMPOBATh HATMYWE W ABIYKCHHC allMIapaTHBIX, IPOTPaMMHO-AITAPATHBIX B MPOTPaMMHEIX
CPEACTB;

MIOJIB30BAaThCA HOPMATHBHO-TEXHHIECKOM TOKyMEHTAIUEH B 00M1acTd WH()OKOMMYHHKAITMOHHBIX
TEXHOIOTHH.

Bnagers:

MIPOBEICHUS NHBCHTAPU3AINN;

MPOBEPKH OTYETOB I10 PE3YJIbTaTaM HHBEHTAPU3aLMU U CIIMCAHUIO allllapaTHbIX, IPOrPaMMHO-
arirnapaTHbIX U MPOrpaMMHBIX CPEJICTB;

(PUKCHPOBAHUS B KypHAJIC HHBEHTAPHBIX HOMEPOB TEXHUYCCKHX CPEACTB AJIMUHUCTPUPYEMOH CETH;
(UKCHPOBAHUS B JKypHAJIE MECTOPACIIONIOKCHHS TEXHHYECKUX CPEICTB A IMHUHHCTPHPYEMOI CEeTH;
MapKUPOBKH TEXHUYECKUX CPEACTB aIMUHUCTPUPYEMOI CETH.

OcyuiecTBISITH perjiaMeHTHOe 00C/Iy:KUBAHUE H 3aMeHY PaCXOIHbIX
IIK 1.7. MaTepuasioB nepugepuiiHoro, ceTeBoro U cepBepHOro 000py10BaHHA
HH(POKOMMYHHUKALMOHHBIX CHCTEM.

3Hark:

TUITOBBIC CPOKH 3aKJIFOYCHHS U ACHCTBUS JOTOBOPOB Ha 00CITyKUBaHNE MH(POPMAITHOHHO-
KOMMYHHKAITHOHHON CHCTEMBI,

JIEHCTBYIOIINE B OPTaHU3AIlUH JIOKAJIbHBIC aKThl Ha 0OpPMIICHIE 3aBOK HAa MaTepPHAIIbI H
KOMILICKTYFOIIHE;

MPUHITUITEL OPTaHU3aluK HH()OPMAIIMOHHBIX CHCTEM YITPABICHHS PEMOHTOM U 00CIY>KHBAHHEM;
TUIIOBBIC CPOKH MPOBEACHHUS MPOPUITAKTUIECKOTO PEMOHTA;

MpaBUJIa U MPOIEAYPHI TIPOBEACHUST HHBEHTAPU3AITIH;

MPaBUIJIa MAPKUPOBKHU YCTPOHCTB H 3JIEMEHTOB MH(POPMAILIHOHHO-KOMMYHHKAIIHOHHON CUCTEMBI;
OCHOBBI JICJIOTIPOM3BOJICTRA,

MpOIIeIypa CIIHCAHUS TEXHHICCKAX CPE/ICTR;

OTpaciieBble HOPMATUBHBIC MPABOBEIC AKThI.

Ymets:

paborars ¢ JOTOBOPHOM U OTYETHOW JOKYMEHTANMEH Ha 00CTy)XrBaeMyr0 HHPOPMALHOHHO-
KOMMYHUKAIlHOHHYIO CUCTEMY;

MIOJIB30BAaThCA HOPMATHBHO-TEXHIIECKOM TOKyMEHTAIUEH B 00M1acTi WH()OKOMMYHHKAITMOHHBIX
TEXHOJIOTH;

paboTath ¢ UHGOPMAITMOHHOW CHCTEMOW YIPABJICHUS 3al1aCaMy U PEMOHTOM;

0 OpMIIATH 3asBKH HA MAaTEPUAIbl U KOMILICKTYIOIIHE HH()OPMAIMOHHO-KOMMYHUKAIIMOHHOUW CHCTEMBI.




Brangers:

KOHTPOJISL OCTaTKOB 3allaCHBIX YacTeil U 000pyI0BaHuUs IO 3aMEHY;

KOHTPOJISA cOOMoIeH s rpaduka MpopHIaKTHIECKOro 00CITyKHBaHU 000PyIOBaHUS;

BHECEHHUsI JAHHBIX O MTPOBEICHHBIX paboTax B MHPOPMAILIMOHHYIO CHCTEMY YIIpaBlICHHS 3ariacaMi H
PEMOHTOM;

BHECEHHSI JAHHBIX 00 MCIIONB30BaHHBIX 3aMACHBIX YacTsIX B MH()OPMAIMOHHYIO CUCTEMY YIIPaBICHUS
3amacaMy ¥ PEMOHTOM.

Iopnep:xuBaThH padoTOCIOCOOHOCTH ANMAPATHO-MPOTPAMMHBIX CPEICTB

IIK 1.2. k:
yCTPOiicTB HHPOKOMMYHHUKAIHOHHBIX CHCTEM.

3HaTE:

OCHOBBI APXHUTEKTYPHI alllIAPATHBIX CPEJICTB;

NPUHIHAIE QYHKIHXOHUPOBAHS AlIAPATHBIX CPEICTB BEIYUCIUTEIIFHON TEXHUKH,

THUIIOBBIC PETTIAMEHTHI 00CTY)KUBAHUS allIIAPATHBIX CPEICTB;

Croco0bl OOHAPYKEHUSI MEXaHUIECKHX HETOI0K B paboTe yCTpoiCcTB MH(POKOMMYHHKAITHOHHBIX
CUCTEM, IPUINH X BOZHAKHOBCHUS U IIPUEMOB YCTPAHCHHS,;

TpeOOBaHU OXPaHbI TPY/IA MPU paboTe ¢ MPOTPaMMHO-ANITAPATHBIME CPECTBAMU
WH()OKOMMYHHUKAITMOHHBIX CHCTEM.

YMmeTsh:

MPUMEHATH UHCTPYKITUHU IO YCTAaHOBKE M SKCILTyaTauy nepudepuifnoro 000pyaoBaHus;

BBITIOJTHSTH 3aMEHY PACXOIHBIX MAaTEPHAIOB H KOMILICKTYIOIMUX Mepr(epuiftHOro 000pyI0BaHMS;
HCIOIb30BaTh KOHTPOIBHO-U3MEPUTEILHOE 000PYy/I0BaHIE ISl IPOBEPKH IEKTPUICCKHX COSTMHECHUI
YCTPOUCTB UH(DPOKOMMYHHUKAIIMOHHBIX CHCTEM;

BBIABIIATH M YCTPAHATH MEXAaHHUUECKUE MIOBPEXKACHUS U NE(DEKTHI yCTPONUCTB MH(POKOMMYHHKAITHTOHHBIX
CHCTEM.

Brnanerts:

5

YCTaHOBKH WH(OKOMMYHHKAIIMOHHBIX CHCTEM Ha pab0YMX MeCTaX CONIACHO TPYAOBOMY 3aIaHHIO;
BBIITOJTHCHHSI AMArHOCTHUKH allllapaTHBIX OUIMOOK yCTPOHCTB HH(POKOMMYHUKAIIHOHHBIX CHCTEM;
JIEMOHTaKa U 3aMEHBI Y3JIOB U 3JIEMEHTOB OTACNBHBIX YCTPOUCTB HH()OKOMMYHHUKALIMOHHBIX CUCTEM, B
TOM 4Hclie neprupepuifHOTO 000PYTOBAHHS.




6. ®°OH/I OHEHOYHBIX CPEJICTB

6.1. @oHA OLIEHOYHBIX CPEACTB IS MPOBEJCHNUS NMPOMEKYTOYHON aTTecTaluu
obyuaronuxcst no gucuuninte « Komnsworepubie ceTm»

ITepedens BOpOCOB [UIsl HOATOTOBKY K 3aHATUAM U IMPOMEXYTOYHOU aTTECTALHH,
KOHTPOJIBHBIX paboT, cofiepKaHne 3aaHnui /ISl BBITOJTHEHUS TPAKTUYESCKUX U
CaMOCTOSITENIFHBIX Pab0T, PEKOMEHIAIINH TI0 BBITIOJIHEHUIO H KPUTEPUH OLCHUBAHUS
MPEJCTaBICHBI B (JOH/IE OLIEHOYHBIX CPENICTB MO AucHUIuInHe « KoMIbroTepHbIe CeTH» B
[Tpunoxennn x Hacrosuier Pabodell mporpaMMe JUCIUTUIHHEL.

OrneHO4HBIE CPECTBA MO3BOJISIIOT MPOBECTH TEKYIIUH KOHTPOIb MO Aucuuiuinge. [lo kaxaomy
CpPEZICTBY OLICHUBAETCS MTOJTHOTA U TIIyOMHA OCBOCHHS, XapaKTEPHU3YIOIIHECs MTOKa3aTesIMKA
KPUTEPUSIMH OL[EHUBAaHUS

Tabnuya 6. Ilokazamenu u kpumepuu oYeHUBaHUs.

[lokasarens Kpurepnii
. 3nHaeT: 0a30BbIe OOIIME 3HAHUS,
[Toporossrii v .
MeeT: OCHOBHBIC YMEHUsI, TpeOyeMbIe [UTsl BBITIOJIHEHHUS TPOCTHIX
(y3HaBaHue) )
3a/1a4,
«3» B .
naneer: paboTaeT mpu MpsiMOM HaOJTFOIEHHUH.
3uaeT: (paKThl, IPUHIIAIIBL, TPOIECCHI, OOITUE MOHATHUS B MpeaeIax
00acTH MCCIIEeI0BaHUS,
Ba3oBbIit YMeeT: Auana3oH NPaKTHIECKUX YMEHUH, TPeOyeMBbIX JJIsi PeIICHUs
(Bocmpon3BeicHHe) |ONPEIETEHHBIX IPOOIEM B 0OIaCTH MCCIIEN0BAHMS;

«4» Brnageer: GepeT OTBETCTBEHHOCTH 3a 3aBEpIICHUE 33129 B
WCCIIeIOBAaHUH, MPUCTIOCA0IMBAET CBOE TIOBEJCHIE K 00CTOSTEIHCTBAM B
pemIeHu: mpoodIemM
3Haet: akTHUECKOE U TEOPETUIECKOE 3HAHKE B MpeesiaXx 00IacTu

Beicoxuii HCCIICIOBAHUS C IOHUMAHUEM TPaHUIl TPUMEHUMOCTH;
(KOMIETeHTHOCTh) |YMEET: IHaNa3oH NPaKTUYECKUX YMEHUH, TPeOyeMbIX 1y Pa3BUTHSL
«5» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs MPooOIeM;
max 6asut Brnaneer: koHTponupyet paboTy, MPOBOAUT OLIEHKY, COBEPIIEHCTBYET
JercTBUSL pabOTHI

MakcumanbHOE KOTMYECTBO OaIIIOB MO KaXKIOMY OIIEHOYHOMY CPEJCTBY COOTBETCTBYET
BepOaTbHOMY KPUTEPHIO «BBICOKHII.

7. AHBIE CBEJAEHUSA U (MJIN) MATEPUAJIBI

7.1 Ilepevennb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, MCI0JIb3YEMbIX NPH OCYIIECTBJICHHH
0o0pa30BaTe/IbHOTO MPoNecca M0 JHCHHIIJIMHE

B mpomecce oOydeHus WCIONB3YIOTCS AaKTHBHBIE M WHTEPAaKTHUBHBIE 00pa30BaTeIbHBIC
TexHONMOruM ((HopMBbI MPOBEACHUS 3AHATHIA):

-JIeKuH, (ppOHTATBHBIE ONPOCH], IPE3CHTAUH U 3aIUTa MUHU-TIPOCKTOB;

-Kelc-cTaan (pa300p KOHKPETHBIX CUTYallni),

-MMUTAllMOHHBIE KOMIIBIOTEPHBIE MOJIEIIH;

-OpraHu3ali CaMOCTOSTENIbHONW y4eOHO-TTO3HABATEIbHON AEATENbHOCTH (WHIMBHTyaTbHBIC
JIOMAIlTHUE 3aaHHs).



