COYMHCKHUM MHCTUTYT (PAJTHAJ)
(henepaabHOTO rocyIapcTBEHHOT0 ABTOHOMHOIO 00Pa30BaTEILHOTO

_ . yupesk/IeHusi BbICIIEero 06pa3oBaHusi
«POCCUUCKHUU YHUBEPCUTET JAPYXKBbl HAPOJIOB UMEHHU MMATPUCA JIYMYMBbI»

Otnenenue cpeaHero NpodecCHOHAIBHOTO 00pa30BaHUs

JIOKyMEHT MOAMUCAH MPOCTOH 3MEKTPOHHOH MOANUCHIO
Nudopmauus o BIagenbue:

®UO: Merenko Anexcanap Tumodeeuy

JlomxHOCTB: {lupexTop

Jlara mognucanus: 28.04.2025

YHUKaIbHBIH TPOTrPAMMHBIH KIIIOY:
28acbc88a6d3cel1b5b99250119a43df0be7b81d

PABOYAS MTPOIT'PAMMA YYEBHOUW JUCIHATIINHBI

"KomnbroTepHbie cetu"

(HaHMeHOBﬂHHe ,I[I/ICHH]'IHI/IHBI)

OcBoenne y4e0HOM THCIUIIIMHBI BeAETCH B PAMKAX peaju3alui OCHOBHOH 00pa3oBaTe/IbHOM
NMporpamMMsbl cpeaHero npogeccuoHajabnoro oopaszosanusa (OII CI1O):

09.02.07 MagpopmanmoOHHbIE CUCTEMBI U POTrPAMMHUPOBAHUE

(xon 1 HanMeHoBaHMe crienuansHocTH/Mpodeccun OIT CITIO)

KBanupukanus:

CIICHHUAJINCT I10 I/IHCbOpMaI_H/IOHHLIM CHCTEMaM

(HaMMeHOBaHHE KBATH(DHKALNH)

Coumn,
2025 .



1. MACHOOPT MPOTPAMMBI YYEBHOM TN CHUIIJINHBI
OI1.09 KomnboTepHbIE CeTH
Ha36aHUe OUCYUNTUHBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[Iporpamma yue6no# mucrumumnabl OI1.09 KomnbroTepHble ceTH sIBISETCS 9acThIO IPOTrPaMMBI
MOJITOTOBKM CHEIUAJINCTOB cpefHero 3BeHa B cooTrBeTcTBHH ¢ DPI'OC "denepanbHbIil
TOCY/IapCTBEHHBIN 00pa30BaTENbHbIN CTAHAAPT CPETHETO MPO(ECCHOHANIBHOTO 00pa30BaHUs 110
cneruanpioctu 09.02.07 UTHOOPMAILIMOHHBIE CUCTEMBI U ITPOI'PAMMHWPOBAHUE
(mpuka3z MunoOpHayku Poccun ot 09.12.2016 . Ne 1547)"

1.2. Mecto yueOHOIl TMCHUIJINHBI B CTPYKTYpe NPOrpaMMbl MOATOTOBKH CHEIHATHCTOB
CpeIHEero 3BeHa.

VYue6nas mucnumumaa OI1.09 KommbrorepHbie ceTn BXOOUT B 00mENpOoeCHOHAIBHBIA THKIT
npodeccuoHaTbHON TTOTOTOBKH.

1.3. LHeau u 3agauu — TpeGOBaHUS K Pe3yJIbTATAM OCBOCHMS YUeOHOH AUCHHMIIIHHBI.

OcHOBHast 1enmp — CHOCOOCTBOBAaTH (POPMUPOBAHHIO OOIMUX W NPOPECCHOHAIBHBIX
KOMIICTEHIIUN TTOCPEACTBOM MPUOOPETEHHsI 3HAHHI, YMEHHH M HABBIKOB B COOTBETCTBUH C
BUJIOM TPO(eCCHOHATBHON AEATEIbHOCTH.

B pesyabrare ocBoeHHs Y4eOHOM AMCHMIUIMHBI CTYIEHT J0/I2KeH 3HATh:

- oOmIMe TMPUHIIUIBI MOCTPOSHUSI CETEeH, CETeBBIX TOIMOJIOTHI, MHOTOciHonHoN Momenu OSI,
TpeOOBaHUI K KOMITBIOTEPHBIM CETSIM;

- apXUTEKTypy IPOTOKOJOB, CTAaHJAPTH3alUM CETEH, 3TaloB TMPOEKTUPOBAHUS CETEBOU
MH(pPACTPYKTypBI;

- 0a30BBIC MPOTOKOJIBI U TEXHOJIOTHUHN JIOKAJIBHBIX CETEH;

- IPUHIUIBI TOCTPOEHUSI BBICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;

- CTaHAApTHI Kabemneil, OCHOBHBIC BUIbI KOMMYHUKAIMOHHBIX YCTPOUCTB, TEPMUHOB, MTOHSITHH,
CTaH/IAPTOB M THITIOBHIX 3JIEMEHTOB CTPYKTYPHPOBAHHOM KaOEITbHON CUCTEMBL.

B pe3yabrare ocBoOeHHSs YUeOHOI IMCHUIJIMHBI CTYIEHT J0/KeH YMeTh:

- POEKTUPOBATH JIOKATLHYIO CETh, BRIONPATH CETEBBIC TOTIOIOTHH;

- HCIONIb30BaTh MHOTO(YHKIIMOHAJIBHBIC MPUOOPBI MOHHTOPUHTA, MPOTPAMMHO-AIAPATHBIC
CpE/ICTBA TEXHUYECKOTO KOHTPOJIS IOKATbHOM CETH.

B pe3ynbrare ocBoeHHsI y4eOHOH AMCHMILUIMHBI CTYIEHT /I0JI’KeH UMeTh HABBIKU U (WJIN)
ONBIT AeSTEeJIbHOCTH:

- IPOEKTHPOBAHUH aPXUTEKTYPBI JJOKATBHON CETH B COOTBETCTBUHU C MOCTABICHHON 3a/1a4eii;

- YCTaHOBKE W HACTPOUKE CETEBBIX MPOTOKOJIOB W CETEBOTO OOOPY/IOBaHUS B COOTBETCTBHH C
KOHKPETHOM 3a/1a4ei;

- BBIOOPE TEXHOJIOTHH, MHCTPYMEHTAIIBHBIX CPECTB IPU OPTAHHU3AIUH ITPOLIeCCa UCCIICIOBAHHUS
00BEKTOB ceTeBOW MHPPACTPYKTYPHI,

- obecmieueHNH 0€30MTACHOTO XpaHEHHUs U Tepeadi HHPOPMAIIHH B JIOKATHHOU CETH;

- HWCIONB30BAaHWUHU  CIICHAIFHOTO TPOTPAMMHOTO OOCCIICYCHHS] Ui  MOJICIIHPOBAHHS,
MPOEKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

1.4. Pexomenayemoe KOJIMYECTBO YACOB HA OCBOEHHE NMPOrPaMMbl YUeOHOM ANCHUIINHBI:

O6bem mporpammsl 156 gacoB, B TOM 4ucre:
ayMTOPHON yueOHOI Harpy3ku oOydatomierocs 120 gacos;



CaMOCTOSITENIbHOM paboThl oOydaromerocs 24 9acos.

2. CTPYKTYPA U IPUMEPHOE COJEPXKAHUE YYEBHOM JUCIUATIINHBI
2.1. O6beM yueOHOM JMCHUILINHBI U BUABI y4eOHOH padoThI

Tabnuya 1. Budwsl yuebnoti pabomul no nepuooam oceoerus OOII CIIO ons popmbi 06yuenus -
OuHas.

Buj yueGHoii padoThI Beery, Cemectp(-1)
aK. 4.
4 5

KonrakTnas (aynutopHasi) padora (Bcero) 120 60 | 60
B TOM YHCIIE: - - - - - - -
JeKIuH (€CH MPEAYCMOTPEHO) 48 24 | 24

B TOM uucie B (POpMe MPAKTHICCKOH MOITOTOBKH

(eci IpeTyCMOTPEHO) ) ) )
1abopaTopHEIe 3aHATHA (SCIIH IPEAYCMOTPEHO) - - -

B TOM YHCIIEe B JOpME MPAKTHUECKON TTOATOTOBKH

(ecim IPEMYCMOTPEHO) ) ) )
MIPAKTHICCKAE 3aHITH (€CIU TPEyCMOTPEHO) 72 36 36

B TOM 4HCIe B (POpPME MPAKTHUCCKON MOIOTOBKH

(ecim IpEMyCMOTPEHO) } ) )
CamocTosnTebHas padora o0y4uamnierocs (Bcero) 24 12 12
B TOM YHCIIE: - - - - - - -

B (hopMe MpaKTUIECKOM MOATOTOBKH

(ecu mpeyCMOTPEHO) ) ) )
YacoB Ha KOHTPOJIb: 12 - 12
IIpomesxyrounas arrecraiius B popme: (3ader/aud3ager/
DK3aMEH) B Ap | Ox
OO011ast TPyT0EMKOCTh qac 156 72 84

2.2. Temaruueckuii iiaH u coaep:xxkanue ydeonom mucuuminnasl OI1.09 Komnbrotepubie
ceTH

Tabnuya 2. Cooepoicanue oucyuniunvl/MIK no eudam yueonotl pabomoi

HAUMEHOBAHMUME PA3JEJIA IUCHUITIJINHBI Bux y4e6Hoii
SoTHI* KoJ1-Bo yacos
Conep:xanue pa3aesa (TeMbl) padoTh!
Tema 1. BBeneHnue B cereBbie 20
TeXHOJIOr Ul
Kommerorepusle cetn Jlex 2

CoBmecTHas pabota, IHTEepHET 1 COBPEMEHHEBIE CETEBBIC TEXHOJIOTHH — 00JIaCTh IPUMEHEHHS U
HasHaveHne. Buibl KoMIblOTepHBIX ceTeil. [TTo0anbHbIC U JTOKAIbHBIC CETH.

OnHOpaHTOBBIE M KIIHEHT-CEPBEPHBIC apXUTEKTYphl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas cpena u
ceTeBsble ycTpoiicTBa. Texnomoruu noaxmodeHns k areprer. KonseprentHsie ceTy.

KagectBo u HagexHOCTH ceTeil. OCHOBHBIEC MOHATHS CETEBOM Oe30macHOCTH. TeHISHIINH pa3BUTHS
ceTei.

CereBble TPOTOKOJIBI 1 KOMMYHHUKAITIH Jlex 2

KommpoBanue n napameTpsl coobmmeHus. CeTeBbie MPOTOKOJbL. B3anMoneiicTBie TPOTOKOIOB.
Ha6op nporokomnos TCP/IP u nponecc o6MeHa nanHbMHA. OpraHu3anyy 10 CTaHIapTH3AIH:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposHessie mogenu OSI u TCP/IP. Unkarncyisius JaHHbIX.
Iporoxonsueie 61oku nanHbX (PDU). Joctyn k nokansHBIM pecypcam. CeteBasi agpecanusi.
MAC- u IP- agpeca. loctyn k ynan€aasm pecypcam. 1103 mo ymondanuto.




IP-agpecanust Jlex 4

Crpyxrypa IPv4-anpecos. Cereas u y3mnoBas gactb [P-anpeca. [Ipeobpa3zoBanue aapecoB MEXIy
JIBOMYHBIM U JACCIATCpUIHBIM npeacraBieanem. Macka moacetu IPv4. CereBoit aapec, anpec y3ina i
MMPOKOBEIATENbHEIN aapec cetu IPv4.

[IpucBoenue y3imy crarudgeckoro u auHamudeckoro [IPv4-anpeca. MHoroanpecHas nepeaada.
ITy6nuansie u yactabie IPv4-agpeca. IPv4-agpeca cnennansroro HazHaueHus. [IpucBoenue IP-anpecos.
CoBmecTHOE Henonb30BaHue PoTokoioB IPv4 u IPv6: nBoiHOI cTek, TyHHEMUPOBaHUE,
npeobpazoBanwme. [Ipencrasnenne [Pvo-anpecos. [IpaBuna coxpamienns 3anucu IPv6-anpecos.
MummBuayansHEIH, TPYIIIOBOM, TPOU3BONIBHEIN TUITEI [PVv6-agpecoB. CTpyKTyphl JOKaIBHOTO U
I00aIBHOTO

MHIUBUAYyaTbHBIX [Pv6-anpecos. Cratnyueckas M [UHAMHYECKas KOHQUTYpauy III00aIbHOTO
uHAUBHAyanbHOTO anpeca. [Ipouecc EUI-64 u cny4aiiHO creHeprpOBaHHBINA HACHTH(UKATOP
unrepdeiica.

ICMP-cepBucel. Otnnaus mis npotokonos IPv4 u [Pv6. Coobmenus ICMPvI6 «3ampoc
MapHIpyTH3aropy», «O0bsABICHUE OT MapIIPyTU3ATOPay, «3apOC COCEOHETO y3i1a» U «OObsIBICHHE
coceqHero ysia». TecTupoBaHUE CETH ¢ IOMOIIBIO HX0-3anpocoB. TpaccupoBka MapipyTa. Bpems
MPOXOXKJCHUS CUTHAJIA B pAMoM 1 oOparHoM HanpasieHusx (RTT). Bpems xuzuu (TTL) IPv4 u
npenen nepexonos [Pv6.

Pasnenenue IP-cetel Ha moaceTu ‘ IIp ‘ 4

Cermenrarus [P-cereit. OOMeH naHHBIMU MKy TofceTaMu. [TaHupoBaHHE aapecalu B MOJICETSIX.
Pacuernbie popmyibl st cerMeHTaIiu ceti. PasOnerue Ha MojiceT# Ha OCHOBE TPEOOBAaHUH Y3JI0B
ceTeil, B COOTBETCTBUU ¢ TpeboBanusmu ceteit. OnpeencHue Macku mojcetu. Pasouenue

Ha TOJICETH C HCIONh30BaHUEM Macku niepemennon mmHb (VLSM). bazoBas monens u Ha3HaUYCHME
6noxoB anpecoB VLSM. IInarupoBanue anpecanuu cetu. OcoberHocTr npoektupopanus [Pvo-ceru.
Pas3Ouenue Ha MOACETH ¢ UCTIONB30BaHHEM UACHTU(UKAaTOpa nHTepdetica.

HOIIKJHO‘-I@HI/IC KOMIIBHOTCPOB K CETHU C MOMOIILIO Kabenei u

IIp 4
OecrpoBOIHBIX a1aNITEPOB

Ormpenenenne CETEBbIX YCTPOUCTB U KaHANIOB cBsi3u. OOxHM ceTeBoro kabens. [I[pocMoTp 1aHHBIX O
0eCIpOBOHBIX U MPOBOIHBIX CETEBEIX aganTepax.

Hacrpoiika [P-agpecammm IIp 4

Kongepranmus IPv4-anpecoB B agBonuHyto cucremy cuucienus. Onpenenenue [Pv4/IPv6-anpecos.
Hactpoiika [Pv6-anpecoB Ha ceTeBBIX ycTpolicTBax. TecTHpoBaHUE CETEBOTO MOIKIIOUCHIS C TIOMOIIBIO
KOMaH/ «ping» u «traceroutey.

Tema 2. IIpyHIMIBI MAPIIPYTH3ANUU U KOMMYTAIUN 52

BBenenune B KOMMyTHpPYEMbIE CETH Jlex 4

O0nenunénnubie cetr. Mepapxusi B KOMMYyTHPYeMOii ceTi. Pojib KOMMYTHPYEMBIX CETEH.
KommyTrpyemas cpena. Jlnnamudeckoe 3arnonnenune Tadmunsl MAC-anpecoB komMmyTaropa. Metozsl
IIepPEChUIKH Ha KomMyTaTope. KomMmyTamnus ¢ mpomMexyTodHbIM XpaHeHneM. CKBO3HAs KOMMYTAIHs.
KommyTtannonusie noMeHbl. CHIKEHHE TEPETPY30K CETH.

OCHOBHBIE KOHIIETIUH U HACTPOWKA KOMMYTallHH ‘ Jlex ‘ 4

OcHOBHBIE KOHIIENIIMH U HACTpOiKa KOMMyTanuH. [lepBoHadanbHas HacTpoiika KOMMyTaropa
BOCCTaHOBJICHHE MOCIe CHCTeMHOTo c¢6os. HacTpoiika nocTyrma ams 6a30BOro ynpasieHHs
kommyTaropom ¢ [Pv4. [lynnekcHas cBsa3b. HacTpoiika mopToB KoMMyTaTopa Ha (PHU3AIECKOM ypOBHE.
@DyHKIMA aBTOMAaTHYECKOro onpeaeieHus tuna xabdemns (Auto-MDIX). [Tpoepka HacTpoek nmopta
komMmyTatopa. ITouck u ycTpaHeHue npobiaeM Ha ypoBHE IOCTYIA K CETH.

besomacHocTh KOMMyTaTOpa. 3amMIEHHBIN yrnan€Hnblil noctyn. Hactpoiika SSH. PacnipocTpanénnsie
yrpo3bl 6e3omacHocTH: nepenonnenne Tabmunsl MAC-anpecos, DHCP-ciiyduHr, ncnons3oBanue
ysisBuMocted mporokoia CDP, Ataku Telnet u np. AyauT U pakTU4eCKUe peKOMEHAAaHH 10
obecrieueHmIo 6e30macHOCTH ceTd. besonacHOCTh mopTa KOMMyTaTOpa.

OtcnexuBanre DHCP coobmienunii. @ynkius 0e3onacaoctu mopta. Buast 3amutet MAC-anpecos.
Pexxumbl pearupoBanusi Ha HapylleHue 0e3omnacHocTh. [IpoBepka u HacTpoiika moptos. [IpoTokosn
cereBoro Bpemenu (NTP).




Bupryansusie noxansubie ceta (VLAN) Jlex ‘ 4

Bupryansnsie noxansubie ceTi (VLAN) — knaccuukanys 1 OCHOBHBIE XapaKTEPUCTHKH. TpaHku
BUPTyaJbHBIX ceTeil. KoHTpob mrpokoBemareapbHbiX JoMeHOB B ceTsix VLAN. TerupoBaHue kagpos
Ethernet qnsa uneatndukanuu cetn VLAN. Cetn native VLAN u TerupoBanue crargapta 802.1Q.
Terupopanue ronocooit VLAN. Peanusainuu BUpPTyaaIbHON JOKaIbHOM CETH.

Hasnauenne nmopros cersim VLAN. HacTpoiika TpankoBbIX kaHasoB. [Iporokon auramMugeckoro
co3nanus TpankoBoro kanana (DTP). [Touck u ycTpaneHre HENOIAI0K B BUPTYAIbHBIX JIOKAJIbHBIX
CeTAX U TPAHKOBBIX KaHanax. [Ipobnemsl ¢ IP-anpecanmeii cetn VLAN. HecoBnageHus: pe:xxuMoB
TpaHkoBoii cBs3u. [IpoekTrpoBanue u odecrnedenue 6ezonacaoctu VLAN: hopping, cnydunr
KOMMYyTaropa, araka ¢ IBoiHbIM TerupoBanueM, Cets PVLAN nepumerpa. [Ipaktuaeckue
PEKOMEHIallUY 110 TPOEKTUPOBAHUIO BUPTYaIbHOM JIOKAJbHOU CETH.

Mapmpyruzanmst mexxy VLAN Jlex ‘ 4

[Mpuanumns! paboter MappyTuzanuu mexay VLAN. Hacrpoiika Mapuipyti3anun Ha 6ase
MapUIPyTH3aTOPOB C HECKOJBKUMHU (HU3HIeCKUMHU HHTepdelicaMu, ¢ HCIOIb30BaHUEM KOH(UTYpaLHHI
router-on-a-stick, yepe3 MHOTOYpOBHEBBII KOMMYTaTOpP.

[pobnemer MmapmipyTusanun Mexay VLAN. IlpoBepka koHUTypariin KOMMyTaTopa i HaCTPOEK
MappyTu3aropa. Henonanku B pabore unrepgeiica. Ommbku B [P-agpecax u Mackax moaceTH.
Hacrpoiika u pabora koMmMmyTaiuu Ha 3-M ypoBHe. MapmpyTtu3zanust mexxay VLAN depe3 BUPTyaIbHEIE
nHTepderck KoMMyTaropa,

MapuIpyTH3HpyeMbie TopThl. Hemonmaaku B HacTpoiikax KOMMyTaTopa 3-ro ypoBHsL.

IIporoxon DHCP ITp 4

ITporoxon DHCP. DHCPv4: 6a3oBast onepauusi, popMar coodUIeHu i, cooOIIeH s 00HapyKEHUs U
npemnoxenus. Hacrpoiika, mposepka u perpancisinus npocroro DHCPv4-cepsepa.

Hactpoiika mapmpyrusaropa B kadectBe DHCPv4-knuenra. Hacrpoiika mapmpyTn3aropa Kiacca
SOHO.

Iouck u ycrpanenne Henmonagok B padbore mapmpyruzaropa DHCPv4. [Iporokoar DHCPv6.
ABTOoMarudeckas HacTpoiika aapeca 6e3 orcnexuBanus coctossaus (SLAAC).

[puanun pabotsr SLAAC ¢ DHCPv6. DHCPv6 ¢ 1 6e3 otcnexxuBanus coctostars. [Iponecchr
DHCPv6. Hacrpoiixa mapmpytusaropa B kagectse DHCPv6-cepsepa 1 DHCPv6-kimmenTa. [lonck u
ycTpaHeHue Henonatok B padore DHCPv6.

Hacrpoiika koMMyTaTopa ‘ Ilp ‘ 4

BazoBast HacTpoiika koMmyTaTopa. HacTpoiika mapaMeTpoB 0€301aCHOCTH KOMMYTAaTOpA.

Hacrpoiika 6e3omacHOCTH KOMMYTaTOpa ‘ IIp ‘ 4

Hacrpoiika npotokona SSH. Hacrpoiika pynkiun Switch Port Security. [Touck u ycrpanenue
HETOJIAZI0K B CUCTEME OE30MacHOCTH OPTOB KoMMyTaTtopa. OTpaboTKa KOMILICKCHBIX MPAKTHYECKHX
HaBBIKOB.

Koudurypauus cereit VLAN | Ip ‘ 4

Kouguryparus cereit VLAN u TpaHkoBbIX kKaHanoB. [Touck 1 ycTpaHeHHe HEMONaA0K B KOHQUTYpanuu
VLAN. Peasmzauus cucreMsl 0ezonacHocti cetd VLAN. Peanmusanus cereiit VLAN 11 cerMeHTalnuu
ceTel MpeapuATHIA MaJIOro ¥ CpPeHEro Ou3Heca.

Hacrpoiika mapmpyTusaropa ‘ Ilp ‘ 4

Hcnonb3oBanue KoMaHab! traceroute st oOHapykeHust ceTh. JJokymeHTHpoBanue ceTH. Hactpoiika
nntepdericos IPv4 u IPv6. Hactpoiika i mposepka HeOombmoi cetu. VccnenoBanue MapupyToB C
MPSIMBIM TIOKITIOYEHHEM.

Mapmpytrzanmst mexxy VLAN ‘ IIp ‘ 2

Hacrpoiika mapmpytuzamuu mexay VLAN s kaxmoro uarepdetrica. Hactpoiika MapmpyTa3aunu
mexay VLAN na ocroBe cranmapra 802.1Q u TpankoBoro kaHana. [louck 1 ycTpaneHue HEMONAI0K B
MapmpyTH3anus Mexay cersima VLAN.

Hacrpolika craruueckoil MapupyTH3aluU ‘ IIp ‘ 2

Hacrpotika crarndeckux MapuipytoB [Pv4/IPv6 o ymonuanuto. PazpaboTka u peanuzanus cXeMbl
aapecanuu IPv4 ¢ ncnonszoBaanem VLSM. Pacuér cymmapubix mapuipytos [Pv4 u IPv6. [ouck n
YCTpaHEHHUE HETOoNaA0K cTaTndecKkinx MapuipyTos [Pv4 u IPv6.

Hacrpoiika MapmpyTH3alud MKy BHPTYATbHBEIMHI CETAMH ‘ CpP ‘ 2

IMoxroroBka cooOIIeHAS




DKOHOMHYECKUI aHAIN3 U ONITUMHU3AIIHs COCTaBa 000PYI0BaHUS 1
MPOrpPaMMHOTO 00ECIICUYeH s P MPOCKTHPOBAHHH KOMITBIOTEPHBIX CP 2
cerent

IMogroroBka coobmenus

Pacimpennas nactpoiika nponpueraproro mporokona EIGRP.
HccnenoBanue npuHLIKNa paboTh

CP 2

IMoaroroeka coobnIeHUSA

Hactpoiika coy»0 MOHUTOPHUHTA COCTOSHUSA CETH CP 4

[Ipon3BecTn HaCTPOHKY CITy’kKO MOHHTOPHHTA COCTOSTHHS CETH

Kouurypuposanue ciyx0bl JTUHAMWYIECKONH HACTPOWKH y3JI0B Ha

6a3e ceprepHoit OC cP 2

HO)IFOTOBKa COOGHICHI/ISI

Tema 3. MacmrabupoBanue 56

IIpoekTupoBaHHE TOKAIbHBIX CETEH Jlex 4

BBezneHue B IpoeKTUPOBAHUE JOKAIbHOU ceTh. [IpoeKThl MpOBOAHBIX JTOKaNbHBIX ceTeil. Pacimpenue
cern. [itannpoBanue pesepBUpOBaHHE. YBEIHUEHUE IPOITYCKHOM CITIOCOOHOCTH.

Br16op cereBrix ycTpoiicTB. KommyrannonHoe obopynoBanue. AnmaparHoe obecredeHne
MapIIpyTHA3aTopA.

MacmtabupoBanue BUPTYadbHBIX JIOKAIBHBIX ceTel. [IpOTOKOIBI

VTP u DTP Jlex 2

Pacmmpenne BUPTyallbHBIX JTIOKATBHBIX cereil. Konuenmus u padora nporokona VTP.
Hactpoiika mporoxona VTP. 3nakomerBo ¢ DTP. Hactpoiika nmporokoma DTP. [Touck u ycrpanenue
HEMNoaJoK B HecKoiabKuX ceTsiXx VLAN. KommyTalus TpeTbero ypoBHs.

U3z6eITounoctes LAN. ITpoTtokon ocHoBHOTO fepesa (STP) ‘ Jlex ‘ 4

[NorsaTne mpotokomna spanning-tree. [Ipennaznadenne nporTokona spanning-tree. [IpuHIMI padoTs!
nporokona STP. Anroputm nporokosna spanning-tree. Ponu mopros. Kopresoit moct. CTtonmMocTh
xopHeBoro nmytu. ®opmar kagpa BPDU 802.1D.

Arperanus kananoB Etherchannel. [Ipotoxon PAgP u LACP ‘ Jlex ‘ 2

OcHOBHBIC MTOHATHS arperupoBanus kaHanos. [Ipenmymtectsa EtherChannel. [TpuHnun pabotsr
EtherChannel. [Tpotokon arperuposanust PAgP. [Tpotokon LACP. Hactpoiika EtherChannel.
[posepka, mouck u ycrpaneHue Heronanok B pabore EtherChannel.

TIpoekT KOPIOPATHBHOM CETH € YYETOM MaCIITa0OMPOBAHUS ‘ Jlex ‘ 4

Wuunuanusamus obopynosanus. Hactpoiika obopymosanus. Bueapenue mapupytusamun VLAN.
Hactpoiika arperannu kananos. Hactpoiika HSRP. Hactpolika mpoTokoinoB MapuipyTH3aliuu

Pa3BepTeiBaHHE KOMMYTHPYEMON CETH ‘ IIp ‘ 2
Pa3BepThIBaHHE KOMMYTHPYEMOU CETH C PE3EPBHBIMH KaHAIaMH

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard | Tp | 2
Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hactpoiika mporoxona GLBP ‘ ITp ‘ 2
Hacrpoiika nporokona GLBP

Omnpenenenye THMOBBIX omMO0K KoHpurypauun STP | IIp ‘ 2
Omnpenenenne THIOBBIX onMOOK KoHpurypamun STP

Hacrpoiika EtherChannel ‘ Ip ‘ 4
Hacrpoiika EtherChannel

Iouck u ycrpanenue Henonanok B padore EtherChannel | IIp ‘ 4

[Mouck u ycrpanenue Henonaaok B pabore EtherChannel

ArperupoBaHue KaHaJIOB ‘ IIp ‘ 4

ArperupoBanne KaHaJIOB

Hacrpoiika GecipoBoIHOTO MapIIpyTH3aTopa U KIIMCHTA | IIp ‘ 4

Hacrpotiika OecripoBOJHOTO MapUIpyTH3aTopa U KIIMEHTa




Hacrpoiika 6azoBoro nporokoina OSPFv2 mist onHoit obnacTu IIp 4

Hactpoiika 6azosoro nporokosia OSPFv2 st ogHoM oOnactu

Ioxbop cereBoro 06OpyAOBaHMS AJIs TPOSKTHPOBAHS JIOKATBHOI
CETHU OpraHu3aluu

Cp 4

IMogroroBka coobmenus

VYBenudeHne 30Hbl MOKPHITHSI OECIIPOBOIHOM KOPIIOPATHBHOM CETH ‘ CP ‘ 4

HO}IFOTOBKB COO6HI€HI/UI

Hccnenopanue npobieM H30BITOYHOCTH KaHAJIOB ‘ Cp ‘ 4

TTogroroBka coobmenus

Tema 4. Coequnenue cereu 16

IIpoexTupoBaHHE HEPAPXUIECKON CETU Jlex ‘ 2

O030p METOIOB NMPOEKTUPOBAHUS HEPAPXUUCCKUX ceTel. [IpoeKT KOpIopaTUBHOM CETH ISl KOMILIEKCa
3naHuil. [IpuHIMNEI CTPYKTYpHPOBAaHHOrO IpoekTa. KoprnoparuBHsie apXuTeKkTypbl. MogyinbHOE
npoekTupoBanue cereil. HoBble ceTeBble apXUTEKTYpbl. PazBUBaromuecs ceTeBble apXUTEKTYPBI.

Coemurenue “Ttouka-toyka’” ‘ Jlex ‘ 2

00630p MoCIIe0BATENLHOTO COeqUHEHMS “TOUKa-TO4Ka” . CBA3b 110 MMOCIIE0BATEILHOMY KaHAITY.
Huxancymimus HDLC. TDM. DTE-DCE. IlocnenoBarenpHbie KaOem.

Coennnenne (puaranoB KOPIOPATHBHOM CETH ‘ Jlex ‘ 2

Pacimmpennas HacTpoiika ceTeBbix ycTpoiicT. Kongpurypanus PPP. Hacrpoiika ACL-criuckoB s
TpaHcAnuu ceTeBbIX aapeco. Konguryparms PPPoE. Hactpoiika VPN-TyHHENA. MOHUTOPHUHT
CeTH.

IIporoxon mapmpyTH3anuu BHemHero nutto3a BGP ‘ Jlex ‘ 2

IIpoTtokomns! BHyTpeHHEH 1 BHemHEH MapuipyTtusanui. [Ipumenerne npotokona BGP. [Tapamerpst
npotokoia BGP. Tepmunonorus BGP. Ctpykrypa BGP. Otanst Hactpoiixu BGP. Ilposepka BGP.

Hactpoiika mapupytusaropa B kadecte kieHTa PPPoE ns

noakmrouenust DSL Ilp 4

Hacrpoiika mapmpytusaropa B kauectse kimeHTa PPPoE st monkmouenus DSL

Pa3paboTka TEXHHUECKOTO 00CITYKHBAHUS CETH Ip ‘ 4
PaspaboTka TeXHUYECKOTO OOCITy)KHUBaHUS CETH

IK3amMeH 12
DK3aMeH 6)3 ‘ 12

* - Jlex — nexyuu; Ilp — npaxmuueckue 3anamus; CP — camocmosmenvras paboma; JIP —
nabopamopmwsie pabomul.

3. YCJOBUA PEAIM3ALIUU ITPOI'PAMMBI IUCIIUTIJINHBI
3.1. TpeGoBaHusI K MUHHMAJIBHOMY MATEPHATbHO-TEXHUYECKOMY 00ecne4eHUI0

Jlnis peanuzanuy nporpamMMbl yaeOHOH JUCIUILIMHBL IIPEyCMOTPEHEI CIIEHUANbHbIC TOMEICHUS,
MIPUBEICHHBIM B I 6.3 OCHOBHO 00pa30BaTEIbHOI MPOrpaMMBbI CIIEUATHHOCTH.

Tabnuya 3. MamepuanvrHo-mexnuueckoe obecnevenue OUCYUNIUHbl

Tnn aynuropun OcHanienne ayInTopuu
CneunaausupoBaHHoe yueOHoe oGopyaosanue, [1O u marepuanbi
AJIS1 OCBOEHHS THCUMILIHHBI (IPH HEO0X0TUMOCTH)




VYueOHas ayquTopus uis Wmeercs Boixoa B uHTepHET. [IporpaMmmuoe obecriedeHue:
MPOBEICHHS 3aHATHN Onepanuonnas cucrema Windows 10 Pro; Office Professional 2007,
NeKIIMOHHOTO ThNa, 3aHATHi  |Kaspersky Endpoint security mmst 6usneca - CTangapTHBIH
CEMHHAPCKOTO THIIA, KypPCOBOTO
MPOSKTHPOBAHMSI (BBITOTHCHUS
KYPCOBBIX paboT), FPYIIIOBBIX U
WHAWBUIYaJIbHBIX KOHCYIIBTAlNH,
TEKYILETO KOHTPOJIS U
MIPOMEXKYTOYHOU aTTECTalluU
(KOMITBIOTEPHBIN KJIace)

Aynurtopus st camocroarensHoi | Kommtekt ciennanmnsuposanHoit mebenu; Tenesuzop LED LG 42",
paboTHI 00YHAFOIIHXCS aBTOMaTU3UPOBAHHBIE paboune MecTa (mpoueccop He Hibke AMD

Quad-Core, onieparuBHas namsaTh 00beMoM He MeHee 41°0;

HD500gb), umeercst BBIXOA B HHTEPHET

[IporpammHuoe obecnedenne: OnepanuonHas cucrema Windows 10

Pro; Office Professional 2007, Kaspersky Endpoint security mist

omsHeca - CTaHJapTHBIH

3.2. Uudopmanuonnoe obecniedeHne o0yueHust
ITepeuenb pexkoMeHayeMbIX y4eOHBIX U3daHN, IHTepHeT-pecypcoB, JONOJIHUTEIbHO
JIMTepaTyphl

OcHosHble UCOYHUKIL:

1. Makcumo H. B., Ilomo W.M. Kommbroreprsie cetn : YueOHoe mocobme. - Mocksa:
WznarensctBo "®@OPYM", 2024. - 464 c. - Teker : snexrponnsii. - URL: https://znanium.com/
catalog/document?id=437070
2. Kysun A. B., Kysun JI.A. Kommbroreprbie cetnm : YueOHOe mocobme. - Mocksa:
WznarensctBo "®OPYM", 2025. - 190 c. - Tekcr : anexrponnsii. - URL: https://znanium.ru/
catalog/document?id=451373

ﬂOﬂOﬂHumeﬂbele UCMOYHUKU.

3. Jubpo M. B. Cern u tenekomMmmyHuKaumu. Mapmpytuzanus B [P-cersix : y4eOHHMK U
NpakTUKyM s cro. - Mocksa: FOpaiit, 2024. - 423 ¢ - Teker : smekrponHbii. - URL: https://
urait.ru/bcode/544930

4. Anekcaxun A. H., Anekcaxuna C. A., barumes A. B., bymanosa T. A., lopodees O. B.
KommsrorepHbie cetn : yueOHHUK. - MockBa: Yauepcuter Cuneprus, 2023. - 313 c. - Teker :
snektpoHHbIil. - URL: https://biblioclub.ru/index.php?page=book&id=699933

Pecprbl unqbopmauuoyno—meﬂekommyﬂukauuounoﬁ cemu «HHmepHem».'

1. 9bC PY/IH u croponnue 3bC, K KOTOPBIM CTYAE€HTHI YHUBEPCUTETA UMEIOT JOCTYII HA
OCHOBaHUH 3aKJIFOYEHHBIX JOTOBOPOB:

- O6pazoBarenpHas wiatrgopma FOpaiit https://urait.ru

- OBC «YHuBepcurerckas oubnmoreka onnaia» http://biblioclub.ru

- OBC Znanium https://znanium.ru

- DnexTporHo-6ubmmoreunas cucrema PYJIH — OBC PY]IH http://mega.rudn.ru/MegaPro/Web

2. basbel JaHHBIX U IOMCKOBBIE CHCTEMBIL:

- Y4eGnbIi mopran uaCTUTYTA https://portal.rudn-sochi.ru/



Memoouueckue mamepuanvt 015 00yUaAOUUXCS

CamocrosiTenbHas paboTa CTyICHTA SBISIETCS] KITFOYEBOM COCTABISIONIECH yueOHOTO Tporecca,
KOTOpast onpeaensieT ((OPMHPOBAHNE HABBIKOB, YMEHUH M 3HAHWUMN, IPUEMOB ITO3HABATEIIBHOM
JeSITEIbHOCTH B 00ecreuynBaeT HHTEPEC K TBOPUYECKOM pabore.

[TpaBUIBHO CTIUTAHMPOBAHHAS M OPTaHM30BaHHAS CAMOCTOSTEIbHAsE paboTa CTyIeHTOB
MO3BOJISIET:

-crenarbh 00pa3oBaTeIbHBIN Mpoliece Oolee KaYeCTBEHHBIM U HHTEHCHBHBIM;

-CIIOCOOCTBYET CO3JJaHMIO HHTEepeca K M30paHHOH MPo(ecCcHuu 1 OBIAJICHHIO €€ 0COOCHHOCTIMH,
-IPHOOIIUTE CTYACHTA K TBOPUYECKOH IESATETHHOCTH;

-TIPOBONIUTH B JKU3HB TU(PPEPESHIIMPOBAHHBIA MOIXO0A K 00yUSHHIO.

[Tpu opraHn3anuy caMOCTOSATENIFHOW PaOOTHI CTYICHTOB B Ka4€CTBE METOIOIOTHUECKON
OCHOBBI JIOJDKEH MMPUMEHSATHCS IeATENbHBIA MOX0/, KorJa 00ydeHe OpUeHTHPOBAaHO Ha
(dbopMHpOBaHUE YMEHH pemaTh HE TOJBKO THIIOBEIE, HO W HETHITOBBIE 3aJja4H, KOT/J[a CTY/ICHT
JIOJDKEH TPOSIBUTH TBOPYECKYO aKTUBHOCTH, HHUIIMATHBY, 3HAHHSI, yMEHUS M HaBBIKH,
MOJTYYCHHBIE TIPH U3Y4YEHUH KOHKPETHOW JHCUIUTUIHHEI.

Y4eOHO-MeTOANMYECKUE MaTepHAIIbl [UISI CAMOCTOSTEIBHON pabOThl 00yJaOIIHXCS
Pa3MeIaTcsi B COOTBETCTBUU C JICHCTBYIOIIUM TOPSIIKOM Ha CTPAHUIE TUCIHILIHHBI Ha
VYuaeOHOM mopTaire.



4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IL " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 3aﬂaHHﬁ.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHMS:

- 00mIe MPUHIIATIBI IIOCTPOCHHUS CETEeH,
CETEBBIX TOIOJOIMM, MHOTOCIOMHON MOJIEIH
OSI, TpeboBaHUii K KOMIIBIOTEPHBIM CETSIM;

- ApXUTEKTYpPY MPOTOKOJIOB, CTaHAAPTH3ALUI
ceTel, HTaroB IPOCKTUPOBAHUS CETEBON
HH(PACTPYKTYPBI;

- 0a30BbIE MPOTOKOJBI U TEXHOJIOTUU
JIOKAJIbHBIX CETEH;

- IPUHLUIIBI IIOCTPOEHHUS BBICOKOCKOPOCTHBIX
JIOKAJIbHBIX CETEH;

- cTaH/IapThl Kabeneil, OCHOBHBIE BH/IBI
KOMMYHUKALIUOHHBIX YCTPOUCTB, TEPMHUHOB,
MOHSTHH, CTAHJAPTOB U TUITOBBIX JIEMEHTOB
CTPYKTYpPHUPOBAHHOI KaOEIBbHOM CHCTEMBI.

Ananus u OIICHKA BBITIOJTHCHH S
WHIUBUYaTbHBIX 3aJaHUI, pACUCTHBIX padoT,
OIPOC, TEMAaTUYECKNN IUKTAHT,

KOHTpOJIbHAsT paboTa, MPaKTHYECKUE 3aHATHUS,

JIOMAaIIHKUe paboTsl, KOMIIBIOTEPHOE
TECTUPOBAHUE, B3aumoxoHTpoIIb u
CaMOKOHTpPOJIb ~ CTyZeHTOB. IlomHota ™
TpaMOTHOCTb ~ IOATOTOBIIEHHBIX  JOKIAJIOB,

cooOIIeHNH, Tpe3eHTaIHA.

VYMmenus:

- IPOEKTHUPOBATH JIOKAJIBHYIO CETh, BRIOUPATh
CETEBBIE TOITOIOTHH;

- HCTIOJIB30BaTh MHOTO(YHKITMOHAJIbHEIE

HaGmonenue, KOHTpONb TpernojaBarelis 3a
JIeATEIIbHOCTRIO  OOyYaromIMXcs, aHadu3 |
OIICHKAa ONTUMAJbHOCTH METO/a PEIICHHS
3amad, Oecena, ompoc, MPAKTHICCKUE 3aHATHS,

IpHOOPBI MOHUTOPHHTA, IPOTPAMMHO- JOMaIIHHE paboTsl, KOMITBIOTEPHOE
arapaTHble CPEICTBA TEXHUIECKOTO KOHTPOIS |TeCTUPOBAHKE

JIOKAJIbHOM CETH.

IIpakTrueckuii OMNbIT: HaOmronenne, KOHTpOJIb TIperojaaBaTelis 3a

- TPOEKTUPOBAHUHN APXUTEKTYPbI JTOKAJIbHOU
CETH B COOTBETCTBHH C ITOCTABJICHHON 3aJadycH;
- YCTaHOBKE M HACTPOMKE CETEBBIX MPOTOKOIOB
U CETEeBOr0 000PYAOBaHUS B COOTBETCTBUH C
KOHKPETHOM 3a/1a4eit;

- BBIOOpE TEXHOJIOTHH, HHCTPYMEHTAIBHBIX
CPEACTB IPH OpraHU3aLMM ITpouecca
HACCIEN0BaHNA OOBEKTOB CETEBOM
MH(DPACTPYKTYpBI;

- obecrieueHNH 0€30MTaCHOTO XPAaHEHUS U
nepenadd HHGOPMAIUH B JIOKAJIbHOH CETH;

- ICIIOTB30BAaHUH CIICIIHAIBHOTO
MIPOTPAMMHOTO 00ECTICUCHUS IS
MOJEIUPOBaHNUs, IPOCKTUPOBAHUS U
TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

JACATCIIBHOCTBIO 06yqa10mﬂxc;1, aHalIu3 U
OIICHKa OITHUMAJIbHOCTU METOAA PCIICHUSA
3aaa4, BBIITOJIHCHHUEC 151 3almuTa
HUHIWBUAYAJIbHbIX 3aﬂaI{Hﬁ.




5. KOMIIETEHIIUA OBYYAIOHWEI'OCS, ®OPMUPYEMBIE B PE3YJIBTATE
OCBOEHMSA JUCHUIIJIMHBI

Tabnuya 5. llepeuenv komnemenyuii

Ind Pe3yabrarsl (KOMIeTEeHIHH)
P OcHoBHBIe II0KA3aTe/IH Pe3yJIbTaTOB NOATOTOBKH

K 7.1 BoissBAsIT TEXHHYECKHE NTPO0IeMbl, BO3HUKAIOIIINE B PoLecce IKCILTYyaTAUH
o 0a3 JaHHBIX U CEPBEPOB.

3HaTk:

MOJICTIN TaHHBIX, HEPAPXUICCKYI0, CETEBYIO U PEAIIUOHHYIO MOJCIH JAHHBIX, UX THIIbI, OCHOBHEIC
OTIEpallH U OTPAHUICHUS;

YPOBHH Ka4ueCTBa MPOTPAMMHOM TIPOTYKIIUH.

YMmeTs:
J00aBIATh, OOHOBIIATH U YIAJIATH JAHHEIC,
BBITIOTHSATH 3alIPOCHI Ha BEIOOPKY M 00paboTKy maHHBIX Ha sA3b1ke SQL.

Brnangers:
UACHTU(DUIIMPOBATH TEXHUIESCKHUE TIPOOIEMbI, BOSHUKAOIIMX B MPOIECCE IKCIUTyaTaluu 0a3 JaHHBIX.

IIK 7.2. OcyniecTBJIsATH AIMUHHCTPUPOBAHUE OT/IEIbHBIX KOMIIOHEHT CEPBEPOB.

3HaTh:

TEHACHIINH Pa3BUTHUs OAHKOB JaHHBIX;

TEXHOJIOTHsI yCTAaHOBKH M HACTPOWKH cepBepa 0a3 JaHHBIX;
TpeboBaHM: K Oe30MaCHOCTU cepBepa 0a3bl JaHHBIX.

YMers:
OCYIIECTBIISITh OCHOBHBIE (PYHKIIUHU IO aJIMUHACTPUPOBAHHIO 0a3 TaHHBIX;
MPOCKTUPOBATE U CO3IaBaTh 0A3bl TaHHEIX.

Brnagers:
Y4acTBOBAaTh B aIMAHUCTPHUPOBAHUH OTAEIbHBIX KOMIIOHEHT CEPBEPOB.

®opmupoBaTh TpeGoBaHHA K KOHPUTYPALHH JTOKATbHBIX KOMIBIOTEPHBIX
IIK 7.3. ceTeil H cepBEPHOIo 000PY10BAHUS, HEOOXOAUMBbIE UIs1 pA00ThI 623 JTAHHBIX H
cepBepoB.

3Hars:

MpeACTaBIeHIE CTPYKTYpP JaHHBIX;

TEXHOJIOTHsI yCTAHOBKH M HACTPOWKH cepBepa 0a3 JaHHBIX;
TpeboBaHus K 0€30IaCHOCTH cepBepa 0a3bl JaHHBIX.

VYMers:
(dbopmupoBars TpeOOBaHUS K KOH(DHUTYpAITHH JIOKATBHBIX KOMITBIOTEPHBIX CETCH U CEPBEPHOTO
o0opynoBanwsi, HEOOXOAUMBIE [T pabOThI 033 JAHHBIX U CEPBEPOB B PAMKAX MMOCTABICHHOM 3a/1auu.

Baanerts:
(hopmMupoBaTh HEOOXOAMMEIE [T PabOThI HH(OPMAIHOHHON CUCTEMBI TPEOOBaHUS K KOH(PUTYpaIHK
JIOKaTbHBIX KOMITBIOTEPHBIX CETEH.

OcymiecTBJIsITh AIMHUHHCTPUPOBAHUE 023 JaHHBIX B PAMKAX CBOeil
KOMIIeTeHIIUH.

IIK 7.4.

3HaTh:

MOJIEIN JAHHBIX U UX THIIBL,

OCHOBHEIC OTICPAIH ¥ OTPaHUYICHUS,
YPOBHH KaueCcTBa MPOrPaAMMHOU MPOIYKIUH.

YMerTs:
pa3BepTHIBATH, OOCITYKHBATH U MOIACPKUBATH PA0OTY COBPEMEHHBIX 0a3 JaHHBIX U CEPBEPOB.




Bnanets:

y4acTBOBaTh B COaMUHUCTPUPOBAHUH CEPBEPOB;

MPOBEPATH HANMYHE CEPTH(YUKATOB Ha HHPOPMAILIMOHHYIO CUCTEMY WJIH OU3HEC-TIPHIIOKCHUS;
MPUMEHATH 3aKOHOAaTeNbCTBO Poccuiickoit denepanuu B o0acTu cepTuUKAIU MPOrpaMMHBIX
cpeacTB NH()OPMAITHOHHBIX TEXHOIOTHIL.

HPOBOJIHTB AYIUT CHCTEM 0e3omacHocTH 0a3 JaHHBIX U CEPBEPOB C

IIK 7.5.
HCIO0/Ib30BAHNEM PErJIaMeHTOB MO 3a1uTe HHPOPMALHH.

3Hars:

TEXHOJIOTHsI yCTAHOBKH M HACTPOWKH cepBepa 0a3 JaHHBIX;

TpeOoBaHM: K 0€30aCHOCTH cepBepa 0a3bl JaHHBIX;

TOCYIapCTBEHHBIE CTAHAAPTHI X TPeOOBaHUA K 0OCITy’)KHBaHUIO 06a3 JaHHBIX.

YMeTs:
paspabateiBarh moaUTHKY Oe3omacHocT SQL cepBepa, 6a3bl TaHHBIX U OTACTBHBIX 0OBEKTOB 0a3bl
JTQHHBIX.

Bnanets:
TEXHOJIOTAH MPOBEACHUS CEPTUHUKAIIHN IIPOTPAMMHOTO CPEICTBA.

6. ®°OH/I OHEHOYHbBIX CPEJICTB

6.1. ®oH/ OLICHOYHBIX CPEACTB A5 MPOBEICHUA MPOMEKYTOUHOMH aTTecTalMu
oOyuaromuxcs no gucuuniute « Komnborepabie ceTm»

IlepeueHb BONPOCOB AJIs MOATOTOBKH K 3aHATUAM H IIPOMEXKYTOYHON aTTECTalUH,
KOHTPOJIBHBIX paboT, cofepKaHue 3aJaHnil /ISl BBITOTHCHUS TPAKTHYECKUX U
CaMOCTOSITENIBHBIX pab0T, PEKOMEHIAIINHU TI0 BBITIOJIHEHUIO H KPUTEPHUHU OLCHHBAHUS
MIPECTABICHBI B (JOH/E OIIEHOYHBIX CPEJICTB MO AucHuIUinHe «KoMmbroTepHbIe ceTH» B
[Tpunoxennu x Hactosme Pabodeil mporpaMMe JUCIUTUIHHEL.

OrneHo4HBIE CPEICTBA MO3BOJISIIOT IPOBECTH TEKYIUI KOHTPOJIb Ho qucHuiuinge. Ilo xaxkgomy
CpEZCTBY OLIEHMBAETCS MOJTHOTA U TIIyOMHA OCBOCHHUS, XapaKTEPHU3YIOIIHECS MTOKAa3aTeIsIMHA 1
KPUTEPUSIMH OLICHUBaHUS

Tabnuya 6. Ilokazamenu u Kpumepuu 0yeHUBaAHUs

[lokasarens Kpurepnii
. 3HaeT: 0a30BbIE O0IIUE 3HAHUS,

[Toporossii .
YMmeer: OCHOBHBIE yMEHUSI, TpeOyeMbIe ISl BBITOITHEHHSI ITPOCTBIX

(y3HaBaHue) .
3ajad;

«3» .
Brnaneer: paboraeT npu npsiMmoM HaOMIOACHUH.
3HaeT: GaKThl, IPHUHIMIIBL, TPOLECCHI, OOIINE TTOHSATH B IpeIenax
00J1acTH MCCIIeI0BAHUS;
BazossIii YMmeer: quana3oH MPaKTHYECKUX yMEHUH, TpeOyeMbIX Ul PeIICHHS
(Bocmpom3BesieHue) |OTPEIEICHHBIX mpo0OiieM B 001aCTH UCCIICIOBAHMS;

«» Brnaneer: GepeT OTBETCTBEHHOCTH 3a 3aBEpIICHUE 3a/1a4 B
HCCIIEIOBAaHUH, TIPUCTIOCAOINBACT CBOE MOBEICHHE K 0OCTOSTEILCTBAM B
pereHun npoodiem
3HaeT: paKTHYECKOe ¥ TEOPETHUECKOE 3HAHUE B MpeieNnax oomacTu

Bricokuit HCCIICOOBAHUS C IOHMMAHHUEM I'PAHUI] IIPHMCHHUMOCTH,
(KOMIETEHTHOCTh) | YMEET: IMana3oH NPaKTHYECKUX yMEHHHI, TPeOYEMbIX [ Pa3BUTHS
«5» TBOPYECKUX pEIICHUI, adcTparupoBaHus MpoodIeM;
max 6ajur Brnaneet: konTpOnmpyeT paboTy, IPOBOANT OLIEHKY, COBEPIIEHCTBYET
JeUCTBUS PabOTHI

MaxkcumanbHOE KOIMYeCTBO 0alIoB MO Ka)kIOMY OLICHOYHOMY CPEJICTBY COOTBETCTBYET
BepOAIbHOMY KPUTEPHUIO «BBICOKHIT.




7. AHBIE CBEJAEHUSA U (MWJIN) MATEPUAJIBI
7.1 IlepeuyeHnb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, HCI0JIb3YEMbIX NIPH OCYLIECTBICHUH

0o0pa30BaTe/IbHOIO MpoLecca N0 JHCHHUIIIMHE
B mpomecce oOydeHHs WCIONB3YIOTCS AKTUBHBIE M WHTEPAaKTHUBHBIE 00pa30BaTeIbHBIC
TEeXHOJIOruH ((POpMBI IPOBECHUS 3aHATHUI):

-JIeKIUH, PpOHTATBHBIE ONPOCH], MPE3CHTAINH U 3aI[UTa MUHU-TIPOEKTOB;

-Kelic-cTaau (pa300op KOHKPETHBIX CHUTYaIui),

-MMHUTAllMOHHBIE KOMIIBIOTEPHBIE MOJIEIIN;

-OpraHu3alli CaMOCTOSTENIFHONW yUeOHO-TTO3HABATENbHON AEATENbHOCTH (WHIMBHyalbHbIC

JIOMaITHUE 3aJIaHMs ).



