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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
11M.03.02 GezonacHocTh QYHKIMOHUPOBAHNSA HH(POPMANNOHHBIX CHCTEM
Hazeanue OUCYUNIUHbBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[lporpamma  yueOno#  muctmmummasl  [IM.03.02  BesonmacHocTh  ()yHKIMOHHPOBAaHUS
MH(POPMAITMOHHBIX CHUCTEM SIBJISIETCS YacThIO MPOTPAMMBI TIOATOTOBKHU CIEIHATHCTOB CPEIHETO
3BeHa B cooTBeTcTBUU ¢ PI'OC "denepanbHbIil TOCyIapCTBEHHBIH 00pa30BaTeIbHBINA CTAaHAAPT
cpemaero mpodeccuonampHOro obpasoBanms mno crenuaidbHocTH 09.02.06 CETEBOE U
CUCTEMHOE AIMUHUCTPHUPOBAHMUE (mpuka3z Munobpuayku Poccuu ot 09.12.2016 1.
Ne 1548)"

1.2. MecTo y4eOHOH AMCHUILVINHBI B CTPYKTYpPe NPOrPaMMBbI MOATOTOBKH CHELHATHCTOB
CpeIHero 3BeHa.

Vuebnas muctupmmmHa [IM.03.02 Be3onmacHocTh (yHKIMOHHpPOBaHUS WH()OPMAMOHHBIX
cucreM BxoauT B [Ipodeccronansusiii nukin [IpodeccnonambHON TOATOTOBKH.

1.3. Hesu n 3agauyn — TpeGOBaHUS K Pe3yJbTATaM OCBOCHHS Y4eOHOM JHCHMIIMHBL.

CrniocoOcTBOBaTh (OPMHUPOBAHUIO OOLIMX M MPO(EeCCHOHATBHBIX KOMIIETEHIIUI MOCPEICTBOM
npuoOpeTeHnsl 3HAHWI, YMEHHH W HAaBBIKOB B COOTBETCTBUH C BHJOM IpodeccHoHaIbHON
JIeSITEIbHOCTH.

B pe3yibTaTe 0cBOCHHS Y4eOHOM AMCHUIUINHBI CTYIEHT J0JI5KEH 3HATH:

- apXUTEKTYpy U (PYHKIMH CUCTEM YTIPABIICHUS CETSIMH, CTAaHAAPThI CUCTEM YIIPABICHUS;

- cpeicTBa MOHUTOPHHIA U aHaJIM3a JIOKAJbHBIX CeTel;

- METO/Ibl YCTPAHEHUS HEUCIIPABHOCTEN B TEXHUYECKUX CPEJCTBA

B pe3yabTare ocBOeHHSs Y4eOHON AMCHUILINHBI CTYIEHT J0J’KEH YMETh:

- BBIMOJHATH MOHUTOPUHT M aHAIHW3 pabOTHI JIOKATBHON CETH C TOMOIIBI0 MPOrPaMMHO-
anmnapaTHbIX CPE/CTB;

- OCYILECTBJISTh JUArHOCTUKY U MOMCK HEHUCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH; BBIIIOJIHATH
JIEMCTBHS TI0 YCTPAaHEHUIO HEUCIIPABHOCTEH.

B pe3yabTrare ocBoeHHs YUeOHON IMCHUILIMHBI CTYICHT J0/KEeH HMeTh HABBIKH M (HMJIN)
OIIBIT AeATEIbHOCTH:

- 00CITy)KHBaHUU CETEBON HHPPACTPYKTYpPBI, BOCCTAHOBICHHH PaOOTOCIIOCOOHOCTH CETH IMOCIIE
cOost;

- yJAJIeHHOM aJMWHUCTPUPOBAHMM M BOCCTAHOBIEHHMH pabOTOCIIOCOOHOCTH CETEBOM
HHQPaCTPyKTYpPHI;

- TOAJIEPXKKE TONB30BATEIeH CETH, HACTPOWKE ammapaTHOTO W TPOTPAMMHOTO 00ECIIeueHUs

ceTeBOil MH(PaCTPYKTYPBHIL.

1.4. Pexomenayemoe KOJIMYeCTBO YaCOB HA OCBOCHHUE IPOrPAMMBbI YUEOHOMH AU CHUIIUHBI:

O6bem mporpammsl 144 gacos, B TOM 4ucCIe:
ayMTOPHON y4eOHOW Harpy3ku oOydatomerocst 120 qacos;
CaMOCTOSITENIbHOW paboThl oOyqarorerocs 24 4acos.

2. CTPYKTYPA U IPUMEPHOE COJEPXXKAHUE YYEBHOM JUCHUILIUHBI
2.1. O6beM yueOHOM AMCHUILINHBI U BU/ABLI y4eOHOI padoThl



Tabnauya 1. Buowst yuebnou pabomel no nepuooam oceoernusi OOIT CIIO ons popmol 06yuenus -
OUHASL.

Buj yueGHoii padoThI Beero, Cemecrp(-b1)
aK. 4.
7 8

KonrakTtnas (aynnTopHas) pa6ora (Bcero) 120 30 | 90
B TOM YHCJIE: - - - - - - -
JIEKIHH (€CITU MPEyCMOTPEHO) 48 12 36

B TOM 4ucCle B (OpMe MPAKTHUSCKON TTOATOTOBKH

(ecim IpEyCMOTPEHO) ) ) )
JTabopaTopHbIe 3aHATHA (€CITH MPEIYCMOTPEHO) - - -

B TOM 4YHCJIe B (DOpPME MPAKTHUCCKON MOTOTOBKH

(ecrmu mpeyCMOTPEHO) ) ) )
MPAKTHICCKHUE 3aHATHSA (SCITH TIPETyCMOTPEHO) 72 18 54

B TOM YHCIIe B (hOPME MPAKTHUECKOM TTOATOTOBKH 24 6 18

(ecu mpeayCMOTPEHO)
CamocTosiTelbHas pagoTa odyuaronierocs (Bcero) 24 6 18
B TOM YHCJIEC: - - - - - - -

B (popMe mpakTHIECKOH MOATOTOBKH

(eciu IPETyCMOTPEHO) ) ) )
YacoB Ha KOHTPOJIb: - - -
IIpomexyTounas arrectanus B popme: (3auet/nud3auet/ i 320 | 320
9K3aMEH )
OO6m1ast TPYI0EMKOCTh qac 144 36 | 108

2.2. TemaTuueckuii IJIaH U cofep:xkanue ydeoHou qucuumiannasbl 1IM.03.02 besonacHocTb
(pyHKIMOHMPOBaHUS HH(POPMAILMOHHBIX CHCTEM

Tabnuya 2. Cooeporcanue oucyunaunwt/ MK no euoam yuebnoii pabomol

HAUMEHOBAHMUE PA3JIEJIA JUCHUITIJINHBI Buy yue6Hoi
GoTHI* Kou-Bo yacos
Conepsxanne pasjaena (TeMbl) padoThI
OcHoBbI HHPOPMAHOHHOMH 0€30IACHOCTH. 34
[orsATHE HAITMOHAILHOW 0E30IIaCHOCTH. Jlex ‘ 2

WnTepeckl n yrpo3sl B 00nacTH HAlMOHANBHOH Oe3omacHoCTH. BiusiHue nporeccoB HHpopMaTu3aiuu
00IIIeCTBa Ha COCTABIIAIOIINE HAITHOHAILHOW 0€30IIaCHOCTH M UX COZICPIKAHHME.

WnpopmarmonHas 6€30MacHOCTh B CHCTEME HAMOHAIBHOM

o Jlex 2
6esomacHocTH Poccuiickoit @enepanun.

OCHOBHBIE TTOHSTHUS, 00IIEMETONOIIOTHIECKUE TPHHLIUIIEI 00ecTiedeH s HH(OPMAMOHHOH
6esonacHoctu. HanimoHaneHble HHTEpecH B MH(POpMaLnoHHOM cepe. VicTounnKH U conepkaHue yrpo3
B HH()OPMAIMOHHOM cepe.

TocynapcTBeHHas nH(GOPMATMOHHAS ITOJUTHKA. ‘ Jlex ‘ 2

OCHOBHBIE MTOJIOXKEHUS TOCYIAPCTBEHHON NH(pOpMaIIHOHHOH monuTHkH Poccuiickoit @enepanun.
[lepBoouepenHbIe MEPONIPHATHS MO peaTH3aNK TOCYAAPCTBEHHOM MOMMTHKN 00ECIICYSHH
nH(OpPMarMOHHOHN 06€30MacHOCTH.

[IpoGnembr HHPOPMATTHOHHON BOHHBL. ‘ Jlex ‘ 2

HupopmanmonHoe opyxue u ero knaccupuxanus. MapopManuoHnHas BoiHa.

HMHpopMannoHHBIE CHCTEMBI. | Jlex ‘ 2

O6mume nonoxenus. Mugpopmarus kak npoaykt. MHpopmannonssie yenyra. VcTouHHKH
KOH(HUACHIIHATBHON HH(pOpMALHK B UH(OOPMAIHOHHBIX CHCTEMAX.




Metozsl 1 MOAEIH OIIEHKH YA3BHUMOCTH HH(POPMALIUN. Jlex 2

OMIMpUYECcKHN MOIX0 K OIIEHKE yA3BUMOCTH MHpopManyuy. CHCTeMa C ITOTHBIM MEPEKPEITHEM.
IIpakTuueckas peaansanusi MOAEIU «yIpo3a - 3alllATa»

[IporpammupoBanme apupMETHICCKAX

Ip 4
aNTOPUTMOB

Iemn m 3amaun kpunTorpaduu. Mccnenosanne u pa3padoTKka OCHOBHBIX
METOJOB CHMMETPHYHBIX KPUIITOCUCTEM.

IIporpamMmmupoBanue apupMETHUECCKAX

IIp 4
aNroOpUTMOB

Tndposanue metonom 3ameHsl. [ngp Lesaps.

OHpCHCHCHHC 00BEKTOB 3allMThI HA TUITOBOM 00BeKTe

nH(pOpMaTH3aIHH. Tp 8

Krnaccudukanus samuiiaeMoii vHGOPMALUK 110 BHJIAM TaHBI U CTEIICHAM
KOH(HU/IEHIINATBHOCTH.

Cucremarudeckast mpopaboTka KOHCIIEKTOB 3aHATHH. CP 6

Cucremarnyeckasi mpopabOTKa KOHCIIEKTOB 3aHATHH, YIeOHOU U CHICIHATBHON TEXHUICCKON
JUTeparTypHl (1o BompocaM K maparpadam, rraBaM YIeOHBIX TTOCOOUI, COCTAaBICHHBIM MPEOIaBaTeIIeM).

IIpobsiembl MHpOPMALIMOHHOI 0€30NACHOCTH. 16

OCHOBHBIE TOHATHA U aHAIA3 YTPO3 HH(POPMAITHOHHON

Jlex 2
0€e30IacCHOCTH.

OCHOBHBIC TOHATHUS 3AUTH HHPOPMALUN U HHPOPMAIIHOHHOH 0e30macHOCTH. AHAIN3 yIpo3
nH(OPMaITMOHHON 0€30MacHOCTH.

[poGnembl MHGOPMAITHOHHOH 0E30TTaCHOCTH CETCH. ‘ Jlex ‘ 6

Beenenue B cereBoii HHGOPMALOHHBIA 00MeH. AHamu3 yrpo3 ceTeBoi 6e3onacHocTr. ObecneucHue
uH()OPMAITMOHHON 0E30MACHOCTH CeTeH.

TTomuTnka O€30ITacCHOCTH. ‘ Jlex ‘ 4

OCHOBHbIC TOHATHS TOJUTHKH Oe3omacHocTH. CTPYKTypa MOJUTHKH 0€30MaCHOCTH OpPraHH3aLuu.

CrangapTs! HH(pOPMaIOHHON OE30ITaCHOCTH. ‘ Jlex ‘ 2

Ponb cranmaproB nH(pOpManOHHOH Ge30macHOCTH. MeXayHapOaHbIE CTaHaPThl HH(OPMALIHOHHOH
6e3onacHocTh. OTedecTBEHHBIE CTaHAAPTHI 0€30IMacHOCTH HH(GOPMALMOHHBIX TEXHOIOTHH

Omnpenenenue yrpo3 00bekTa HHPOPMATH3AUY. ‘ IIp ‘ 2
Omnpenenenne yrpo3 o0bekTa HHPOPMATH3ALUN H UX KIacCH(pHKaLus.

TexHoJI0rHH 3aIHUTHI JAHHBIX. 18
[puHnHIEl KpUOTOrpapUIECKON 3alUTH HHPOPMAIUH. Jlex ‘ 2

OcHoOBHBIE TOHATHS KpuTiTorpadguaeckoi 3amuTsel nHGopMarui. CHMMETPHYHBIE KPHUIITOCHCTEMBI
mmdpoBaHust. ACHMMeTpHYHBIE KpHIITOCHCTeMbI I poBanmst. KoMOMHHpOBaHHAS KPUIITOCHCTEMA
mdpoBaHmst. DIEKTPOHHAS IU(PPOBAs TTOANNCH U PYHKIHS XIMIUPOBAHHSL.

Kpunrorpaguueckue anroputMsl. ‘ Jlex ‘ 2

Knaccugpukanust  kpunrorpadudeckux anroputMoB. CHMMeTpHUYHBIE aITOPUTMBI
mu(poBaHusa. ACHMMETPHYHBIE KPHITOAITOPHUTMEL.

TexHomoTHYN ayTeHTH(DUKAIIH. ‘ Jlex ‘ 2

AyTtenTrduKaIus, aBTOPU3aKA U aAMAHACTPUPOBAHKUE ACHCTBUHN MOIb30BaTeneil. MeTonsr
ayTeHTU(uKany, ucronp3ytonue napomu 1 PIN-koxer. Crporas ayrenTadukaus. bnomerpuaeckas
ayTEeHTH(HUKAIH TTOJIb30BaTENIs.

Kpunrorpapmnueckoe mudpopanue METOIOM IIPOCTOM 3aMEHBI. ‘ IIp ‘ 6

Kpunrorpaduueckoe munppoBaHue METOI0M MHOTOAI(pABUTHON OHOKOHTYPHOM 3aMEHBI.

Kpunrorpaduueckoe muppoBanue ‘ IIp ‘ 4

Kpunrorpapuueckoe mudpoBaHue METOIOM YCIKHEHHOH EPECTaHOBKH 10 MapIIpyTaM.

Xom-pyHKIHH ¥ TU(POBast MOIIHCE. ‘ IIp ‘ 2

M3yueHne oTe4eCTBEHHBIX CTAaHAAPTOB X3II-(PYHKIHH U HTH(POBOH NOANKCH.




TexHoJ0rUM 3a1UTHI MEKCETEBOI0 00MEHA TAHHLIMH. 43

ObecnieyeHne 6€30MaCHOCTH OTIEPAMOHHBIX CHCTEM. Jlex ‘ 2

[Ipobnemsbr obecreuennst 6e3onacaoct OC. ApxwurekTypa noxncucremsl 3ammThl OC.

TexXHOIOTHH MEKCETEBBIX IKPAHOB. ‘ Jlex ‘ 2

DyHKIMKA MEKCETEBBIX 3KpaHOB. OCOOCHHOCTH (PYHKIIMOHUPOBAHHS MEKCETEBbIX I9KPAHOB Ha
pasnuuHbIx ypoBHAX Mogern OSI. CxeMsl ceTeBol 3amuThI Ha 6aze MD.

OCHOBBI TEXHOJIOTUH BUPTYaIbHbIX 3alUIICHHBIX ceTe VPN. ‘ Jlex ‘ 2

Konmenmust mocTpoeHHS BUPTYyaIbHBIX 3alAMIeHHBIX ceTell VPN. VPN-pemenwnst 11 mocTpoeHUs
3alllUIICHHBIX ceTel. JIocToMHCTBA IpUMeHEeHHs TexHomorud VPN

3amuTa Ha KaHATHPHOM M CEaHCOBOM YPOBHSX. ‘ Jlex ‘ 2

ITpoTokons! GopMUPOBAHNUS 3AIIUILCHHBIX KaHAJIOB HA KaHAIBHOM YpoBHE. [IpoToKoibl (hopMHUpOBaHHS
3aIUINEHHBIX KaHAJIOB Ha CEaHCOBOM ypOBHE. 3amuTa OeCIpOBOIHBIX CETEH.

3amura Ha ceTeBoM yposHe - mpotoxoin IPSEC. ‘ Jlex ‘ 2

Apxutektypa cpencts 6ezomacHoctH [PSec. 3anura nmepegaBaeMpIX JaHHBIX € TIOMOILBIO TPOTOKOJIOB
AH u ESP. IIporokon ynpasnerus kpuntokmodamu [ KE . Ocobennoctu peanmsaryu cpencts [PSec.

Undpactpykrypa 3aiuThl Ha IPUKIaTHOM YPOBHE. ‘ Jlex ‘ 2

VYnpasnerue uaeHTH(GUKanHEeN 1 foctynoM. OpraHu3anus 3alAIICHHOTO YAaJIEHHOTO JOCTYyIIa.
VYrpasieHHe JOCTYIIOM 10 CXeMe OHOKPATHOTO BXoza ¢ aBropu3anueit Single Sign-On. ITporokon
Kerberos. Mudpacrpykrypa ynpasineHus: oTkpbITeiME Kiitouamu PKI.

KoMIoHEHTBI MEKCETEBOTO YKpaHa. ‘ IIp ‘ 2
ITonnTHka MEKCETEBOTO SKPAHHUPOBAHMSL.

3anmaunm, pemraembie VPN. ‘ IIp ‘ 4
3amaun, pemraembiec VPN. YpoBHM 3aIIHAIIEHHBIX KAHAIOB.

Opranuzanus VPN cpencrsamu C3U VipNet. ‘ IIp ‘ 4
Hcnonw3oBanue npotokona IPSec mis 3ammuTs! cetent.

Cospnanue xmouer PGP. ‘ IIp ‘ 4
Cosznanne xmrogeit PGP. Ilepenada orkpsitoro kimoda PGP xoppecnionaenTam.

Hactpoiika cucrems! npenoTBpamenns BropskeHuit (IPS) IIp 4
Hacrpoiika Oe30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOPax IIp 4
ITonroroBka k mabopaTopHO-IPAKTHIECKUM paboTam CP 9

[NoxaroroBka k 1a60PaTOPHO-TIPAKTHIECKUM paboTaM C HUCIOIB30BaHUEM METOANYESCKUX PEKOMEH JalTHHA
npernonasaressi, 0hopMICHHE JIAO0PATOPHO-TIPAKTHYECKUX paboT, OTYETOB U MOArOTOBKA K HX 3aILHTE.

TexHonornu o0HapyKeHUsl BTOPKEHHI. 33

AHanu3 3alIUIIEHHOCTH U OOHAPY)KCHUE aTaK. Jlex 2

Konnenuus afanTuBHOTO yrpasieHus 0e30macHOCThI0. TeXHOMO0rHs aHai3a 3alHICHHOCTH.
TexHonmornu oOHAPYKCHHS aTaK.

3amuTta oT BUpycoB. MeTo/b! yIpaBiIeHUs CPEACTBAMHU CETEBOU

Jlex 2
0€e30IaCHOCTH.

KomnsroTepHble BUPYCHI U IPOOJIEMBI aHTUBHPYCHOMW 3aIUTHI. AHTHBHPYCHBIE TPOTPaMMBI U
KxoMITIeKchl. [TocTpoeHne cucTeMbl aHTHBUPYCHOMN 3aIIHUTHI KOPIIOPATHUBHON CETH. 3aadul YIPABICHU

CHCTEMOI1 ceTeBOH OE30MACHOCTH. ApXUTEKTypa ynpaBjcHHs CPEICTBAMH CETEBOI O€30MaCHOCTH
CurHaTypHBIH aHaIN3 H 00HApYKCHHE aHOMAJIHH IIp 2
OOHapyxeHue B peajbHOM BPEMCHH W OTJIOKCHHBIN aHalln3 IIp 4

OOHapyXeHHE B peajbHOM BPEMCHHM M OTJIOKCHHBIN aHanu3. JIOKaJbHBIC M CETEBBIE CHCTEMBI
oOHapy)KeHH aTak.

PacnpenenenHbie CHCTEMBI OOHAPY)KEHHUS aTak. ‘ ITp ‘ 4

PacnipenencHHbIe CHCTEMBI OOHapyxeHus artak. CucreMa oOHapyKeHus atak Snort.

Basosas nacrpoiika nuio3a 6e3omnacHoct ASA. ‘ IIp ‘ 4

BazoBas HacTpoiika numo3a 6ezomacHocTi ASA 1 HacTpolika OpaHaMay3pOB UCIONB3ys HHTEpderic
KOMaH/IHOW CTPOKH




Hacrpoiika Site-to-SiteVPN. ‘ IIp ‘ 6

Hacrpoiika Site-to-SiteVPN ¢ ogHO# CTOpOHBI Ha MapUIpyTH3aTOPE UCTIONB3Ys HHTepdeic koMaHIHON
CTPOKH | C APYTOH CTOPOHBI HCTIONB3ys T3 6e3omacaoctr ASA mocpenctsom ASDM.

IoaroroBka k 1a00paTOpHO-NIPAKTUIECKUM padoTam ‘ CP ‘ 9

[MoaroToBka K J1a00paTOPHO-IIPAKTUIECKUM paboTaM ¢ HCIOIb30BAHHEM METOANIECKUX PEKOMEHIAITHIA
npernonapareisi, 0popMIICHHE JIA00PAaTOPHO-TIPAKTHYECKHX paboT, OTYETOB U IOJI'OTOBKA K MX 3aILHTE.

* - Jlex — nexyuu; Ilp — npaxmuueckue 3anamus; CP — camocmosmenvuas paboma; JIP —
nabopamopubvie pabomul.

3. YCJOBUA PEAIM3ALIUU ITPOTI'PAMMBI IUCIUITIJIMHBI
3.1. TpeGoBanusl K MUHHMAJIBHOMY MATEPHATbHO-TEXHUYECKOMY 00ecne4eHUI0

Jlns peanuzanuy nporpamMMbl yaeOHOH JUCHUILIMHBL IIPEyCMOTPEHBI CIIEHUANbHbIC TOMEICHUS,
MIPUBEICHHBIM B I 6.3 OCHOBHO 00pa30BaTENbHOM MPOrpaMMBbI CIIEUATBHOCTH.

Tabnuya 3. Mamepuanvro-mexnuueckoe obecnevenue OUCYUNIUHbl

Tun ayniuropun OcHallenne ayTiuTopuu
CneunaausupoBanHoe yuedHoe oGopyaosanue, [10 u marepuanbi
AJIS1 OCBOEHHS THCUMILIHHBI (PH HEOOX0TUMOCTH)

VYdeOHast ayquToOpus 1ist
MPOBEJIEHUS] 3aHATHI
JIEKITMOHHOTO TUIA, 3aHATHI

Wwmeetcst Beixoj B uHTEpHET. [Iporpammuoe obecrieueHue:
Onepanuonnas cucrema Windows 10 Pro; Office Professional 2007,
Kaspersky Endpoint security asst Ousaeca - CranmapTHbIH

CEMHHAPCKOTO THIIA, KyPCOBOTO
MIPOEKTHPOBAHUA (BBITTOTHEHUS
KypCOBBIX padoT), TPyIIIOBEIX U

WHIMBAIYAJIbHBIX KOHCYIBTAIINHA,

TEKYIIEro KOHTPOJIA U
MPOMEXKYTOUHOH arTecTaluu
(KOMITBIOTEpHBIH KJTacc)

VYdeOHast ayquTopus 1ist
MPOBENICHHS 3aHATHI
JICKIIMOHHOTO THIIA, 3aHATUI
CEMHHAPCKOTO THIIA, KYPCOBOTO
MPOEKTHPOBAHUS (BBITOTHEHUS
KypCOBBIX paboT), TPyIIIOBEIX U
WHIUBHUYaTbHBIX KOHCYIBTALHMA,
TEKYIIEero KOHTPOJISI U
MPOMEXKYTOUHOH arTecTaluu
(MacTepckas MOHTaXa U
HACTPOHKH 0OBEKTOB CETEBOI

HHPACTPYKTYPHI)

KoMrtiekT crieruanu3upoBaHHoi Me0elu, CToika
TeneKkoMMyHHuKarmonHas apyxpamaas CT-24U-2M-K, cromust
AHTHCTATHYECKHE, TEJIEKOMMYHHUKAIIMOHHBIH 1ikad HarmomHei NT
BASIC MP24-810, mka¢p TTPAKTUK CB-14, mkad
TEIEKOMMYHHUKAIIMOHHBII HAIIOIBHBIA, METOBAst JOCKA.
TexHuueckue cpencrna: ammapar cBapounsiii Fujikura 80S+ KIT A;
UBIT Ippon Smart Winner 2000N, HCTOUHHK BHIUMOTO U3IyYCHHUS
BOB-VFL650-5; xommyTarop SNR-S2985G-24TC, xommyTarop
SNR-S2985G-8T-RPS, mapmpytusarop Cisco ISR 1921500002,
mapupytuzarop Juniper SRX100H2350002, ontiaeckuii Tectep
BHOCHMBIX norepb Grandway FHM2A02, ceresoii Tectep NET cat
Pro NC-500; nmepeHOCHOM 3KpaH A7 MPOSKIIHOHHON TEXHHUKH,
npoekrop EPSON EB-S12, nHoytOyk ASUS F6A, TeneBusop.
Wwmeetcs Boixon B nHTEpHET. [Iporpammuoe obecnieueHue:
Oneparnmonnas cucrema Windows 10 Pro; Office Professional 2007,
Kaspersky Endpoint security amnst 6usneca - CranaapTHbIH

Aynutopust Ui caMOCTOATEIIBHON
paboThl 00yUarOIIHXCS

KommnekT crienmanusupoBannoit Mmedenn; Tenesuzop LED LG 42",
ABTOMATH3MPOBaHHBIC paboune MecTa (mpoieccop He Himke AMD
Quad-Core, oneparuBHas namsaTe 00beMoM He MeHee 41°0;
HD500gb), nMeeTcst BBIXO B HHTEPHET

IMporpammHoe obecneuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security ms
ousneca - CTaHIapTHBIN




3.2. UudopmanuonnHoe obecrieueHne o0y UeHust
Ilepeuenn pexomeHayeMbIX YueOHbIX u3ianuii, UuTepHeT-pecypcoB, 10NOTHUTEILHOM

JINTEpPaTypbl

OcHoéHble UCTOYHUKIL:

1. BacumpkoB A.B., BacumpkoB W. A. beszonmacHocTs W ympaBleHHE [TOCTYIIOM B
HH(OPMAITMOHHBIX cucTeMax : YaeOHoe mocobue. - Mocksa: M3garensctBo "OOPYM", 2022. -
368 c. - Tekcr : amexkrporubii. - URL: https://znanium.com/catalog/document?id=399436

ﬂOl’lOJZHume]leble UCMOYHUKU.

2. lllepbak A. B. MadopmanmonHas 0e30MacHOCTh : y4eOHUK s cro. - Mocksa: HOpaiir,
2023. - 259 ¢ - Tekcr : snmextponHsiit. - URL: https://urait.ru/bcode/519614

Pecypcol ungpopmayuonro-menexommyHukayuoHHou cemu « Mnmepremy:

1. 9bC PYJIH u ctoponnue 9bC, K KOTOPBIM CTYAECHTHI YHUBEPCUTETA UMEIOT JOCTYI HA
OCHOBAHUH 3aKIJIFOYEHHBIX JIOTOBOPOB:

- DnekTponno-6ubroreynas cucrema PYJIH — DBC PVY]IH http://mega.rudn.ru/MegaPro/Web
- O6pazoBarenpHas miardopma FOpaiit https://urait.ru

- OBC Znanium https://znanium.ru
- Hay4Has snekTpoHHast ondmoreka eLIBRARY.RU https://www.elibrary.ru/

2. Basbl JaHHBIX U MIOMCKOBBIE CHCTEMBI:
- YueOnslit mopran uactutyTa https://portal.rudn-sochi.ru/

Memoouueckue mamepuansl 05 00Y4AIOUWUXCSL

CamocrosTenbHas paboTa CTyICHTa SBISIETCS] KITFOYEBOM COCTABISIONIECH yueOHOTO Tporecca,
KOTOpast onpeaensieT ((OpMHPOBAHNE HABBIKOB, YMEHUH M 3HAHWN, IPUEMOB IT03HABATEIBHOM
JeSITEIPHOCTH B 00eCreuynBaeT HHTEPEC K TBOPUYECKOM pabore.

[TpaBuIBPHO CTIUTAHMPOBAHHAS M OPraHU30BaHHAS CAMOCTOSTEIbHAs paboTa CTyIeHTOB
MO3BOJISIET:

-crenarbh 0Opa3oBaTeIbHBIN Mpolece Ooiee KaYeCTBEHHBIM U HHTEHCHBHBIM;

-CII0COOCTBYET CO3/IaHUI0 MHTEpeca K N30paHHOM MpodeCCuu 1 OBIAJICHUIO €€ 0COOCHHOCTSIMU;
-IIPUOOIIUTE CTYACHTA K TBOPUECKOH IESATETHHOCTH;

-TIPOBONIUTH B JKU3HB U PEPESHIIMPOBAHHBIA MOIXO0A K 00yUSHHIO.

[Tpu opraHn3anyy caMOCTOSATENIFHOW PAOOTHI CTYICHTOB B Ka4€CTBE METOIOIOTHUECKON
OCHOBBI JIOJDKEH MMPUMEHSATHCS IeATEIbHBIA MOX0/, KorJa 00ydeHrne OpUeHTHPOBAaHO Ha
(dopMHpOBaHUE YMEHHH pemaTh HE TOJBKO THIIOBEIE, HO W HETHIIOBBIE 3aJja4H, KOT/J[a CTY/ICHT
JIOJDKEH TPOSIBUTH TBOPYECKYIO aKTUBHOCTH, HHUIIMATHBY, 3HAHHSI, YMEHUS U HaBBIKH,
MOJYYECHHBIE TIPH U3Y4YEHUH KOHKPETHOW JHCHIUTUIHHEI.

Y4eOHO-MeTOAHYECKUE MaTepHAIIbl [UISI CAMOCTOSTEIBHON paOOThI 00yYaOIIHXCS
pa3MemaTcs B COOTBETCTBUH C JICHCTBYIOIIUM TOPSIIKOM Ha CTPAHUIE TUCITHILIHHBI Ha

YuaebHOM mopTaire.



4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IB " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 33):[3.HI/II‘;I.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHUS:

- APXUTEKTYPY ¥ PYHKIIUHA CHCTEM YIIPABICHUS
CETSIMH, CTAHJIAPTHI CUCTEM YIIPaBJICHHUS,

- cpeicTBa MOHUTOPHHTA U aHAJIH3a

AHaJ'II/I3 u OIICHKA BBITIOJITHCHU AL
WHIUBUYaTbHBIX 3aJaHUI, pACUCTHBIX padoT,
OHpOC, TCMaTI/IquKI/Iﬁ JAUKTAHT,

KOHTpOHBHaSI pa60Ta, HpaKTI/ILICCKI/IC 3aHATHA,

JIOKaIbHbIX CETeH; JIOMaNIHKE paboTsl, KOMITBFOTEPHOE

- METOABbI yCTpaHCHI/ISI HGYICHpaBHOCTeﬁ B TCCTHpOBaHI/IC, B3aI/IMOKOHTp0J'H:> "

TEXHUICCKHUX CPCCTBA CaMOKOHTpPOJIb ~ CTyZeHTOB. IlomHota ™
TpaMOTHOCTb ~ IOATOTOBIIEHHBIX  JOKIAJIOB,
cOOOIIeHNH, TPe3eHTaIHA.

YMmenus: HaGmronenne, KOHTpONb IpemojaBaTesst 3a

- BBITIOJTHSTh MOHHTOPUHT U aHAIIU3 PaOOTHI
JIOKaJIbHOMN CETH C MOMOIIBIO IPOTPaMMHO-
anmapaTHBIX CPEJCTB;

JIESITEIbHOCTRI0  OOYYAIOIIUXCsI, AaHAIM3 U
OIlEHKa ONTUMAJIIBHOCTA METOJa PELICHUs
3amad, Oecena, onpoc, NPaKTHISCKUE 3aHSATHS,

- OCYHICCTBIISAATh AUArHOCTHKY U ITOHUCK JIOMAIIIHUE pa60TbI, KOMIBIOTEPHOEC
HEHCIPAaBHOCTEN BCEX KOMIIOHEHTOB CETH; TECTUPOBAHUE

BBIMOJIHATH JEUCTBUS 110 YCTPAHEHUIO

HEHCIPaBHOCTEM.

IIpakTrueckuii OMNbIT: HaOmronenne, KOHTpOJIb TIperojaBaTelis 3a

- 00CITy’)KHBaHUHN CETEBOM HH(PPACTPYKTYPHI,
BOCCTAHOBJICHHH pa0OTOCIIOCOOHOCTH CETH
rocie coos;

- YIaJICHHOM aJIMUHUCTPUPOBAHUH U
BOCCTAHOBJICHHH Pa0OTOCIIOCOOHOCTH CETEBOI
MH(PACTPYKTYpBI;

- OJIJIEPKKE MOJIB30BaTENIEN CETH, HACTPOUKE
anmapaTHOrO U MPOrPaMMHOTO 00eCTICYeHUS

ceTeBOM MHDPACTPYKTYPHL.

ACATCIIBHOCTBIO O6y‘3[aIOIJ_II/IXC$I, a”Hajam3s H
OIICHKa OITHUMAJIbHOCTU METOAA PCIICHUSA
3aaa4, BBITTOJIHCHHUEC u 3alguTa
HUHIUBUAYAJIbHbIX 3aJIaHUH.

5. KOMIIETEHIIMA OBYYAIOHEI'OCS, ®OPMUPYEMBIE B PE3YJIBTATE

OCBOEHMSA JUCHHUIIJIMHBI

Tabnuya 5. Ilepeuenv komnemenyuii

Iud Pe3ysbrarhl (KOMIETEHIUH)
P OcHoBHBIE OKA3aTeU Pe3yJIbTATOB MOATOTOBKH
OpraHu3oBbIBATH HHBEHTAPU3ALUIO TEXHUYECKHUX CPEICTB CeTeBOi
IIK 3.5. HH(PACTPYKTYpPbI, 0CYIIECTBIATH KOHTPOJIb 000py10BaHHS IOCJIE ero
peMoHTA.
Bnaners:

00CITy)KHBaHHEM CETEBOH MH(PPACTPYKTYPBI, BOCCTAHOBICHHH PabOTOCIOCOOHOCTH CETH Mocie cOos




BoinoansaTh 3aMeHy pacxoHbIX MATEPHAIOB H MeJIKHil PEMOHT
IIK 3.6. nepugepuiiHOro 060py10BaHusl, ONPEAe/ISITh yCTapeBilee 000py10BaHUe H
NMpOrpaMMHbIE CPeICTBA CeTeBOM HH(PPACTPYKTYPHI.

3HaTs:
METO/IbI YCTPAaHEHHST HEMCIIPABHOCTEH B TEXHHYECKHUX CPEICTBAX

VYMers:
BBITIOJTHSTH ISHCTBUSA 110 YCTPAHCHUIO HEUCIIPABHOCTEH

Y4acTBoBaTh B pa3paboTKe cXeMbl M0CT€ABAPUIHOIO BOCCTAHOBIEHHS
IIK 3.4. Pa00oTOCIOCOOHOCTH KOMIILIOTEPHOI CeTH, BLINMOIHATH BOCCTAHOBJIEHUE H
pe3epBHOE KONMPOBaHNe HH(pOpMAaLHH.

Brangers:
MOIICPIKKOM MOJIB30BaTENICH CETH, HACTPOMKE aIapaTHOro U MPOrpaMMHOI0 00ECIIeYeHuUs CETEBOM

nH(}PaCTPYKTyphI

YCTaHaBJIPIBaTb, HacTpauBaTh, IKCIUIYaTHPOBAaTh U OGCJIy?Kl/IBaTb CeTeBbIC

IIK 3.3.
KOH(pHUTrypanum.

VYMers:
OCYIIECTBIATH IUArHOCTUKY ¥ IIOMCK HEUCIIPABHOCTEH BCEX KOMIOHEHTOB CETH;

IIpoBoauts npoduiakruyeckne padoTsl HA 00bEKTAX CeTeBOH

IIK 3.2.
HH(}PACTPYKTYPbI U PA60UHX CTAHLMSIX.

3HaTh:
CpeAcTBa MOHUTOPUHTA U aHAIM3a JIOKaJIbHBIX CETEl;

YcraHaBIHBaTh, HACTPAUBATD, IKCINIYATHPOBATH U 00C/IY:KHBATh

IIK 3.1. i
TeXHHYecKHe U MPOrPaMMHO-aNNAPATHBIE CPeICTBA KOMIIBIOTEPHBIX CeTeii.

3HaTk:
aApXUTEKTYpy U QYHKIIHMH CHCTEM YIPABICHUS CETAMHU, CTAHIAPTHI CHCTEM YITPABICHUS;

VYMeTs:
BBITIOJHATH MOHUTOPHHT M aHAIH3 PAOOTHI JIOKATBHON CETH C IOMOIIBIO MPOTrPAMMHO-AIAPATHBIX
Cpe/cTB




6. ®°OH/I OHEHOYHBIX CPEJICTB
6.1. @oHA OLIEHOYHBIX CPEACTB IS MPOBEJCHNUS NMPOMEKYTOYHON aTTecTaluu
oOyuaronuxcsi no gucuunnte «bezonacHocTs PyHKIMOHNPOBAHUS HH(POPMAIHOHHBIX

ITepedens BOpOCOB [UIsl HOATOTOBKY K 3aHATUAM U IMPOMEXYTOYHOU aTTECTALHH,
KOHTPOJIBHBIX paboT, cofiepKaHne 3aaHnui /ISl BBITOJTHEHUS TPAKTUYESCKUX U
CaMOCTOSITENIFHBIX Pab0T, PEKOMEHIAIINH TI0 BBITIOJIHEHUIO H KPUTEPUH OLCHUBAHUS
MPEJCTaBICHBI B (JOH/IE OLIEHOYHBIX CPECTB M0 AUCHHUILIHHE «be3omacHoCTh
($yHKIMOHUPOBAaHUS HH(POPMAIIMOHHBIX cucTeM» B [Ipunokennn k Hactosimen Paboueit
IporpaMMe JUCIUIUIUHBI.

OrneHouHBIE CPEACTBA MO3BOJISIIOT MPOBECTH TEKYIIUI KOHTPOIb MO Aucuuiuinge. [lo kaxaomy
CpPEZICTBY OLICHUBAETCS MTOJTHOTA U TIIyOMHA OCBOCHHS, XapaKTEPHU3YIOIIHECs MTOKa3aTesIMKA U
KPUTEPUSIMH OL[EHUBAaHUS

Tabnuya 6. Ilokazamenu u kpumepuu oYeHUBaHUs.

[lokasarens Kpurepnii
. 3nHaeT: 0a30BbIe OOIIME 3HAHUS,

[Toporossrii .
YMeeT: OCHOBHEIE YMEHUsI, TpeOyeMbIe [UTS BBITTOTHEHUS TTPOCTHIX

(y3HaBaHue) )
3aJ1a4;

«3» .
Brnapgeer: paboraer mpu npsiMoM HaOIIONCHIH.
3HaeT: (haKThl, IPUHIIAIIBI, TIPOIECCHI, OOIIUE MOHATHUS B MpeaeIax
00acTH MCCIIEeI0BaHUS,
BasoBsrit YMeeT: Auana3oH NPaKTHIECKUX YMEHUH, TPeOyeMBbIX JJIsi PeIICHUs
(Bocmpon3BeicHHe) |ONPEIETIEHHBIX IPOOIEM B 0OIaCTH MCCIIE0BAHMS;

«d» Brnageer: GepeT OTBETCTBEHHOCTH 3a 3aBEpIICHUE 33129 B
HCCIIeIOBAaHUH, IPUCTIOCA0IMBAET CBOE TIOBEJCHHIE K OOCTOSTEIHCTBAM B
pemIeHu: mpoodIemM
3HaeT: (paKTHIECKOe U TEOPETUICCKOE 3HAHUE B Mpeiesax o0macTu

Bricokuii UCCJICIOBAHUSI C TOHUMAHHEM TPAHUI] IPUMEHUMOCTH;
(KOMITETEHTHOCTB) |YMEET: IMana30H NPaKTHIECKHX YMEHHH, TPeOYeMbIX Ul pa3BUTHS
«5» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs POOIEM;
max 6a Brageer: koHTpoMupyeT padboTy, IPOBOJUT OLEHKY, COBEPIICHCTBYET
JecTBUs paboThI

MakcumanbHOE KOTMYECTBO OaIIIOB MO KaKIOMY OIIEHOYHOMY CPEJCTBY COOTBETCTBYET
BepOaTbHOMY KPUTEPHIO «BBICOKHII.

7. AHBIE CBEJAEHUSA U (MJIN) MATEPUAJIBI

7.1 Ilepevennb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, MCI0JIb3YEMbIX PH OCYIIECTBJICHHH
00pa30BaTe/IbHOTO NMPoNecca M0 JHCHHIIJIMHE

B mpomecce oOydeHHs WCIONB3YIOTCS AKTHBHBIE M WHTEPAKTUBHBIE 00pa30BaTeIbHBIC
TexHONMOruM ((HopMBbI MPOBEACHUS 3AHATHIA):

-JIeKuH, (ppOHTATBHBIE ONPOCH], IPE3CHTAIUH U 3aI[UTa MUHU-TIPOCKTOB;

-Kelc-cTagu (pa300p KOHKPETHBIX CUTYallni),

-MMUTAllMOHHbIE KOMIIBIOTEPHbIE MOJIEIH;

-OpraHu3ali CaMOCTOSTENIbHONW y4eOHO-TT03HABATEIbHON AEATENbHOCTH (WHIMBHyaTIbHBIC
JIOMAaITHUE 3aaHHs).



