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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
11M.03.02 GezonacHocTh QYHKIMOHUPOBAHNSA HH(POPMANNOHHBIX CHCTEM
Hazeanue OUCYUNIUHbBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[lporpamma  yueOno#  muctmmummasl  [IM.03.02  BesonmacHocTh  ()yHKIMOHHPOBAaHUS
MH(POPMAITMOHHBIX CHUCTEM SIBJISIETCS YacThIO MPOTPAMMBI TIOATOTOBKHU CIEIHATHCTOB CPEIHETO
3BeHa B cooTBeTcTBUU ¢ PI'OC "denepanbHbIil TOCyIapCTBEHHBIH 00pa30BaTeIbHBINA CTAaHAAPT
cpemaero mpodeccuonampHOro obpasoBanms mno crenuaidbHocTH 09.02.06 CETEBOE U
CUCTEMHOE AIMUHUCTPHUPOBAHMUE (mpuka3z Munobpuayku Poccuu ot 09.12.2016 1.
Ne 1548)"

1.2. MecTo y4eOHOH AMCHUILVINHBI B CTPYKTYpPe NPOrPaMMBbI MOATOTOBKH CHELHATHCTOB
CpeIHero 3BeHa.

Vuebnas muctupmmmHa [IM.03.02 Be3onmacHocTh (yHKIMOHHpPOBaHUS WH()OPMAMOHHBIX
cucreM BxoauT B [Ipodeccronansusiii nukin [IpodeccnonambHON TOATOTOBKH.

1.3. Hesu n 3agauyn — TpeGOBaHUS K Pe3yJbTATaM OCBOCHHS Y4eOHOM JHCHMIIMHBL.

CrniocoOcTBOBaTh (OPMHUPOBAHUIO OOLIMX M MPO(EeCCHOHATBHBIX KOMIIETEHIIUI MOCPEICTBOM
npuoOpeTeHnsl 3HAHWI, YMEHHH W HAaBBIKOB B COOTBETCTBUH C BHJOM IpodeccHoHaIbHON
JIeSITEIbHOCTH.

B pe3yibTaTe 0cBOCHHS Y4eOHOM AMCHUIUINHBI CTYIEHT J0JI5KEH 3HATH:

- apXUTEKTYpy U (PYHKIMH CUCTEM YTIPABIICHUS CETSIMH, CTAaHAAPThI CUCTEM YIIPABICHUS;

- cpeicTBa MOHUTOPHHIA U aHaJIM3a JIOKAJbHBIX CeTel;

- METO/Ibl YCTPAHEHUS HEUCIIPABHOCTEN B TEXHUYECKUX CPEJCTBA

B pe3yabTare ocBOeHHSs Y4eOHON AMCHUILINHBI CTYIEHT J0J’KEH YMETh:

- BBIMOJHATH MOHUTOPUHT M aHAIHW3 pabOTHI JIOKATBHON CETH C TOMOIIBI0 MPOrPaMMHO-
anmnapaTHbIX CPE/CTB;

- OCYILECTBJISTh JUArHOCTUKY U MOMCK HEHUCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH; BBIIIOJIHATH
JIEMCTBHS TI0 YCTPAaHEHUIO HEUCIIPABHOCTEH.

B pe3yabTrare ocBoeHHs YUeOHON IMCHUILIMHBI CTYICHT J0/KEeH HMeTh HABBIKH M (HMJIN)
OIIBIT AeATEIbHOCTH:

- 00CITy)KHBaHUU CETEBON HHPPACTPYKTYpPBI, BOCCTAHOBICHHH PaOOTOCIIOCOOHOCTH CETH IMOCIIE
cOost;

- yJAJIeHHOM aJMWHUCTPUPOBAHMM M BOCCTAHOBIEHHMH pabOTOCIIOCOOHOCTH CETEBOM
HHQPaCTPyKTYpPHI;

- TOAJIEPXKKE TONB30BATEIeH CETH, HACTPOWKE ammapaTHOTO W TPOTPAMMHOTO 00ECIIeueHUs

ceTeBOil MH(PaCTPYKTYPBHIL.

1.4. Pexomenayemoe KOJIMYeCTBO YaCOB HA OCBOCHHUE IPOrPAMMBbI YUEOHOMH AU CHUIIUHBI:

O6bem mporpammsl 144 gacos, B TOM 4ucCIe:
ayMTOPHON y4eOHOW Harpy3ku oOydatomerocst 120 qacos;
CaMOCTOSITENIbHOW paboThl oOyqarorerocs 24 4acos.

2. CTPYKTYPA U IPUMEPHOE COJEPXXKAHUE YYEBHOM JUCHUILIUHBI
2.1. O6beM yueOHOM AMCHUILINHBI U BU/ABLI y4eOHOI padoThl



Tabnauya 1. Buowst yuebnou pabomel no nepuooam oceoernusi OOIT CIIO ons popmol 06yuenus -
OUHASL.

Bux yue6Ho#i padoThi Beero, Cemecrplad)
aK. 4.
8
KonTakTHas (aymiuTopHas) padora (Bcero) 120 120
B TOM YHCIIC: - - = - - - -
JIEKIUH (€CIH MPEyCMOTPEHO) 48 48
B TOM YHCIIE B (hOpME MPAKTHUECKOM TTOATOTOBKH
(ecu mpeayCcMOTPEHO) B B
J1ab0paTOPHBIE 3aHATUS (ECIU MPELYCMOTPEHO) - -
B TOM uncie B (POpME MPAKTHIESCKOH MOTOTOBKH
(eciu IpeyCMOTPEHO) B B
MPAKTAYECKAE 3aHATH (€CIU TPEyCMOTPEHO) 72 72
B TOM 4YHCIIe B (hOPME MPAKTHUCCKON TOATOTOBKH
(ecim IpexyCMOTPEHO) 24 24
CamocTosnTelabHas paGora o0yuaronierocs (Bcero) 24 24
B TOM YHCIIE: - - - - - - -
B (hopMe MPaKTUIECKOH [TOATOTOBKH
(ecim mpexyCcMOTPEHO) B B
YacoB Ha KOHTPOIIb: = =
[TpomexyTouHnast arrectanus B popme: (3auer/qud3zayer/ i 320
9K3aMeEH )
Oburas TPyIoeMKOCTh yac 144 | 144

2.2. TemaTuueckuii IJIaH U cofep:xkanue ydeoHou qucuumiannasbl 1IM.03.02 besonacHocTb
(pyHKIMOHMPOBaHUS HH(POPMAILMOHHBIX CHCTEM

Tabnuya 2. Cooeporcanue oucyunaunwt/ MK no euoam yuebnoii pabomol

HAUMEHOBAHME PA3JIEJIA TUCHUIIJIMHBI Buy yue6Hoi
GoTHI* Kou-Bo yacos
Conepsxanne pasjaena (TeMbl) padoThI
OcHoBbI HHOPMALHOHHOH 0€30I1ACHOCTH. 34
[lousTHe HaMOHATBHON 0€30MTACHOCTH. Jlex | 2

WnTepechl 1 yrpo3sl B 001acTH HAIMOHANBHOM Oe3omacHOCTH. BiusiHue nporeccoB HHpopMaTu3aiuu
00IIIeCTBa Ha COCTABIIAIOIIME HAITHOHAILHOW 0€30IIaCHOCTH M UX COZICPIKAHHME.

NndopmarmonHas 6e30MacHOCTh B CHCTEME HALMOHATBHOM

P o Jlek 2
6esomacHoctu Poccutickoii deneparun.

OCHOBHBIC TIOHATHS, 0OMIEMETONOIOTMIECKIE MPUHITIIBI 00ecTiedeHusT MH()OPMAITMOHHON
6e3onacHocTn. HanimoHaneHbIe HHETEpecH B HH(pOpManuoHHOH cdepe. VIcToYHHKH U conep kaHue yrpo3
B HH(OPMATHOHHOI cepe.

TocymapcTBeHHas HH(pOpPMALOHHAs! TOJIUTHKA. | Jlex | 2

OCHOBHBIC ITOJIOKEHUS TOCYNapCTBEHHON MH(POpMaImoHHOH monuTrkH Poccuiickoit @enepanunu.
[IepBoouepenHbIE MEPOTIPHATHS ITO PEATH3AIIH FOCYyAAPCTBEHHOM MOIUTHKNA 00ECTICUCHHS
nH(pOPMAIMOHHON 0E30MacHOCTH.

[Tpobnems! nHGOPMAIOHHOM BOIHBL. | Jlex ‘ 2
HNudopmarnmonnoe opyxue u ero kinaccupukanus. MadopmannonHas BoifHa.
HudopmamoHHbIe CHCTEMBI. | Jlex ‘ 2

O6mue nmonoxenus. Mudopmanus kak nponykrt. Mudopmannonssie yenyra. McTounuku
KOH(pHUASHIINATHHON HH(pOpMAIHK B HH()OPMAITMOHHBIX CHCTEMAX.

MeTozmp! 1 MOIENH OIICHKH YSI3BUMOCTH WH(OPMAITHH. | Jlex | 2

DMIHUpHYECKHUi TOAX0A K OLCHKE YsA3BUMOCTH HH(popMmanun. CUcTeMa ¢ MOHBIM TTEPEKPHITHEM.
IIpakTrueckas peanu3anys MOACIHU «yrpo3a - 3alliATa»




[MporpamMmupoBanue apudpMeTHIECKIX

IIp 4
AJITOPUTMOB

Ilemun n 3agaun kxpunrorpaduu. MccnenoBanue u pa3padboTka OCHOBHBIX
METOJIOB CHMMETPHYHBIX KPUTITOCHCTEM.

IIporpamMmmupoBanue apupMETHUCCKAX

IIp 4
aJIrOPUTMOB

[lndposanue merogom 3amensl. Llndp Lesaps.

OHpCI[eJICHI/IC 00BEKTOB 3alIuThl HA TUITOBOM 00BEKTE

nH(bOpMaTH3ALINH. Tp g

Kitaccudukarus 3amuniaemoi nHGopMaIiu mo BugaM TailHbl U CTENEHIM
KOH(UICHITNATEHOCTH.

CucteMarudeckas npopabOTKa KOHCIEKTOB 3aHATHI. | CP ‘ 6

Cucremarnieckas nmpopaboTKa KOHCIIEKTOB 3aHATHH, Y4eOHOM 1 ClIeHaIbHOH TEXHHYCCKOH
JuTepaTypsl (110 Bompocam Kk naparpadam, maBam yueOHBIX TOCOOHH, COCTABICHHBIM IPENOJaBATEIEM).

IIpo6.Jiemb1 HHGOPMAIHMOHHOIT §€301ACHOCTH. 16

OCHOBHBIC ITOHSATHS U aHAJIN3 YTPo3 HH(POPMATMOHHOM

Jlex 2
0€30IIaCHOCTH.

OCHOBHBIC TTOHATHUS 3ALUTH HHOPMALUH U HHPOPMAIIHOHHON Oe30macHOCTH. AHAN3 yrpo3
rH(}OpMaImOHHOK 0€30MacHOCTH.

Ipo6iiembl HHGOPMAITMOHHOM OE30TTACHOCTH CETEi. | Jlex | 6

Beezenue B cereBoi HHGOPMAIIHOHHBIN 00MeH. AHamu3 yrpo3 ceTeBoi 6e3onacHoctu. ObecneueHue
HH(GOPMALTMOHHOH 6E30MaCHOCTHU CETEH.

[TonmnTrka Ge30macHOCTH. | Jlex | 4

OcHOBHBIE TIOHTHA MONMUTAKH Oe3omacHOcTH. CTPYKTypa MOIMHTHKH O€30IaCHOCTH OpraHU3aIliH.

CranzapTsl HHQOPMAaHOHHOH OE30MAaCHOCTH. | Jlex | 2

Ponb cranmaproB nH(popManoHHOH Ge30macHOCTH. MeXayHapOaHbIE CTaHaPThl HH(OPMALIHOHHOH
0e3onacHocTh. OTedecTBEHHBIE CTAHAAPTHI 0€30MacHOCTH HH(GOPMALMOHHBIX TEXHOIOTHI

Onpenenenne yrpo3 00bekTa HHPOPMATU3AIIH. | IIp | 2
Omnpenenenne yrpo3 00bekTa HHPOPMATH3AUY U UX KJIACCH(PUKAIUA.

TexHOT0IHN 3a1UTHI JAHHbIX. 18
[IpuHtAme! KpUnTOrpadUIeCKON 3aIUTH WH(OPMAITHH. Jlex | 2

OcHOBHBIE TIOHATHS KpunTorpadguueckoit 3amuTsl nHopMayi. CHMMETPHUYHBIE KPUIITOCHCTEMBI
ndpoBaHust. ACHMMeETpHYHBIE KpHUTITOCHCTeMbI MndpoBanus. KoMOMHHpOBaHHASA KPUIITOCHCTEMA
i dpoBaHust. DIEKTPOHHAS HU(PPOBAs ITOANUCH U PYHKIHS X3IMIUPOBAHML.

Kpunrorpadudeckue anropuTmel. | Jlex | 2

Knaccudukamus  kpunrtorpadpuaeckux anroputMoB. CUMMeETpUIHBIE aITrOPHUTMBI
ndpoBaHusl. ACHMMETPUYHbIE KPUIITOAITOPHTMEL.

TexHOJIOruH ayTEeHTH()HUKALINH. | Jlex ‘ 2

AyTtenTuduKaIus, aBTOpH3aKA U aAIMAHACTPUPOBAHKUE ACHCTBUHN MOIB30BaTenei. MeTonsr
ayTeHTU(uKany, ucronp3yronue napomu 1 PIN-koxer. Crporas ayrenTudukamus. bnomerpuaeckas
ayTEeHTH(HUKAIH TTO0JIb30BaTEIs.

Kpunrorpaguueckoe mmppoBanue METOIOM MPOCTON 3aMEHBI. | IIp | 6
Kpunrorpadpunieckoe mudpoBanne METOIOM MHOTOAT()aBUTHOW OTHOKOHTYPHOW 3aMCHBL.
Kpunrorpapuueckoe mudposanue | Ip ‘ 4
Kpunrorpaduueckoe muppoBaHre METOIOM YCIOKHEHHOW IEPECTAHOBKH 110 MapIIPyTaM.
Xom-pyHKIMH ¥ DU(POBasi MOIIHCE. | IIp ‘ 2
M3yueHne 0TeYeCTBEHHBIX CTaHAAPTOB XAII-(PYHKIIHH U HH(POBOH NOAMKCH.

TexH0I0rHH 3a1INTHI MEKCETeBOro 00MeHa JaHHbIMH. 43
Obecneuenne 6€30MaCHOCTH ONEPAIMOHHBIX CHCTEM. Jlex ‘ 2
IIpobiemer o6ecnieuenus 6esonacaoctr OC. Apxurekrypa moacucrems! 3ammthl OC.
TexHOIOruM MEKCETEBIX IKPAHOB. | Jlex | 2

OyHKIMH MEXCETEBBIX KpaHoB. OcOOEHHOCTH (PYHKIIMOHMPOBAHUS MEKCETEBBIX SKPaHOB Ha
pasnuaHbIX ypoBHsX Mozenu OSI. Cxemsbl ceTeBoii 3amuThl Ha 6aze MD.




OCHOBBI TEXHOJIOTUH BAPTYAThHBIX 3aIMUIICHHBIX ceTeir VPN, | Jlex | 2

Konuenmus nocTpoeHust BUPTyalbHbIX 3aluIeHHbIX ceTeil VPN. VPN-perienus s mocTpoeHus
3allUILEHHBIX ceTel. JIocToOMHCTBA MpUMEHEHUs TexHooru VPN

3ammTa Ha KaHAJHbHOM H CEaHCOBOM YPOBHAX. | Jlex | 2

IIpoToxomns! (popMUPOBAHUS 3AMMIICHHBIX KAHAIOB Ha KAHAJILHOM ypoBHE. [IpoTokomns! opmMupoBaHms
3aIMIICHHBIX KaHAIOB HAa CEAHCOBOM YPOBHE. 3alinuTa OeCripOBOIHBIX CETeH.

3amuTa Ha ceTeBoM ypoBHE - mpotokon IPSEC. | Jlex | 2

Apxurekrypa cpencts 6ezonacuocti [PSec. 3amura neperaBaeMbIX JaHHBIX C ITOMOIIBIO TPOTOKOIOB
AH u ESP. IIpotoxon ynpasnenns kpuntokmtodamu [ KE . Ocobennoctn peanusamnuu cpencts [PSec.

WupacTpykTypa 3amnTHl Ha IPUKIAJHOM YPOBHE. | Jlex | 2

Vnpasnenue uaeHTuukanueit u rocrynom. OpraHu3amis 3alIIIEHHOTO YIAJICHHOTO JOCTYIIA.
VYipasneHue JOCTYTIOM 10 CXeMe OJHOKpPaTHOTO Bxoja ¢ apropu3anuei Single Sign-On. TIpotokon
Kerberos. Undpactpykrypa yrpasierus OTKpbIThiMu Kitodamu PKI.

KoMIOHEHTBI MEXKCETEBOIO YKpaHa. | IIp ‘ 2
TTonmnTrka MEKCETEBOTO DYKPAaHHPOBAHHSL.

3apaum, pemaemsre VPN. | IIp | 4
3anaun, pemaembie VPN. YpOBHM 3aIMIIIEHHBIX KAHAJIOB.

Opranmnzanus VPN cpencrsamu C3U VipNet. | IIp | 4
Hcnonw3oBanne npotokona IPSec mist 3amuTs! ceTen.

Cospanne xmroueit PGP. | IIp | 4
Cosznanue xmodeit PGP. Tlepemada orkpsitoro kinroda PGP xoppecnonnenTam.

Hactpoiika crncrems! npegoTBpamenns Bropxkeruit (IPS) IIp 4
Hacrpoiika Oe30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTATOPax IIp 4
IoaroroBka k 1a00paTOpHO-NIPAKTUIECKAM padoTam CP 9

[oaroroBka k 1a00paTOpHO-NPAKTUIECCKUM paboTaM ¢ HCIIONb30BAHNEM METOMUYECKHX PEKOMEH AL
npenogasareis, ohopMICHHE JIAO0PATOPHO-TIPAKTHYSCKUX paboT, OTYETOB U IMOATOTOBKA K MX 3alUTE.

TexHoJ0rHN 00HAPYKEHHs] BTOPIKEHHIA. 33

AHanm3 3aMAMEHHOCTH ¥ 00HApy>KEHHE aTak. Jlex | 2

Konnenuus ananTuBHOTO yrpasieHus 0e30macHOCThI0. TeXHOMO0rHs aHali3a 3alHICHHOCTH.
TexHonmornu oOHAPYKECHHS aTaK.

3amuTa oT BUpYcoB. MeToabl yIipaBleHHs CPEACTBAMU CETEBOI

JIex 2
0€e30I1aCHOCTH.

KommbroTepHbIe BUPYCHI U IPOOJIEMbI aHTHBHPYCHOH 3al[UThl. AHTHBHPYCHBIE IIPOTPAMMBbI 1
KoMITIeKChI. [TocTpoeHne cHCTeMBbl aHTHBUPYCHOHN 3aIMTHI KOPIIOPATHUBHON CETH. 3aadul YIIPaBICHHS

CHCTEMOM ceTeBON OE30MacHOCTH. ApPXHUTEKTypa yIpaBJeHUs CPEICTBAMH CETEBOI OE30MaCHOCTH
CurHatypHBIH aHAIH3 U 0OHApY>KeHHE aHOMaJTHI IIp 2
OOHapyxeHHe B peajlbHOM BPEMCHH M OTJIOKCHHBIN aHaln3 IIp 4

OOHapyXeHUE B peaJbHOM BPEMCHHM M OTJIOKCHHBIN aHanu3. JIOKaJbHBIC M CETEBBIC CHCTEMBI
oOHapy>KeHHs aTak.

PacnipenierieHHBIE CHCTEMBI OOHAPY)KCHUS aTak. | IIp | 4
Pacnipenenennbie crcreMbl 0OHapyxeHus atak. CrcTeMa oOHapyXEeHUs aTak Snort.
basoBas HacTpolika mumo3a 6e3omacHoct ASA. | IIp | 4

BazoBas HacTpoiika numo3a 6ezomacHocTi ASA 1 HacTpolika OpaHAMay3pOB UCIONB3ys HHTEpdelic
KOMaH/IHOW CTPOKH

Hacrpoiika Site-to-SiteVPN. | IIp | 6

Hacrpoiika Site-to-SiteVPN ¢ ogHO# CTOpOHBI Ha MapIIpyTH3aTOPE UCTIONB3Ys HHTEepdelic KOMaHIHOH
CTPOKH H C APYTrOi CTOPOHBI HCIIONB3Ys MUTI03 6e3omacHocTH ASA nocpencrsom ASDM.

IlogroroBka k 1a60paTOpPHO-IIPAKTHIECKUM paboTam | CP | 9

[oxaroroBka Kk 1a00OPATOPHO-IPAKTHICCKIM paboTaM ¢ UCIOJIb30BAaHHEM METONYCCKUX PEKOMEH IAIIHi
nperojaBares, opopmiieHHe J1a00PaTOPHO-PAKTHIECKIX PabOT, OTYETOB M IMOATOTOBKA K MX 3aIIHUTE.

* - Jlex — nexyuu,; Ilp — npakmuueckue 3anamus,; CP — camocmosmenvuas paboma, JIP —
nabopamopmbsie pabomul.

3. YCJOBUSA PEAIM3ALIUUA ITPOI'PAMMBI IUCIIUITJINHBI




3.1. Tpe6oBaHusl K MUHHMAJIBHOMY MATEPHAIbHO-TEXHUYECKOMY 00ecne4eHUI0

s peannsanuy mporpaMmbl yaeOHOM TUCIUILIMHEI TPEXyCMOTPEHBI CIICIHAIbHbIE TOMEIICHMS,
MIPHBEACHHBIM B IT 6.3 OCHOBHOI 00pa30BaTebHOM MPOTPAMMBI CIIEHAIBHOCTH.

Tabnuya 3. Mamepuanvno-mexHuueckoe obecneuenue OUCYUNIUHbBL

Tun aynuropuu

OcHaleHne ayTuTOPpUA
CnennaaunsnpoBanHoe yuedHoe oGopyroBanue, [1O n matepuabi
AJI5 OCBOEHMSI TMCUMILUIMHBI (PH HE00X0AUMOCTH)

VY4eOHast ayquTopus 1Jist
MIPOBEACHUS 3aHATUU
JIEKIIHOHHOTO TUTIA,
HNpPaKTUYECKHUX 3aHATHH,
BBITIOTHEHUS KYPCOBBIX pador,
IPYNIIOBBIX U HHIWBHYaIbHBIX
KOHCYJBTAlUH, TEKYIErO
KOHTPOJS B MPOMEKYTOTHOM
aTTecTaIuu

KoMITIekT criernain3upoBaHHON MeOelin, MapKepHas JIOCKa,;
kadeipa; aBTOMaTU3HPOBAHHOE pabouee MECTO MPEnoaaBaTeIs:
kommbroTep AMD Ryzen, morutop LCD 24" Philips, untepakruBras
maHens 86", UMeeTcs BBIXON B MHTEPHET

[IporpammHoe obecneuenne: OnepanuonHas cuctema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mst
ousHeca - CTaH/apTHBIH

Y4aebuast ayTuTopus s
MPOBEJCHUS 3aHATHI
JIEKLIHOHHOTO TUIIA,
MPaKTUYECKHUX 3aHATHH,
BBITIOTHEHUA KyPCOBBIX pabor,
IPYNIIOBBIX M HHINBHyaTbHBIX
KOHCYNBTalH, TEKYIIIETO
KOHTPOJIS ¥ IPOMEKYTOYHOM
aTTecTanuu
(KommsroTepHsbIii Ki1ace)

KomruiekT crienuain3npoBaHHOW MeOein; T0CKa ayIuTOpHAs
MeJIoBast, aBTOMAaTH3MPOBaHHbIE paboune MecTa (IPoIeccop He HIKe
Intel Core i5, oneparuBHas namsaTe o0beMoM He MmeHee 16Gb;(SSD
500 GB HDD 1 TB); npoexkrop EPSON, npoekiuoHHbI#H 5KpaH,
HUMEETCS BBIXO/I B UHTEPHET

[Tporpammuoe obecneuenue: OneparuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mst
ousHeca - CraHaapTHBIA

AynuTopust 1u1sl CaMOCTOSTEIIbHON
paboTHI 00yHAFOIIIXCST

Kommtekt cneunanusuposanHoi mebenu; Tenesusop LED LG 42"
aBTOMAaTH3MPOBaHHBIE paboune MecTa (mponeccop He Hike AMD
Ryzen, oneparuBnas namsath o0bemom He MeHee 8 I'6; SDD 500 GB,
MoHOO0k Lenovo Intel 13), umeeTcs BBIXOJ] B MHTEPHET
[IporpammHoe obecneuenne: OnepanuonHas cuctema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mst
ousHeca - CTaH/apTHBIH

3.2. Uudopmanuonnoe obecrieueHne o0yueHnst
Ilepeuyenn pexomMeHayeMbIX YueOHbIX n3ianuii, UnTepHeT-pecypcoB, 10NMOTHUTEILHOM

JIMTEPaTypPbl

Ocnosuvle UCmOYHUKU:

1. BacumskoB A.B., BacmmskoB WM. A. bBe3omacHocTs u ympaBieHHE OCTYIIOM B
MH(OPMANNOHHBIX cUcTeMax : Y4yeOHoe mocobue. - Mocksa: U3narensctBo "OOPYM", 2022. -

368 c. - TekcT : AMEKTPOHHBIH. -

ﬂOnOﬂHumefleble UCMOYHUKU.

URL: https://znanium.com/catalog/document?id=399436

2. Ulepbak A. B. UnpopmanmonHas 0e3omacHOCTh : ydeOHUK mist cmo. - Mocksa: FOpair,
2023. - 259 ¢ - Texcr : anextponnsiii. - URL: https://urait.ru/bcode/519614




Pecypcol ungpopmayuonno-menexommyHuxayuortol cemu « inmepremy».

1. 9bC PY/IH u croponnue IbC, K KOTOPBIM CTYAE€HTHl YHUBEPCUTETA UMEIOT JOCTYII Ha
OCHOBAHMU 3aKIIFOYEHHBIX JOTOBOPOB:

- DnekTponHo-6ubmmoreunas cucrema PYJIH — OBC PY]IH http://mega.rudn.ru/MegaPro/Web
- O6pasosarenbHas mardgopma KOpaiit https://urait.ru

- OBC Znanium https://znanium.ru

- Hay4Has srekTpoHHast onbnmmoreka eLIBRARY.RU https://www.elibrary.ru/

2. basbl JaHHBIX H MOMCKOBBIE CHCTEMBI:
- Y4e6nbIii mopran uaCTHTYTA https://portal.rudn-sochi.ru/
Memoouueckue mamepuanvt 015 00yUarOUUXCS

CamocrosiTenpHas paboTa CTyJICHTa SBISIETCS KITFOYEBOI COCTABISIONIECH yueOHOTO Iporecca,
KoTOpasi onpezaersieT GopMUPOBAHNE HABBIKOB, YMCHHI W 3HAHWI, IPUEMOB MTO3HABATEIHLHOM
JeSITEIPHOCTH M 00ecneunBaeT HHTEpEC K TBOPUYECKOM pabdore.

[IpaBuiIbHO CIUTAHUPOBAHHAS U OPTaHU30BAHHAS CAMOCTOSTENIbHAsI paboTa CTyICHTOB
MIO3BOJISIET:

-clienaTh 00pa3oBaTeIbHBIN Iporece 0oliee KaYeCTBEHHBIM U HHTEHCHBHBIM;

-CITOCOOCTBYET CO3JaHMIO HHTEepeca K N30paHHOH MPo(ecchu U OBIAJCHUIO €€ 0COOCHHOCTIIMH,
-IIPHOOIIUTE CTYACHTA K TBOPUECKOH EATETHHOCTH;

-IPOBOJIUTH B JKU3HD U PEepeHINPOBAHHBINA MOIXOA K O0yUSHHIO.

[Ipn oprarm3anmuy caMOCTOATENBHON PabOTHI CTY/IECHTOB B KaUECTBE METOAOIOTHIECCKOM
OCHOBBI JIOJDKEH MMPUMEHSATHCS IEATENbHBINA MOIX0/, KOoraa 00ydeHHe OpUEeHTHPOBAHO Ha
(opMHpOBaHUE YMEHHI pelIaTh HE TOIBKO THUIIOBBIE, HO U HETHIIOBBIC 33a49M, KOT/Ja CTY/ICHT
JIOJDKEH MPOSBUTH TBOPYECKYIO aKTUBHOCTH, MHUIIMATUBY, 3HAHWSI, YMEHUS 1 HABBIKH,
MOJTYYECHHBIC TTPH MU3YYECHUN KOHKPETHOW JUCLUIUIMHEL.

VY4eOHO-MeToqMYeCKNe MaTepHallbl [UTsi CAMOCTOSTEIBHON pabOThl 00yJaOIIIXCst
Pa3MeIaroTCsi B COOTBETCTBHU C JICHCTBYIOIIMM MOPSIIKOM Ha CTPAHHUIE TUCIUILTNHBI HA
VYuebHOM mopTaie.



4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IB " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 33):[3.HI/II‘;I.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHHUS:

- APXHUTEKTYPY ¥ PYHKIIUHA CHCTEM YIIPABICHUS
CETSIMH, CTAHJAPTHI CUCTEM YIIPABJICHHUS,

- CpeicTBa MOHUTOPHHTA U aHAJTH3a

Amnanus u OLICHKA BBITIOJIHCHHS
WHIWBHUya bHBIX 33[aHUW, PaCYEeTHBIX paldoT,
ONpoc, TEMaTHIECKUN TUKTAHT,

KOHTPOJIbHAsL paboTa, TMPaKTUIEeCKUE 3aHATHA,

JIOKAJIbHBIX CETEH,; JIOMaIIHue pabortsl, KOMITBIOTEPHOE

- METOAbI YCTpaHCHI/IH HeHCHpaBHOCTeﬁ B T€CTI/Ip0BaHI/IC, BBaI/IMOKOHTPOJIB "

TEXHUHCCKUX. CPEAICTRA CaMOKOHTpPOJIb  CcTyfaeHTOB. IlomHora m
T'paMOTHOCTDb IIOATOTOBJICHHBIX JOKIaao0B,
cOOOMIeHN, TPE3CHTAIHH.

Y™Menus: HabOnronenne, KOHTpONIb TIpemojaBaTenst 3a

- BBITMIOJIHATH MOHUTOPUHT U aHAJIU3 pa60TLI
JIOKaJIbHOM CETH C IMOMOIIBIO IMTPOTrpPpaMMHO-
anrapaTrHbiX CPpEIACTB,

JIESITENIBHOCTRI0  OOYYAIOIIUXCSI, AaHAIHW3 U
OIICHKa ONTHMAJILHOCTH METO/a PeHICHUS
3aja4, Oecesia, ompoc, MPaKTUISCKUE 3aHATHS,

- OCYyHICCTBJIATh NUArHOCTHUKY 1 ITOUCK JAOMalIHue pabortsl, KOMIIBIOTEPHOE
HCHCHpaBHOCTeﬁ BCCX KOMIIOHCHTOB CCTH, TECTUPOBAHUE

BBITIOJIHATD JEMCTBUSA 110 YCTPAHEHHUIO

HEHUCIIPABHOCTEH.

IIpakTnueckuii OonpIT: HabOnronenne, KOHTpONb TIpemogaBaTens 3a

- 00CITy’)KHBaHUHN CETEBOM HH(PPACTPYKTYPHI,
BOCCTAHOBJICHHH pa0OTOCIIOCOOHOCTH CETH
rocie coos;

- YIaJICHHOM aJIMUHUCTPUPOBAHUH U
BOCCTAHOBJICHHH Pa0OTOCIIOCOOHOCTH CETEBOI
MH(PACTPYKTYpBI;

- OJIJIEPKKE MOJIB30BaTENIEN CETH, HACTPOUKE
anmnapaTHOrO U MPOrPaMMHOTO 00eCTICYeHIS

ceTeBOM MHDPACTPYKTYPHL.

ACATCIIBHOCTBIO O6y‘3[aIOIJ_II/IXC$I, a”Hajam3s H
OIICHKa OITHUMAJIbHOCTU METOAA PCIICHUSA
3aaa4, BBITTOJIHCHHUEC u 3alguTa
HUHIUBUAYAJIbHbIX 3aJIaHUH.

5. KOMIIETEHIIUU OBYYAIOHIETI'OCS, ®OPMUPYEMBIE B PE3VYJIBTATE

OCBOEHMSA ANCHUIIJIMHBI

Tabauya 5. Ilepeuenv komnemenyuii

Ilud Pesysbrarsl (KOMIETEeHIINH)
P OcHOBHbIE MOKA3aTeJU Pe3yJIbTATOB NOATOTOBKH
Opranu3oBbIBATH HHBEHTAPU3ALUIO TEXHUYECKHX CPECTB CeTeBOM
IIK 3.5. HH(PACTPYKTYPBHI, 0CYIIECTBAATH KOHTPOJIb 000PY10BAHNS IIOCJIE ero
peMOHTA.
Braners:

00CITy)KHBaHUEM CETEBOH HHPPACTPYKTYPBI, BOCCTAHOBICHIUH PabOTOCIIOCOOHOCTH CETH MOocie cOOost




BbInoJHATH 3aMeHy PACXOIHBIX MATEPHAIOB H MEJIKHIl PEMOHT
IIK 3.6. nepu¢)epuiiHOro 000pyI0BaHNs, ONPEAEJATh yCTapeBiiee 000py10BaHUE H
NPOrpaMMHBbIE CPEICTBA CeTeBO HHPPACTPYKTYPHI.

3HaTh:
METO/IbI YCTPaHEHUST HEUCIIPABHOCTEH B TEXHHYECKUAX CPEICTBAX

YMeTs:
BBITIOJHATH IEUCTBUSA 110 YCTPAHEHUIO HEUCIIPaBHOCTEN

YuacTBoBaTH B pa3padoTKe cXeMbl 0CI€ABAPHITHOTO BOCCTAHOBJIEHHUS
IIK 3.4. Pab0TOCNIOCOOHOCTH KOMIIBIOTEPHOMH CeTH, BHINOJIHATH BOCCTAHOBJIEHHE H
pe3epBHOe KONHPOBaHHe HHPOPMALUH.

Brnagers:
MOMIICPIKKOH MOJIB30BaTENICH CETH, HACTPOMKE aIMapaTHOTO U MPOTPAMMHOIO 00ECIIEUCHHUs CETeBOM

nH(paCTPYKTyphI

MK 3.3. YeranaBiauBaTh, HACTPAHBATD, IKCIJIYATHPOBATH U 00CIYKHBATDH CeTeBbIE
KoHurypanum.
YMeTs:
OCYILECTBIISTH ANATHOCTHKY W TIOMCK HEHUCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH;
MK 3.2. IIpoBoauTs npodpuinakTuyeckne padoTbl HA 00bEKTAX CeTEBO
uH(}PaCTPYKTYpbI H Pado4NX CTAHIMAX.
3HaTh:
Cpe/CcTBa MOHUTOPHHTA M aHAJIN3a JIOKAJIBHBIX CETeH;
MK 3.1. YeraHaBauBaTh, HACTPAUBATD, IKCINIyATHPOBATH U 00CIY:KMBATh )
TeXHH4YeCKHe U MPOrPaAMMHO-ANNAPATHBIE CPEICTBA KOMIIBIOTEPHBIX CeTeii.
3HaTh:

APXUTCKTYPY U q)yHKHI/II/I CHUCTEM YIpaBJICHUS CCTAMU, CTAHAAPTHL CUCTEM YIIPABJICHUA,

VYMeTs:
BBINIOJHATH MOHUTOPHHT M aHAIH3 PAOOTHI JIOKATBHON CETH C IOMOIIBIO MPOTPAMMHO-AITAPATHBIX
Cpe/IcTB




6. ®°OH/I OHEHOYHBIX CPEJICTB
6.1. @oHA OLIEHOYHBIX CPEACTB IS MPOBEJCHNUS NMPOMEKYTOYHON aTTecTaluu
oOyuaronuxcsi no gucuunnte «bezonacHocTs PyHKIMOHNPOBAHUS HH(POPMAIHOHHBIX

ITepedens BOpOCOB [UIsl HOATOTOBKY K 3aHATUAM U IMPOMEXYTOYHOU aTTECTALHH,
KOHTPOJIBHBIX paboT, cofiepKaHne 3aaHnui /ISl BBITOJTHEHUS TPAKTUYESCKUX U
CaMOCTOSITENIFHBIX Pab0T, PEKOMEHIAIINH TI0 BBITIOJIHEHUIO H KPUTEPUH OLCHUBAHUS
MPEJCTaBICHBI B (JOH/IE OLIEHOYHBIX CPECTB M0 AUCHHUILIHHE «be3omacHoCTh
($yHKIMOHUPOBAaHUS HH(POPMAIIMOHHBIX cucTeM» B [Ipunokennn k Hactosimen Paboueit
IporpaMMe JUCIUIUIUHBI.

OrneHouHBIE CPEACTBA MO3BOJISIIOT MPOBECTH TEKYIIUI KOHTPOIb MO Aucuuiuinge. [lo kaxaomy
CpPEZICTBY OLICHUBAETCS MTOJTHOTA U TIIyOMHA OCBOCHHS, XapaKTEPHU3YIOIIHECs MTOKa3aTesIMKA U
KPUTEPUSIMH OL[EHUBAaHUS

Tabnuya 6. Ilokazamenu u kpumepuu oYeHUBaHUs.

Ilokasarens Kpurepuii
. 3HaeT: 0a30BbIe OOIIME 3HAHUS,

[Toporossiii .
YMeeT: OCHOBHBIE YMEHUsI, TpeOyeMbIe JUIS BHITTOJHEHUS TIPOCTHIX

(y3HnaBaHue) .
3azad;

«3» .
Brnaneer: paboraer mpu npsiMmoM HaOTIOACHUH.
3nHaet: (aKThl, IPUHIIMIIG, TPOIECCHI, OOIINE MOHATHS B MpeaeIax
00J1aCTH MCCIIEI0OBAHUS,
BasoBblit YMeeT: Auana3oH NPaKTHYECKUX YMEHUH, TPeOyeMbIX JJIsl PeIICHUS
(Bocmpou3BeieHHe) |OMPEACTICHHbIX mpo0iieM B 00JIaCTH MCCIICIOBAHMS;

«» Brageer: Geper 0TBETCTBEHHOCTH 3a 3aBEpPILICHUE 33124 B
WCCIIeIOBAaHWH, IPUCTIOCA0IMBACT CBOE MOBEJCHUE K OOCTOSITEILCTBAM B
peleHnu npoodiem
3HaeT: (paKTHIECKOe U TEOPETUICCKOE 3HAHUE B Mpeiesax o0macTu

Bricokuii UCCJICIOBAHUSI C TOHUMAHHEM TPAHUI] IPUMEHUMOCTH;
(KOMITETEHTHOCTB) |YMEET: IMana30H NPaKTHIECKHX YMEHHH, TPeOYeMbIX Ul pa3BUTHS
«5» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs IPOOIEM;
max 6a Brageer: koHTpoMupyeT padboTy, IPOBOJUT OLEHKY, COBEPIICHCTBYET
necTBrs paboThI

MaxcumanbHOE KOIMYeCTBO 0aJIoB MO Ka)KIOMY OLIEHOUHOMY CPEJICTBY COOTBETCTBYET
BepOaIbHOMY KPUTEPHUIO «BBICOKHIT.

7. AHBIE CBEJAEHUSA U (MJIN) MATEPUAJIBI

7.1 IlepedyeHnb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, HCIO0JIb3YEMbIX NIPH OCYLIECTBICHUH
o0pa3oBaTe/IbHOTO MpoLecca N0 UCHHUIIIMHE

B mpomecce oO0ydeHHs HCIONB3YIOTCS AKTUBHBIE M WHTCPAKTHUBHBIE 00pa30BaTeIbHBIC
TeXHONMOTHH ((HopMBI TPOBEICHUS 3AHATHIA):

-JIEKIUH, PPOHTATBHBIE ONPOCH], MPE3ECHTAINH U 3aI[UTa MUHH-TIPOEKTOB;

-Kelic-ctaan (pa300p KOHKPETHBIX CHUTYaLlni),

-MMHUTAllMOHHBIE KOMIIBIOTEPHBIE MOJEIIN;

-OpraHu3ali CaMOCTOSTEIbHOW y4eOHO-TI03HABATEIBHON AEATEIBHOCTH (WHIWBHyaIbHBIC
JIOMaNTHUE 3aJIaHMs ).



