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1. MACIOPT IIPOI'PAMMBI YYEEHOM JUCIHHUIIIUHBI
11M.02.02 IIporpammMuoe odeciedeHne KOMILIOTEPHBIX CeTeH
Hazeanue OUCYUNIUHbBL

1.1. Ob6n1acTh NpUMEHEHHUs TPOTrPaAMMBbI

[Iporpamma yuebnoit aucrurummesl [IM.02.02 IIporpammHOe obecriedeHHEe KOMITBIOTEPHBIX
ceTel SBISETCS YacThiO IPOTPaMMbl  TOATOTOBKH CIEIUAINCTOB CPEJHETO 3BEHA B
coorBercTBHM ¢ DPI'OC "ODenepampHBIH TOCYZapCTBEHHBIH O00pa30BaTEIbHBIN CTaHIAPT
cpemaero mpodeccuonampHOro obpasoBanms mno crenuaidbHocTH 09.02.06 CETEBOE U
CUCTEMHOE AIMUHUCTPUPOBAHMUE (mpuka3z Munobpuayku Poccuu ot 10.07.2023 1.
Ne 519)"

1.2. MecTo y4eOHOH AMCHUILVINHBI B CTPYKTYpPe NPOrPaMMBbI MOATOTOBKH CHELHATHCTOB
CpeIHero 3BeHa.

VYuebnas qucunrummaa [IM.02.02 IporpamMuOe obecriedeHne KOMITBIOTEPHBIX CETEH BXOANT B
[Tpodeccuonanpusbiii muki [IpodeccrnonanbHOM MOATOTOBKH.

1.3. Hesu n 3agauyn — TpeGOBaHUS K Pe3yJbTATaM OCBOCHHS Y4eOHOM JHCHMIIMHBL.

OcHOBHass 1memb — cHnocoOcTBOBaTh (OPMUPOBAHHIO OOMMX U TPOPECCHOHATBLHBIX
KOMITETEHLIUH ITOCPEICTBOM NpUOOpETeHMs] 3HAHWI, YMEHHI W HAaBBIKOB B COOTBETCTBUH C
BHJIOM TIPO()eCCHOHATIBHON AEATEIIEHOCTH.

B pe3yibTaTe 0cBOCHHS Y4eOHOM AMCHUIUINHBI CTYIEHT J0JI5KEH 3HATH:

OCHOBHBIE HAlpPaBIICHUS aMIHICTPHPOBAHNST KOMIIBIOTEPHBIX CETEH;

VTWINATHI, PYyHKINUH, yIaJIEHHOE YIIPABIICHUE CEPBEPOM;

TEXHOJIOTUIO 0€30ITaCHOCTH, TPOTOKOJIOB aBTOPH3AIIHH,

KOH(UICHINATBHOCTH U OE30MTaCHOCTH MPH pabOTe C CETEBBIMU peCypcaMu

B pe3yabTaTre ocBoeHNs yueOHOM AUCHUILUINHBI CTYIEHT J0JIKeH YMeTh:
aJIMUHHCTPUPOBATH JIOKATbHBIE BEIYMCIUTEIBHBIC CETH;

IIPUHUMATh MEPHI 110 YCTPaHEHHIO BOBMOYKHBIX COOEB;

o0ecrie4nBaTh 3alIUTy TPHU MOAKIIOYCHHN K WH(POPMAIMOHHO-TEIIEKOMMYHHUKAMOHHON CETH
"Untepuer".

B pe3yabrare ocBoeHHsI yueOHOU IMCHMIVIMHBI CTYIEHT 0JI7KeH UMeTh HABBIKU U (WJIN)
OMBIT AeATEIbHOCTH:

B YCTaHOBKE, HACTPOHKE U COIPOBOXKICHHUU, KOHTPOJIE HCIOJIB30BAHUS cepBepa M paboumx
CTaHIIWH J1st 0€30MacHO repenadn nHGOpMaIuu.

1.4. PexomeHayeMoe KOJIMYECTBO YACOB HA OCBOEHHE MPOrPaMMBbI Y4eOHOH TUCIIHIIHHDBI:

O6beM mporpamMmsl 72 9acoB, B TOM YHCIIE:
ayIMTOpHON y4eOHOM Harpy3ku oOydatomerocs: 60 yacos;
CaMOCTOsATENbHOW paboThl oOy4aromerocs 12 qacos.

2. CTPYKTYPA U IPUMEPHOE COJEPXXAHUE YYEBHOM JUCIHUIIUHBI
2.1. OobeM yueOHOI AMCUMIIMHBI U BH/IbI y4eOHOI padoThl

Tabnuya 1. Budwsl yuebnoti pabomul no nepuooam oceoerus OOII CIIO ons popmbl 06yuerus -
OuHas.



Bux yae6Hoii paGoTsI ljuc(erl:), Cemectp(-br)
R 6
KonrakTnas (ayiuropHasi) padora (Bcero) 60 30 30
B TOM YHCIIE: - - - - - - -
JIEKIUH (€CIU MPEyCMOTPEHO) 24 12 12
B TOM YHCIIe B JOpMe MTPAKTHUECKON TTOATOTOBKH
(ecmu peyCMOTPEHO) ) ) )
TabopaTopHBIE 3aHATUA (ECITH MPEIYCMOTPEHO) - - -
B TOM YHCIIe B (hOpME MPAKTHUECKOM TTOJATOTOBKH
(ecru mpexyCcMOTPEHO) B B B
MPaKTHYECKNE 3aHATHsI (€CIIN MPETYCMOTPEHO) 36 18 18
B TOM uncie B (POpME MPAKTHIESCKOH MOTOTOBKH
(ecnu IpeLyCMOTPEHO) 12 6 6
CamocTosiTebHas padoTa 00y4aromerocs (Bcero) 12 6 6
B TOM YHCIIE: - - - - - - -
B (hopMe MPaKTUYECKOH MOATOTOBKH
(ecu mpexyCMOTPEHO) ) ) )
YacoB Ha KOHTPOJIb: - - -
IIpomeskyTounas arrectanus B popme: (3auet/audzauer/ i 320
9K3aMCH) a Ap
OO61mast TPYI0EeMKOCTh qac 72 36 | 36

2.2. TemaTuueckuii mjian u cogep:xxkanue yueonoi gucuuminasl [1M.02.02 [Iporpammuoe
olecrneyeHne KOMIIBIOTEPHBIX CeTeH

Tabnuya 2. Cooepoicanue oucyuniunwvl/MIK no eéudam yuebnoti pabomoi

HAUMEHOBAHME PA3JEJIA TUCHUTIJIMHBI Bun yueonoit
BoTn* Kos1-Bo yacos
Conep:xanue pasjeiia (TeMbl) padoThI
Tema 1. CucTeMbl ;KypHAJTHPOBAHUS 10
Cayx0a Syslog. Peanusarmuu Syslog. Jlex | 2

O6mwme cBenenus o ciyxoe Syslog. Haznauenus1, pyHknnu u ctanmapTel. MexaHusm padoThI CITyKOBI.
Peanuzanuu syslog. Cucremsl )KypHaJUpOBaHUS H aHAIN3a COOOIICHUH.

Pa6ora cinyx0b1 Syslog Ha ceTeBOM 000py/I0BaHUH. | Jlex | 2

Hacrpotika ciyx051 syslog Ha cereBoMm obopynoBanuu. Konel ypoBHs BaskHOCTH coobmieHuii. Kopp
KaTeropuii cyObeKTOB, POPMHPYIONINX COOOIICHHSL.

Hacrpoiika Syslog na OC Windows | Ip ‘ 2
Hacrpoiika cinyx051 Syslog Hza OC Windows Server.

Hacrpoiika Syslog va OC Linux. | Ip | 2
Hacrpoiika ciyx65s1 Syslog zHa OC Linux

Hacrpoiika Syslog Ha cereBoM 000pyJOBaHHH. | IIp | 2
Hacrpoiika ciry:x0b1 Syslog Ha ceTeBoM 000pyIOBaHHH.

Tema 2. [IpoToKoibl ynpaBjieHus CeTbIO 8
IIpotoxon SNMP. Apxutextypa SNMP. Jlex | 2

Haznauenne, pyHkiuy 1 ocHOBHBIE MOHATH:A. Bepcuu nmporokona. Komnonentst SNMP. Tumbt
coobmenwnii. [lonarue 6a3pr nanasix MIB.

Otnagka SNMP. | Jlex | 2
W3zydaenue cnoco6os otmnanku nmpotokona SNMP. Ionsarue 6a3sr nanasix MIB.
Hacrpoiika SNMP arenra. | IIp | 4

Hactpoiika SNMP arenra Ha ceTreBoM 000pynoBaHUE.




Tema 3. CucreMa MOHHTOPHHTA

12

Cucrema Mmorutopunra Zabbix. MaTepdeiic cucTeMbl MOHUTOPHHTA. Jlex | 2

MoHHUTOpUHT KOoMITbIOTepHOH ceTh. CpecTBa ceTeBoro MoHHTOpHHTa. O3HaKOMIIeHUE ¢ HHTepdericoM
¢byukusimu cucremsl Zabbix. [TpousBoautensaocTs Zabbix. MccnenoBanue mpou3BOAUTEIBHOCTH
Zabbix cuctembl. COOp TaHHBIX M aHAJIU3 CTATHCTHKH. ApXHuTekTypa Zabbix. AnnaparHoe o0ecricucHHe

1t Zabbix cepsepa

Zabbix arent Ha OC Linux. | Jlek | 2

Hacrpoiika Zabbix arenra B orniepannonHoii cucreme Linux.

YeraHoBKa M 0a30Basi HACTPOWKA CHCTEMbI MOHUTOPHHTA. | IIp | 4

VYeraHnoBka 1 6a30Basi HACTPOWKA CHCTEMbI MOHUTOPHHTA.

Hacrpoiika cuctemsr MornTopuara Ha OC Windows Server. | Ilp | 4

Hacrpoiika onoBemieHus B CHCTeME MOHUTOPHHTA.

HacTpoiika oTIpaBKH 3X0-3alIpOCOB B CUCTEME MOHUTOPUHTA.

IIpoMeskyTOouHasi aTTecTaAlUSA 6

IToaroroBka y arrecranuu CP 4
3a0 2

Tema 4. Ilpokcu-cepsep 34

IIporpammMHEIi MexceTeBol 3kpan. Netfilter. Mapuipytuzamnus ezt 6

MaKeToB cpezicTBaMu Iptables.

Omnpenenenne, Ha3HAUYCHIE U KiTacCU(UKAIIH MEKCETEeBOTro Skpana. Apxutekrypa Netfilter.
Omnpenenenue u apxutekrypa Iptables. Hactpoiika mapuipytnsamun cpencrtsamu Iptables.

Ipokcu-cepsep. [Ipokcu-cepsep Ha OC Windows Server. | Jlek | 6

Onpenenenne v HazHauYeHUE. BUIBI TPOKCH-CEPBEPOB.

Hacrpoiika npokcu-cepBepa u MesxceTeBoro skpana Netfiter. | IIp | 8
Hacrpoiika npokcu-cepsepa Ha OC Windows Server.

Zabbix SNMP MOHHTOpUHT. | IIp | 8
Hacrpoiika onoBenicHus: B CHCTEME MOHUTOPHUHTA.

Bupryanusanys Ha ypoBHE OIEpaLlMOHHON CHCTEMBL. | CP | 6

IHoaroroBka cooOIEHHS.

* - Jex — nexyuu,; Ilp — npakmuueckue sanamus,; CP — camocmosmenvuas paboma; JIP —

nabopamopmbsie pabomol.

3. YCJOBUA PEAIM3ALIUUA ITPOTI'PAMMBI INCIHUIIJINHBI
3.1. Tpe6oBaHusl K MUHMMAJIBHOMY MATEPUATBHO-TEXHUYECKOMY 00ecleYeHUI0

s peannsanuy mporpaMmel yaeOHOM TUCIUILIMHEI TPEXYCMOTPEHBI CIICITHAIbHbIE TOMEICHHUS,
MIPHBEACHHBIM B IT 6.3 OCHOBHOI 00pa30BaTebHOM MPOTPAMMBI CIIEUAIBHOCTH.

Tabnuya 3. Mamepuanvno-mexHuueckoe obecneuenue OUCYUNIUHbL

Tun aynuropun

OcHalleHne ayTuTOPUU
CrnenuanusupoBaHHoe yueoHoe ooopynosanue, [10 u matepunasbi
AJ15 OCBOEHMSI TMCUMILIMHBI (IPY HE00X0AUMOCTH)




Y4aebuast ayTuTopus 1is
MPOBEJCHUS 3aHATHI
JIEKLIHOHHOIO TUIIA,
MPaKTUYECKHUX 3aHATHH,
BBITIOTHEHUA KyPCOBBIX pabor,
TPYNIIOBBIX ¥ HHINBHyaTbHBIX
KOHCYNBTalM, TEKYIIETO
KOHTPOJIS ¥ IPOMEKYTOYHOM
aTTecTaluu

KommuiekT cnenuaau3supoBaHHON MeOelH, MapKkepHast 0CKa,
kadenpa; aBTOMaTU3UPOBAHHOE pabouee MECTO MPEOIaBaTEeIs:
komnbioTep AMD Ryzen, monntop LCD 24" Philips, uHTepakTuBHas
rmaHens 86", MMeeTcs BRIXOl B HHTEPHET

IIporpammuoe obecnieuenne: OneparonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mms
6usHeca - CTanmapTHBINA

VYdeOHast ayquTopus 1ist
IIPOBEICHHUS 3aHATUI
JIEKLIMOHHOTO TUIA,
MPaKTUYECKHUX 3aHATHH,
BBITMIOTHEHHA KyPCOBBIX pador,
CPYIIOBBIX U UHIUBUYAIbHBIX
KOHCYNbTALHUH, TEKYILEro
KOHTPOJISI U IPOMEKYTOIHOM
aTTecTanun
(KoMmproTepHsIii Kitace)

KomrurekT ciennmanu3npoBaHHONM MeOeln; 10CKa ayTuTOpHas
MEJIOBasi, aBTOMaTH3HPOBaHHBIC paboune MecTa (Ipoueccop He HUKe
Intel Core i5, oneparuBHas namsite 00bemMoM He Menee 16Gb;(SSD
500 GB HDD 1 TB); npoexktop EPSON, npoeKioHHEIH YKpaH,
MUMEETCsI BBIXOJI B MUHTEPHET

[IporpamMmHoe obecneuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security mmst
6usHeca - CTaHIapTHBIH

AynuTopHs U1 CaMOCTOATENEHOM

paboThI 0OyHarOIHXCS

KommnexT cnenmanusuposanHoi Mmebenmu; Tenesusop LED LG 42"
ABTOMATH3MPOBaHHbBIC paboune MecTa (mpoieccop He Hinke AMD
Ryzen, oneparusHas namste oosemMoM He MeHee 8 ['0; SDD 500 GB,
MoHOO0K Lenovo Intel 13), umeercs BbIXo/] B UHTEPHET
IIporpammHoe obecnieuenne: OnepanuonHas cucrema Windows 10
Pro; Office Professional 2007, Kaspersky Endpoint security ms
ousneca - CTaHIapTHEIHA
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AynuTopHs U1 CaMOCTOATENEHOM
paboThl O0YYAIOIUXCS

KommnexT cnenmanusuposanHoi Mmebenmu; Tenesusop LED LG 42"
ABTOMATH3MPOBaHHbBIC paboune MecTa (mpoieccop He Hinke AMD
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Y4eOHO-TPEHUPOBOYHBIH
xoMmIuieke «Ilonoca npensaTcTBuid
«tOnmop» (3-37(mosnoca
TIPEMATCTBHH ))

[IpensarcrBust: «PoBy» 1 mt., «JlabupuaT» 2 mTt., «3a00p ¢ HAKIOHHOH
JIOCKOI» 2 mT., «Pa3zpyrmennsiit MocT» 2 mr., «PaspymenHas
nmectHUa» 2 mWrt., «CTeHKa ¢ ABYMs ITpojIoMaMmy 2 mT., O MHHOIHBIH
OKOII /1715 CTPENBOBI M METaHUs TPaHar 2 IIT.

OO0O CrniopTUBHBIN KOMIUTEKC
"FOnocts" (8-Crannon)

KpriThie OeroBbie JOPOXKKH (TUL. 675 KB.M.), OTKpBITasi CIOPTapeHa
(. 21330.1 xB.M.), pyTOOIBEHOE ITOTIE C CHHTETHIECKUM MOKPBITHEM
marep LXTII (. 7512.6 xB. M.), pyTOOIBHOE NONE C CHHTETHYECKUM
nokpeiTieM autep LXIV (. 7756.1 kB.M.), BKITIO9ast TpEHaXXEPHI,
TpeHaKEPHbIE KOMILICKCHI (TPeHAKEPHBIH 3ai1 001Iehu3nuecko
MOJITOTOBKN ), CHOPTUBHBIN KOMIUIEKC (CTOPTHBHBIN 3a1 1. 1468
KB.M.)

3.2. Uudopmanuonnoe obecrieuenne o0yueHnst
Ilepeuennb pekoMeHayeMbIX y4eOHbIX U3daHul, IHTepHET-pecypcoB, J0NOJHUTEIbHOM

JINTEPaTypbl

OcHrosuble UCIMOYHUKIL:

1. bapanuukoB A.U., bapanuukos I1.A., I'pomoB A.1O., JlomteBa O.A. Opranuzanus ceTeBoro
anMuHUCTpUpoBaHus : YueOHuk. - Mocka: OOO "KYPC", 2023. - 384 c. - Tekct
snekTpoHHbIA. - URL: https://znanium.com/catalog/document?1d=420592
2. TocreB U. M. OneparinoHHbIE CHCTEMBI : YIEOHUK M MTPAKTHKYM Ui cro. - Mocksa: FOpaiiT,
2023. - 164 ¢ - Tekct : anextponHsiid. - URL: https://urait.ru/bcode/514426
3. llepbak A. B. MudopmanmonHas 0e3omacHOCTh : y4eOHHK mis cmo. - Mocksa: FOpair,
2023. - 259 ¢ - Texcr : anextponnsiit. - URL: https://urait.ru/bcode/519614




4. BacunskoB A.B., BacumbkoB M. A. be3omacHocTe U yImpaBiIeHHE JOCTYIIOM B
nH(OPMAITMOHHBIX cucTeMax : YaeOHoe mocobue. - MockBa: U3ngarenscreo "OOPYM", 2022. -
368 c. - Tekcr : amexkrponHbii. - URL: https://znanium.com/catalog/document?1id=399436

5. bapanunkoB A.W., bapanuukos I1.A., I'pomoB A.1O., JlomteBa O.A. Opranu3zaius ceTeBoro
aIMUHHCTpUpoBaHus : YdeOHuk. - Mocksa: OO0 "KYPC", 2023. - 384 c. - Tekcr
snekrpoHHbIit. - URL: https://znanium.com/catalog/document?id=420592

ﬂOI’lO]lHunle,fleble UCMOYHUKU.

Pecypcol ungpopmayuonno-menexommyHuKayuoHHou cemu « Mnmepnemy:

1. 9BC PYJIH u ctoponnue 9BC, Kk KOTOPBIM CTy[€HTHI YHUBEPCUTETA UMEIOT JIOCTYI Ha
OCHOBaHHUU 3aKJIFOYEHHBIX IOTOBOPOB:

- OBC Znanium https://znanium.ru

- O6pazoBarenpHas miardopma FOpaiit https://urait.ru

- OBC «YHuBepcurerckas oubnuoreka onnaia» http://biblioclub.ru

- DnektporHo-6ubmotednas cucrema PY/IH — 5bC PY/IH http://mega.rudn.ru/MegaPro/Web

2. ba3bl TaHHBIX U OUCKOBBIE CUCTEMBI:
- YueOnblit mopran uactutyTa https://portal.rudn-sochi.ru/
Memoouueckue mamepuanvt 015 00y4aAOUUXCS

CamocrosiTennbHas paboTa CTy[ICHTa SBISIETCS KIIFOYEBOM COCTABIAIONIEH yueOHOTo Tporecca,
KOTOpas omnpesernseT ((OpMUPOBAHUE HABBIKOB, YMEHHI W 3HAHUH, IPUEMOB MTO3HABATEIILHOM
JeSITeTPHOCTH B 00ecreuynBaeT HHTEpEC K TBOPUYECKOM pabdore.

[IpaBHIBHO CIUTAHUPOBAHHAS U OPTaHU30BAHHASI CAMOCTOSITENIbHAsE paboTa CTyACHTOB
TTO3BOJISIET:

-crienarbh 00pa3oBaTeIbHBIN Mpolece Oolee Ka9eCTBEHHBIM U HHTEHCHUBHBIM;

-CIIOCOOCTBYET CO3JaHMIO MHTEepeca K N30paHHOH MPo(ecCchuu 1 OBIAJCHAIO e¢ 0COOCHHOCTSIMH;
-TIPHOOIIUTE CTYACHTA K TBOPYECKOM JEATETBbHOCTH;

-TIPOBOJIUTH B JKU3HB TP PEPEeHIIMPOBAHHBINA MOIXOA K 00yUSHHIO.

[Ipu opraam3amuy caMOCTOATENBHOM pabOTHI CTY/IEHTOB B KaU€CTBE METOIOIOTHIECKON
OCHOBBI JIOJDKEH MMPUMEHSATHCS 1A TENbHBIA MOIX0, KOTJa 00y4eHre OpUEeHTHPOBAHO HA
(opMHupOBaHUE YMEHHI peIaTh HE TOJBKO THIIOBBIE, HO M HETHIIOBBIE 3a/ja4H, KOT/J[a CTY/ICHT
JIOJDKEH MPOSBUTH TBOPUYECKYIO aKTUBHOCTH, MHUIIMATUBY, 3HAHHSI, YMEHUS 1 HABBIKH,
MTOJTyYeHHBIE TIPH U3YYCHUN KOHKPETHOW JUCIUTUIAHEL.

VY4aeOHO-MeToqMYeCKHe MaTepHallbl JUIsi CAMOCTOSITEIBHON paboThI 00yJatOIIIXCSt
Pa3MeIaTcsi B COOTBETCTBUH C JICHCTBYIOIIAM MOPSIIKOM Ha CTPAHUIE TUCIUILTAHBI Ha
VYaebHOM mopTae.



4. KOHTPOJIb U OLIEHKA PE3VYJIbTATOB OCBOEHUS JUCHUIIJINHbI

KOHTpOJ'IB " OLICHKA pe3yJIbTaTOB OCBOCHUA JUCIHUIIIIAHBI OCYIIECTBIISACTCA MPLEIIoJaBaTejyicM B
nponecce NpoBEACHUA MPAKTHICCKUX 33.H$ITI/II71, TECTUPOBAHMS, a TAKKC BbIITOJIHCHU A

O6yLIaIOH_[I/IMI/IC$I WHIANBUYAJIbHBIX 33):[3.HI/II‘;I.

Tabnuya 4. Konmpons u oyenxa pe3yiomamosg 0C80eHUs OUCYUNTIUHBL

Pe3ynbTaThl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHUSA)

®opMbI U METOAbI KOHTPOJISI U OLIEHKH
pe3yjbTaToB 00yueHus!

3HaHUS:

OCHOBHBIC HAIPaBICHUS aJIMAHUCTPUPOBAHUS
KOMITBFOTEPHBIX CETEH;

YTHIIUTBI, QYHKIINH, yIaJeHHOE YIIPaBICHUE

Amnanus u OLICHKA BBITIOJIHCHHS
WHIWBHUya bHBIX 33[aHUW, PaCYEeTHBIX paldoT,
ONpoc, TEMaTHIECKUN TUKTAHT,

KOHTPOJIbHAsL paboTa, TMPaKTUIEeCKUE 3aHATHA,

CEPBEPOM; JOManIHne paboTsl, KOMIIBIOTCPHOE
TEXHOJIOTHIO 6630HaCHOCTI/I, IIPOTOKOJIOB TECTHUPOBAHUE, BBaI/IMOKOHTPOJIB "
aBTOpHU3alny, CaMOKOHTpPOJIb  CcTyfaeHTOB. IlomHora m
KOH(UICHINATBHOCTH U O€30TIaCHOCTH TIPH IPaMOTHOCTh  IOATOTOBJIEHHBIX  JOKIAJIOB,
pabore c ceTeBBIMH pecypcaMu COOBIIEHHIH, TIPE3EHTAINI.

Y™Menus: HabOnronenne, KOHTpONIb TIpemojaBaTenst 3a

AIMUHHUCTPUPOBATH JIOKAJIBHBIC
BBIYHUCIIMTCIBHBIC CCTH,
MNPUHUMATB MEPHI IO YCTPAHCHHUIO BOSMOXHBIX

JIESITENIBHOCTRI0  OOYYAIOIIUXCSI, AaHAIHW3 U
OIICHKa ONTHMAJILHOCTH METO/a PeHICHUS
3aja4, Oecesia, ompoc, MPaKTUISCKUE 3aHATHS,

C60€B; JIOMAaIlHNE pa6OTLI, KOMIIBIOTEPHOEC
06eCHe‘II/IBaTB 3allIUTy IpPU MOAKITHOYCHUH K TECTUPOBAHUE
I/IH(bOpMaHHOHHO-TCHCKOMMYHI/IKaHI/IOHHOﬁ

ceru "UnuTepret".

HpaKTHqCCKI/Iﬁ OIIBIT. HaGHIOZ[eI'H/Ie, KOHTpOJIB HpeHO,I[aBaTeJISI 34

B YCTaHOBKE, HACTPOMKE U CONPOBOXKICHHH,
KOHTpOJIE MCIIONIb30BaHMS CepBepa U paboImnx
CTaHIUH /15t 0€301TacHON Iepeaaun
HH(pOpMALIUH.

ACATCIIBHOCTBIO O6y‘3[aIOIJ_II/IXC$I, a”Hajam3s H
OIICHKa OITHUMAJIbHOCTU METOAA PCIICHUSA
3aaa4, BBITTOJIHCHHUEC u 3alguTa
HWHIWBUAYAJIbHbIX 3aJIaHUH.

5. KOMIIETEHIIUA OBYYAIOHIETI'OCS, ®OPMUPYEMBIE B PE3VYJIBTATE

OCBOEHMSA ANCHUIIJIMHBI

Tabnuya 5. Ilepeuenv komnemenyuii

Mudgp

Pesysbrarsl (KOMIETEHIINH)
OcHoOBHBIE MOKA3aTeTH PE3yJIbTATOB MOATOTOBKH

IIK 2.5.

OcymiecTBJIATH BbIsIBJIEHHE H YCTPaHeHHe HHIIHIEHTOB B Npoiecce
(pyHKUHOHMPOBAHHUS ONEPALIMOHHBIX CHCTEM.

3HaTh:

NPUHOUIB! ()YHKIMOHHPOBAHUS alllapaTHBIX, IPOTrPAMMHBIX U IPOTPaMMHO-AMIIapaTHBIX CPENICTB

aAMHHUCTPUPYEMON CETH;

apXUTEKTypa annaparHbIX, IPOrpaMMHBIX U IPOrPaMMHO-ANIAPATHBIX CPEACTB aAMUHUCTPUPYEMOU

nH(}OPMaIMOHHO-KOMMYHUKAIIMOHHON CHCTEMBI;

pemIaMeHThI MPOBEACHUS MPOGHIAKTHIECKUX paboT Ha,
aIMUHHCTpHpYyeMas HHPOPMAIHOHHO-KOMMYHHUKAIHOHHAS CUCTEMA,
TpeOOBaHM OXpaHbI TPyla MPH PadOTe C CETEBOM anmapaTypor aAIMHUHHCTPHPYeMOii HH(OPMALMOHHO-

KOMM}’HI/IKalII/IOHHOﬁ CHUCTEMBI.




VYMeTh:

UACHTH(DHUIIMPOBATH HHITHICHTHI, BOSHUKAOIIKE TP MPOBEICHUH MPEABAPUTEIBHBIX HCIBITAHHIA,
KCTIOIb30BaTh MPOLENYPbl BOCCTAHOBIEHUS JaHHBIX;

ONIPEAENATH TOYKH BOCCTAHOBJICHUS JaHHBIX;

OLICHUBATh PUCKH TIEPEPHIBOB B MIPENOCTABICHUH CEPBUCOB MPU MPOBEASHUH UCIIBITAHUM;
MPHUMEHSITh HOPMATHBHO-TEXHHYCCKYIO TOKYMEHTAIHIO B 00J1acTH HHGOKOMMYHHUKAITHOHHBIX
TEXHOJIOTHH.

Brangers:

MOATOTOBKH K IPOBEIECHUIO NTPEABAPUTEIbHBIX UCIIBITAHUM;

BBITTOJTHEHHSI PE3EPBHOTO KOMTMPOBAHUS IPOTPAMMHOTO 00ECIICUCHNS TEXHUYECKUX CPECTB,
[OMAJAIOIIMX B 00JIACTH MOTEHIIHAIBLHOIO JOMEHA BOSHUKHOBEHUS COOS;

BO3BpaTa HH()OPMANTHOHHO-KOMMYHUKAIIMOHHOW CHCTEMBI K IIEPBOHAYATIEHOMY COCTOSHHIO TTOCIIE
OKOHYAHUA MPEBAPUTEIbHBIX UCIBITAHHM.

OcyuiecTBJAATH MPOBeeHHe 00HOBJIEHHS MPOTPAMMHOTO 00€ecreyeHus

IIK 2.4.
ONePAlHOHHBIX CHCTEM H NPHKJIAJHOI0 NPOrpaMMHOro obecneyeHns.

3HaTh:

JIUIEH3UOHHBIE TPEOOBAHUS 110 HACTPOUKE YCTAHABIMBAEMOTO IIPOIPAMMHOIO 00CCIICYCHHMS,;

TUIOBBIC IPHUYUHBI HHIUCHTOB, BOSHUKAIONIMX IPU YCTAHOBKE MPOrPAMMHOTO 00ECIICUeHUS;
TpeboBaHM OXPaHbI TPY/a MPU PabOTe C anmapaTHbIME, TPOTPAMMHO-AIITAPATHBIME U IIPOTPAMMHBIMHU
CpeIcTBaMU aAMUHUCTPUPYEMOH HHPOKOMMYHUKAITUOHHON CHCTEMET;

TUIIOBBIC TIPOIEAYPHI U CTAHAAPTHI OOHOBICHHUS POrPAMMHOTO 00ECIICICHHS TEXHUIECKUX CPE/ICTB;
JULICH3HOHHBIC TPEOOBAHUSA MO HACTPOIiKEe OOHOBISIEMOTO IPOTPAMMHOTO 00CCIICICHUA.

VYmeTs:

coONIOIaTh MPOIEAYPY YCTAHOBKH MPHKIAIHOTO TPOrPaAMMHOTO 00ECIIEUCHIS B COOTBETCTBHH C
TpeOOBaHUAME OpraHU3aI[UH- TPOU3BOUTES;

UACHTU(DUIIMPOBATH MHITHICHTHI, BOSHUKAIOIIUE IPH YCTAHOBKE MPOrPaMMHOTO 00ECIIeUueHUs, U
MPUHUMATh PELICHHE IO U3MEHEHUIO MPOLEyPbl YCTaHOBKY;

MIOJIB30BAaThCA HOPMATHBHO-TEXHIUECKOM TOKyMEHTAIUEH B 00M1acTd HH()POKOMMYHHKAITMOHHBIX
TEXHOJIOTH;

KCIIOJIB30BATh PA3IHYHbBIC CPEIICTBA U PEXKHMBI YCTAHOBKH M OOHOBJICHHUS IIPOTPAMMHOIO 00CCIIeUCHHS
WH()OPMAITMOHHO-KOMMYHHKAITMOHHON CHCTEMBI, B TOM YHCIIC aBTOMaTHYCCKIE.

Bnanets:

3aIycKa, MOHUTOPHHTA U KOHTPOJISE IPOIEAyPhl YCTAHOBKH MTPUKIAIHOTO IPOrPAMMHOI0 00CSCIICUCHUS
Ha KOHEYHBIX YCTPONCTBAX MOJIb30BATEIICH H/HIIA CEPBEPHOM 000PYI0BaHHUH;

pe3epBHOTO KOTTUPOBAHUSI MPOTPAMMHOTO O0CCIICUCHHS TEXHUYCCKUX CPEICTB;

PpaboThI C CHCTEMOI 110 KOHTPOIIIO 32 TPOPUITAKTHUECCKAM 00CITYKUBAHHEM;

BBITIOJTHEHHsI OOHOBIICHHUS IPOrPAMMHOTO 00ECIICUCHHS TEXHUYECKUX CPEICTB COTIACHO MHCTPYKIIHH.

OcyuiecTBJISITH cOOP AAHHBIX /ISl AHAIN3A UCTIOJIb30BAHUS U
IIK 2.3. (pyHKIIHOHNPOBaHHUS MPOTPAMMHO-TEXHHYECKHX CPeICTB KOMIIbIOTEPHBIX
ceTeH.

3HaTh!

oO01mpe npuHIAIEL (PYHKINOHUPOBAHHUS allllapaTHBIX, MPOrPaMMHBIX M TPOTPaMMHO-aIapaTHBIX
CPEACTB aIMUHUCTPUPYEMON HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHOH CHCTEMBI;

MeXTyHapOIHBIE CTAHJAPTHI JTIOKATHHBIX BEIYMCIUTEIBHBIX CETEH;

perIaMeHThI IPOBEACHHS MPOGIIIAKTHYECKUX padoT Ha aIMUHUCTPUPYeMOil HH(OPMAHOHHO-
KOMMYHHKALUOHHOM CUCTEME;

TpeboBaHM OXpaHbI TPyZa IMpU paboTe ¢ CETEBOM anmapaTypoi afMIHUCTPUPYEMO HH(POPMATHOHHO-
KOMMYHUKallHOHHOM cHUCTEME.

YMmers:

HCIIONIB30BATh MIPOIEIYPHI BOCCTAHOBIICHUS JaHHBIX;

OTIPENENATh TOYKH BOCCTAHOBJICHUS TAaHHBIX;

paboTath ¢ cepBepaMi apXUBHPOBAHUS U CPEACTBAMH YIIPABICHHUS OTICPAIHOHHBIX CHCTEM;
OJIL30BAaThCsl HOPMATHBHO-TEXHHYECKON JJOKyMEHTAIHEl B 0071acTH HHPOKOMMYHHUKAIHOHHBIX
TEXHOJIOTHIA;

BBITIONTHATH INIAHOBOE aPXUBUPOBAHUE MTPOTPAMMHOTO 00ECTICICHHUS TTOIb30BATEIILCKUX YCTPOUCTB
COIJIACHO rpaduKy.




Brnaners:

BOCCTAHOBJICHUS apaMETPOB MO YMOITYAHHUIO COITIACHO JOKYMEHTALUU ONEPALIMOHHBIX CUCTEM;
BOCCTaHOBJICHHS IapaMeTPOB IIPH MOMOILHU CEPBEPOB APXUBUPOBAHUSA U CPEIACTB YNPABICHUS
CIICHUATA3HPOBAHHBIX OMEPAL[HOHHBIX CHCTEM CETEBOTO 00OPYAOBAHHUS;

MOHHTOPHHTA ITPOBEJCHHOTO IJIAHOBOTO APXUBUPOBAHHUS,

10JIB30BATEIbCKUX YCTPOMCTB.

IIK 2.2. |AIIMPIHI/]CTpHp0BaTb ceTeBble pecypchl B ONEPANHOHHBIX CHCTEMaX.

3HaTh:

HNPUHIUITEL PYHKIIHOHUPOBAHUS AllllapaTHbIX, IPOrPAMMHBIX U IPOTrPAMMHO-AIIAPATHBIX CPEJICTB
aIMUHUCTPHPYEMOH CETH;

perIaMEeHThI MPOBEIEHHUS MPOPUIAKTHISCKIX PA0OT HA aJIMUHUCTPUPYEMO HH(OPMAITHOHHO-
KOMMYHHKAI[HOHHOHN CHCTEME;

YCTPOHCTBO ¥ MPUHITUIIBI PA0OTHI KAOCTBHBIX U CETEBBIX aHATN3ATOPOB;

cpencTBa TIyO0KOTo aHaM3a HH(POPMATHOHHO-KOMMYHHUKATHOHHOW CHCTEMEI;

METPHKA MPOU3BOAUTEILHOCTH aIMUHUCTPHPYEMON HH(POPMAIIHOHHO-KOMMYHHKAIHOHHON CHCTEMBI;
peniaMeHThl TPOBeIeH!s MPOPUITAKTUYECKUX paboT Ha aMUHHCTPUPYEMOI HH(POPMAIHOHHO-
KOMMYHHUKAITHOHHOH CHCTEME;

TpeboBaHM OXpaHbI TPY/a MPU PaboTe C CETEBOM anmnaparypoi aIMUHUCTPUPYEMO HHPOPMAITHOHHO-
KOMMYHUKALlHOHHOM CHCTEME.

Ymers:

HCIIONIB30BAaTh COBPEMEHHBIE METOABI KOHTPOJISI PON3BOAUTEIFHOCTH NMH(OPMAITHOHHO-
KOMMYHUKAIlHOHHOM CHCTEM;

JIOKaJIU30BaTh OTKA3 U MHULUUPOBATH KOPPEKTUPYIOIIHE NEHCTBHUS;

MPHUMEHSITH TPOrPaMMHO-aIIapaTHRIE CPESICTRA IS JUATHOCTHKHA OTKA30B U OMIHOOK CETEBBIX
YCTPOMCTB;

MPUMEHATH BHEUIHUE U LITATHbIE MPOTPaMMHO-aIIapaTHBIE CPEACTBA 11l KOHTPOJIA
MPOU3BOAUTEIBHOCTH CETEBOM MHDPACTPYKTYpPhI HHPOPMAITHOHHO-KOMMYHUKAITMOHHOW CHCTEMBI.

Brnagers:

COIIOCTABIICHUS aBAPUITHON WH(OPMAITUH OT PA3IMYHBIX YCTPOHCTB HH(OPMAIIHOHHO-
KOMMYHUKAIlHOHHOW CHCTEMBI;

JIOKaJI3alHUK OTKA30B B CETEBBIX YCTPOICTBAX U ONEPALIMOHHBIX CUCTEMAX;

KOHTPOJISI ©KETHEBHBIX OTYETOB OT CHCTEM MOHHUTOPHHIA U CHCTEMbI cOOpa H MepeIadn yIeTHON
unpopmauu;

HCTIPABICHUS OIMMOOK KOH(UTYPAIINH CETEBBIX YCTPOMCTB M ONICPAITIOHHBIX CHCTEM;
COCTABIICHHSI OTIETOB 00 MCIIOIB30BAHUH CETEBEIX PECYPCOB U ONEPAIIMOHHBIX CHCTEMAX.

IIK 2.1. |Hpmmman, MepbI 0 YCTPaHEeHHI0 c00eB B ONEPANHOHHBIX CHCTEMax.

3HaTh:

JIUIEH3NOHHBIE TPEOOBAHIS 110 HACTPOHKE M DKCIUTYaTalliy YCTAHABIMBAEMOTO TIPOrPAMMHOTO
obecrnievycHU;

OCHOBBI apXHTEKTYPEI, YCTPOUCTBA U ((yHKIHOHAPOBAHUS BEIYUCIHTEIIPHBIX CHCTEM,

MIPHHITUITEI OPraHU3aIMH, COCTABA U CXEM PabOThI ONEPAMOHHBIX CHCTEM;

TpeOOBaHU OXpaHbI TPY/A MPU PaboTe ¢ anmaparHbIMU, TPOTPAMMHO-AMIIAPATHBIMU U TPOrPAMMHBIMHA
CpencTBaMy aqAMHUHUCTPUPYEMON HH(POPMATHOHHO-KOMMYHHKAITMOHHOM CHCTEMEL.

YMeTh:

HUICHTH(OHUIMPOBATH U ONEHUBATH CTCTICHh KPUTHIHOCTH WHIAICHTOB, BOSHUKAIOIINX IPU YCTAHOBKE H
paboTe mporpaMMHOTo 00ECIICUEHHS, U TIPUHUMATH PELICHIE [0 M3MEHEHHUIO TPOIeIyphbl YCTAHOBKH,
YCTPaHATH BOSHUKAIOMINE MHITAACHTHI,

JIOKaTN30BaTh OTKa3 U HHUIIMHUPOBATH KOPPEKTUPYIOMIHE ICHCTBHUS,

MOJIb30BAThCs HOPMATHBHO-TEXHUYECKON JIOKyMEHTAIUEl B 0071acTH MH(POKOMMYHHUKAI[MOHHBIX
TEXHOIOTHIA;

BBIMIOJIHATh MOHUTOPUHT aJIMHHUCTPHPYEMOH NH(OPMATHOHHO-KOMMYHHUKAITHOHHON CHCTEMBI,
KOH()UTYpHUPOBATH ONIEPATIMOHHBIE CHCTEMBI CETEBBIX YCTPOHCTB.




Bnaners:

BBUIBJICHUA U OIPEACICHUS cOOCB M OTKA30B CETEBBIX YCTPOWCTB, U ONMEPALIHOHHBIX CHCTEM;
YCTpaHECHHUSA MOCICACTBUI cOOEB M OTKA30B CETEBBIX YCTPOICTB M ONEPALlMOHHBIX CHCTEM;
peructpaiiu coodIneHuit 06 OmMnbKax B CETEBBIX yCTPOMCTBAX U OMEPALIMOHHBIX CUCTEMAX;
00HapyXeHHUs KpUTHYECKHX HHUUACHTOB ¥ MPUYNH BO3SHUKHOBCHHS KPUTUICCKUX WHIMICHTOB ITPH
paboTe MpHUKIaTHOTO IPOrPAMMHOTO 00ECIICUEHHUS;

BBITTOTHEHUS ICHCTBHI TI0 YCTPAHEHHUIO KPUTUYECKUX MHIUICHTOB MPH PaboTe MPUKITAIHOTO
MPOrPaMMHOTO 00ECHECYCHHS B paMKax JODKHOCTHBIX 00s3aHHOCTEH;

HUACHTH()HUKAINN HHIUICHTOB TIpU paboTe MPHKIAJAHOTO IPOTrPaMMHOT0 00eCIIedeHusI.

6. ®°OH/I OHEHOYHbIX CPEJICTB
6.1. ®oH/ OLICHOYHBIX CPEACTB A5 MPOBEICHUA MPOMEKYTOUHOM aTTecTalMu
obyuaromuxcs no gucuuniaude «lIporpammMuoe odecneyeHne KOMNBIOTEPHBIX CeTE»

[lepeueHpb BOMPOCOB AJIsl HOATOTOBKHU K 3aHATUAM U MIPOMEXKYTOYHON aTTECTAllUH,
KOHTPOJBHBIX Pa0OT, co/lepkaHue 3aJaHHi JUIsI BBITIOJIHEHUS TPAKTHIECKUX U
CaMOCTOSITENIHBIX PabO0T, PEKOMEHIAIMH 10 BHITIOTHCHHUIO H KPUTSPHH OLECHUBAHUS
MIPEJICTaBICHbI B (DOHJIE OIICHOYHBIX cpe/icTB mo auctuiutinHe «[IporpamMmmuoe obecrieuenue
KOMITBIOTEPHBIX ceTei» B [Ipuinoxkennn k HacTosmen Pabodei mporpaMme TUCITUTUTHHEIL.

OrneHOUHBIE CPEICTBA MO3BOJISIOT MPOBECTH TEKYIIHUI KOHTPOJb 10 AucHuIuiunHe. [lo kaxgomy
CPEICTBY OIICHUBAETCS MOJHOTA U TIIyOMHA OCBOCHHSI, XapaKTePU3YIOIIHECs TIOKA3aTeIsIMU 1
KPUTEPHUSIMH OLICHUBAHUS

Tabnuya 6. Ilokazamenu u Kpumepuu oyeHUBaHUs

Ilokasarenn Kpurepnii
. 3HaeT: 0a30BbIe 00IINE 3SHAHUS,

[Toporossrii .
YMeeT: OCHOBHBIE YMEHUsI, TpeOyeMbIe JUTsl BBITTOJHEHUS TTPOCTHIX

(y3HaBaHue) .
3azad4;

«3»
Brnapgeer: pabotaet mpu npsMoM HaOITIOICHUH.
3naet: (haKThl, MPUHIIUIIEI, TIPOIECCHI, OOIINE MOHSATHUS B IpeaeIax
00J1aCTH MCCIIEI0BAHUS,
BazoBsIit YMeeT: quarma3oH MpaKkTHIeCKHX YMEHHM, TPeOyeMbIX Il peIICHUS
(BocmpounsBezicHUEe) |ONPEIETEHHBIX mpo0ieM B 00JIaCTH MCCIICIOBAHMS;

«dy» Brageer: Oeper 0TBETCTBEHHOCTH 3a 3aBEPIICHUE 331a9 B
UCCJIeIOBAHHH, TIPUCTIOCA0IMBAET CBOE TIOBEJCHHE K OOCTOSTEIIHCTBAM B
pemeHu  mpodemM
3nHaet: (pakTHUECKOE W TEOPETUIECKOE 3HAHKE B Mpeenax odnacTu

Bricokuit HCCIICOOBAHUS C MOHUMAHHUEM I'PAHUI] IIPHMCHHUMOCTH,
(KOMIETEHTHOCTh) | YMEET: IMana3oH NPaKTHYECKUX yMEHHH, TPeOYEMbIX [ Pa3BUTHS
«5%» TBOPYECKUX PEHICHHI, a0CTparupoBaHUs TPOOIEM;
max 6ajn Bnaneet: koHTpoOMMpyeT paboTy, IPOBOJUT OLEHKY, COBEPIIEHCTBYET

JeUCTBUS PabOTHI

MaxkcrManbHOE KOIMYEeCTBO 0aJIOB IO Ka)KOMY OIIEHOYHOMY CPEJCTBY COOTBETCTBYET
BepOAITBHOMY KPUTEPUIO «BBICOKHIT.




7. AHBIE CBEJAEHUSA U (MWJIN) MATEPUAJIBI
7.1 IlepeuyeHnb 00pa3oBaTeIbHBIX TEXHOJIOTHIi, HCI0JIb3YEMbIX NIPH OCYLIECTBICHUH

0o0pa30BaTe/IbHOIO MpoLecca N0 JHCHHUIIIMHE
B mpomecce oOydeHHs WCIONB3YIOTCS AKTUBHBIE M WHTEPAaKTHUBHBIE 00pa30BaTeIbHBIC
TEeXHOJIOruH ((POpMBI IPOBECHUS 3aHATHUI):

-JIeKIUH, PpOHTATBHBIE ONPOCH], MPE3CHTAINH U 3aI[UTa MUHU-TIPOEKTOB;

-Kelic-cTaau (pa300op KOHKPETHBIX CHUTYaIui),

-MMHUTAllMOHHBIE KOMIIBIOTEPHBIE MOJIEIIN;

-OpraHu3alli CaMOCTOSTENIFHONW yUeOHO-TTO3HABATENbHON AEATENbHOCTH (WHIMBHyalbHbIC

JIOMaITHUE 3aJIaHMs ).



